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RUBETEK
BBenenune

Hacrosmee pyKoBOJACTBO IO SKCIUTyaTallMM MPEAHA3HAYEHO JUIS OIMCAHUS MPHUHIMIA palboTHI,
HAaCTPOWKHM, MOHTaXa W OKCIUTyaTallMM BBI3BIBHOM BHUACOMAHENM MHOroaboHeHTCKoH RV-3438-v2
«Rubetek» (manee «maHemnby).

Heo0xoauMo 03HAKOMHUTBCS € W3JIOKEHHBIMH B PYKOBOJCTBE MHCTPYKIHSAMH, TEPEd TeM Kak
MOJIKIII0YATh, HACTPAUBATh, IKCILUTyaTUPOBATh UM OOCITY)KUBATh MTAHENb.

MoHTaX W OSKcIulyaTtalys TaHeNd JOJDKHBI TIPOU3BOIUTHCA TEXHUYECKHUM IEPCOHAIIOM,
M3yYHUBIINM HACTOAIIEE PyKOBOJCTBO.

CHHCOK PUHSTHIX COKPAIICHUH:
- IlaHens — BBI3BIBHAA BUJEONaHeb MHOroaboneHTckas RV-3438-v2 «Rubeteky;
- [IHP — mycko-HananouHsle paboThI;
- ITAC — npeobpazoBaresib aHaJIOTOBOTO CUTHAJIA.




RUBETEK
1. Omnucanue u padora
1.1. Ha3nauenue

BeeiBHas BuaeomaHenb MHoroaboHeHTckass RV-3438-v2  «Rubetek» (mamee maHens)
Hpe;[HasHaqua JJI HHCTaHHHOHHOﬁ ayzmo- nu BHUJICOCBA3U C TOCTEM nu HNCKIIHOUCHU A
HECaHKITMOHUPOBAHHOTO JIOCTYTIA B MOIBE3/IBI IOMa TTOCTOPOHHUX JIHII.

ITaHens nOMyCKaeT yCTaHOBKY KaK BHYTPH IIOMEILECHUM, TaK U HA YJIULE.

YCTpoCTBO paccYMTaHO Ha HEMPEPBHIBHYIO KPYIJIOCYTOYHYIO pabdOTy W OTHOCHUTCA K
BOCCTaHaBJIMBAaCMbIM, HepI/IO,Z[I/I‘-IGCKI/I O6CJIy)KI/IBaeMBIM N3 CIIUAM.

Cpox ciy>x0bl MaHEeIn COCTAaBISAET 7 JIET.

1.2. TexHuyeckue XapakTePUCTHKU

Ta6mmma 1 — OcHOBHBIE TTapaMeTPhI TAHETH

ITapamerp 3HaueHne

Hanpspokenue nutanus, B 12

[ToTpebasieMass MOIITHOCTH, BT He Oouee 12

Pon toka MMOCTOSIHHBIN

RF cuutbIBarens kapT 13,56 MI'11

Ethernet 1 x RJ45 10/100M

RS-485 1

Wiegand 1

Brixognoe pene 3 pene 11t OTKPBIBAHUS IBEPU

IIutanue POE ectb, IEEE 802.3af

[Tonnepkka MpOTOKOJIOB [Pv4, HTTP, HTTPS, FTP, SNMP, DNS, NTP,
RTSP, RTP, TCP, UDP, ICMP, DHCP, ARP

VYl 0030pa 116°(H) / 60°(V)

Pazpemenue cencopa 3 Mn

Ayamo kozek G.711a, G. 711y, G.722 u G.729

2 SIP akkayHTa SIP vl (RFC2543),
SIP v2 (RFC3261)

Buneo xoaex H.264, MPEG-4 u MJPEG

Pa3pemienne 0oCHOBHOTO/TOTIOTHUTEILHOTO 1280x720 / 704%x576

IIOTOKa BUIEO

MaxkcuManbHasi CKOPOCTb Iepeiadn 30fps
N300paKeHUI
[Moxnepxka Outpetita CBR c Bapuarnuei + 10 %
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[IporpammHoOe yripaBieHue ONVIF Profile S
[IpoTokoi nepenaun BUAEO RTSP

[onnepkka pexxuma JeHb/HOUb ecTb

Tutpsl TEKCT/aaTa/Bpems
Juamnazon pabouux temmeparyp, °C ot Munyc 40 o mmoc 40
Crenensp 3a1UTHI KOpITyca P66,

aHTHUBaHadbHbINA Kopiryc [KO08

Tun MoHTaXka HAKJIaJHOM WU BPE3HOMN
["abapuTHbIE pa3mMepsl, MM 280%x130%68
Macca, kr He Ooiee 1,1

1.3. BuHemnui Buj maHeilu

1
- ;
5oopd ~\Booéo | *
OOOOO”\@/‘OOOO5
® 1 — Kopmyc
2 — JluHaMuUK
7 3 — UudpakpacHbie CBETOIUOIBI
4 — JIaT4YHUK OCBEIICHHOCTH
5 — UK-naTumk JBUKEHUS
° 6 — Kamepa
7 — Jlucrent
8 — CunrthiBatenb RF-kapT
1 2 3 9 — Hudposas knaBuaTypa
10 — KnaBuma ynanenus «Copoc»
4 > 6 11 — Muxkpodon
7 & 9 9 12 — KnaBuia BbI30Ba
% 0 & 13 — KiiaBuia BeI30Ba JucneTyepa
&2 & G 10
e —11
rubetek :

Pucynok 1 — Buemnuii Bug nanenu (BUa criepen)
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1 — Kpenexnas ruiactuHa

2 — Kppiiika kopiyca

~

3 — DTHUKETKA\CTHKEP

4 — PacnuHOBKA KJIIEMM

5 — Pazvem RJ-45

(bhbkhbblolollhkk)

5 6 — KiteMMHEBIE KOTOIKH

7 — KpenieHust KpbIIKK 0JI0OKa KOMMYTaIHH

8 — HuwxHee kpemieHue naHenu

8

PucyHnok 2 — Bremrnuit Bu nanenu (B C3aIH)

1.4. TunoBasg cxeMa BHEIIHNUX COEAUHEHUN aHEN

MuTtanue 12B

CeTeBoW KOMMYTaTOpP

YnpasneHue asepbmin

GND
12V wiwl®
GND
i 12V
Brixog Wiegand GND NOT
GND wa_01 comM1
wa_o1 I WG D0 NC1
waG_00 1 | GND NOZ2
DOORC oMz
KHonka oTkpbITUA ABepu GND NC2
DOORB NO3
. GND Ethernet (PoE) coM3
DOORA NC3
GND X
RS4858 12v_ouT
RS4854 ang_ouT

HER308*

+ —

Bnok nutaHua

*Mooenv ouooa yKasana e KaHECMGepeKOMEHayeMOIZ. Bozmooicno ucnonvzosanue ananozos ¢

napavempamu He mMeHee:

- Maxcumanvrnoe nocmosinnoe oopamuoe nanpsiscerue - 1000B
- Maxcumanvrulil (cpeonutl) npamoi moxk Ha ouoo - 34
- Makcumanvroe npamoe nanpscenue - 1,78 npu 34

Pucynoxk 3 — TunoBasi cxema BHEIIHUX COCTUHEHUN TaHEIN
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1.5. KoMIuiekTHOCTE

Tabmumua 2 - KoMIIiekTHOCT ITaHETn

HaumenoBanmue KoanuectBo, mr. Mpumeyanue
BreseiBHAs Buaeonanens MHOroaboHeHTcekas RV-3438 1
Kpeimka 6;10ka KoMMyTamum 1
YNOI0THUTENBHOE KOIBIIO 1
YrnoTHUTENb Kabens 3
[IpwxrmHas miaHka 1
Iletns 1
Ha6op kperienus 1
[IlecTurpanHbIil KO 1
[Tactiopt 1

2. MHcnoan3oBaHue MO0 HAZHAYECHUIO
2.1. IloaroroBka K MCHOJIL30BAHUIO

Heobx00uMo 8bloepicams e2o He menee 4 uacos npu komHamuou memnepamype (25 = 10 °C) ona

@ BHUMAHHUE! Echu nanens Haxoounocb 6 YCI0BUAX OMPUYAMENbHOU MeMNnepamypul,
npeoomepaujenus KOHOeHCayuu 61a2u.

2.1.1. [MonroroButk pabouee MECTO, BCKPBITh YIAKOBKY, YOSAUTHCS, YTO KOMIUIEKTHOCTh
IIaHEJIM COOTBETCTBYET TabuIe 2.
2.1.2. [IpoBecTn BHEUIHMI OCMOTpP, YOEIUTHCS B OTCYTCTBHHM BHJIUMBIX MEXaHUYECKHX

MOBPEXKICHHI (CKOJIOB, TPEIINH, BMATHH) U CIICIOB BIIATH.
2.2.  Pasmenienue na"enu
[Ipr mpoeKkTHpOBaHUM pPa3MENICHUs YCTPOWCTBA HEOOXOAMMO PYKOBOJCTBOBaThCs IIpaBmimamu
YCTPOMCTBA 3JIEKTPOYCTAHOBOK.
JlonmyckaeTcsl yCTaHOBKA IaHENM HAa BEPTUKAJIBHYIO TOBEPXHOCTh HAKIAJHBIM W BPE3HBIM
CrIoco060M MOHTa)ka ¢ TOMOIIBIO CHEIUAIBHOTO KPETUICHUSI.
@BA)KHO! Kpennenue nanenu nocmasnsemcs omoensHo.

2.3. MoHTaXX 1 NOAKIIIOUEHNE

BHUMAHHE! Moumasic npouzeooums mMOAbKO NPU OMKIOYEHHOM HANPANICEHUU NUMAHUS.
IIpoxnaoka npo6o006 u uHULL C8A3U OCYUeCmENsemcs 00 8bINOJIHEHU MOHMANCA NAHEU.
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Bpe3Hoii MoHTaXK

BrIpexbTe 0TBEpCTHE B MOHTUPYEMOU
MTOBEPXHOCTH.

BAKHO! Pexomenoyemvble pazmepol
omeepcmust J[xBxI['=270*123*61mm.

[TomecTuTe B OTBEpCTHE BPE3HOE KPETUICHUE U
yOeauTech, UTO BCe KaOeau s

IIOOKJIIFOYCHU S ITaHCIIN CBOGOI[HO HpOXOI[HT
gepes

OTBEpCTHE IS Kabelnel 1 He MEIIal0T MOHTaXY
MTaHEIH.

ITomeTnTE YCTaHOBOYHBIC OTBCPCTUS BPEC3HOT'O
kperuieHud. [Ipocsepiure 6 oTBEpCTHl U
YCTAaHOBUTC I[IOGG.H}I JJ1s1 BUHTOB.

BA’KHO! Bo3modicna ycmaHo6Kka 0CHOBAHUSL C
UCNONIb308AHUEM YEeMEHMA UU Hea2PeCCUBHbIX
KAeAUUX COCMABO8, 01 IM0O20 He0OX0OUMO
3anOIHUMb 3A30p MeHCOY OCHOBAHUEM U CIEHOII.
Ilocne 3acmuvleanus cocmasa npucmynume K
VCMAHOB8KEe MOHMANCHOU NIIACMUHbL KDENJIeHUSL.

[TomecTrTe OCHOBaHME BPE3HOTO KPEILJICHUS B
MOATOTOBJIEHHOE OTBEPCTHE.

BAKHO! Yboeoumecws, umo kpas 0CHO8AHUS He
BLICMYNAIOM HAO NOBEPXHOCIBIO.

AKKYypaTHO MPOJIOKUTE Bce Kabean B OTBEPCTHUS
i kabenei. 3aKpenuTe OCHOBaHUE C IIOMOIIBIO
BUHTOB U3 HAbOpa ISl KpeIIeHHs!.

VY cTaHOBUTE MOHTAXKHYIO IJIACTUHY BPE3HOTO
KperieHUs U 3apUKCUPYHTE ee ¢ TOMOIIBIO
BUHTOB U3 HAbOpa ISl KpeIyIeHHsI.
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[Tocne moakIir0YeHMs MPOBOJIOB K MAHEIH
HEOOXOIMMO IIOMECTUTh €€ B MOHTa)KHBIE I1a3kI,
YTOOBI BEPXHHUE BBHICTYIIBI KPETUICHHS BOIILIN TTIO]T
KPETIEeKHYIO IJIACTUHY TaHEIH.

3aKkpenuTh HU3 MAHENIH IECTUTPAHHBIM KITFOYOM
C IIOMOIIIbIO BUHTOB.

'a;i
11}

HaxkiaanHoii MOHTAaXK

BrIpexbTe 0TBEpCTHE B MOHTUPYEMOU
MTOBEPXHOCTH.

BAKHO! Pexomenoyemvble pazmepol
omegepcmust J[xBxI'=80*60*50mm.

BA’KHO! Boszmoorcna ycmanosKka
scmpausaemoil Mmonmadxcnou kopooxku 80x80 ons
bonee YO00OHO20 pazmewjerus npogooos, O
9M020 HEe0bOX0OUMO YEenIUyUmMb pamep 8pe3Ho20
omeepcmusl.

70

a0

12

130

80

[IpousBenure pasMETKy KpENEKHBIX OTBEPCTUUI
HAKJIaJHOTO KPEIUICHUS.
[TpocBepiuTe OTBEPCTUS M YCTAHOBHUTE AI00CIIA.

3akpenuTe HakJIagHOE KPEIUIEHHE C IMOMOIIBIO
BUHTOB U3 HAOOpa [Tl KPETUICHHMSL.

10
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[Tocne noakitoueHNst MPOBOAOB K MaHEIH
HE00X0IMMO IMOMECTUTDH €€ B MOHTaXKHbBIE Ma3bl,
9TOOBI BEPXHUE BBICTYIIBI KPEIUICHHSI BOIILIN IO
KpEMNeXHYIO MJIaCTUHY MaHEeH.

3akpenuTh HU3 MaHEIH ECTUTPAHHBIM KIIFOUOM
C TIOMOIIIbIO BUHTOB.

IHoakaouenue MaHeIn

Vcranosute YIUIOTHUTCIBHOC KOJIBIIO B IIa3 Ha
IIaHCIIN.

[Iponoxkure Kabean yepe3 KPBIIKY OloKa
KOMMYTAIlUX U TMIPOU3BEAUTE UX MOJKIIOYEHUE B
COOTBETCTBUU C PACIIMHOBKOMN Ha MaHENH.
[ToapoOHBI anTOpUTM MOAKIIOUEHHUS OMUCAH B
1.2.4 JaHHOTO PYKOBO/ICTBA.

YCTaHOBUTH YIUIOTHUTENh KaOens M 3aKpenuTh
€ro MNPHXXKUMHOM IUJJAHKOM C TIOMOUIBIO JIBYX
BUHTOB.

BAJKHO! Koncmpykyus KIeMMHBIX KOJIOOOK
domoghona  paccuumana HaA  NOOKIHOYeHUe
npoeodos ¢ ouamempom okcunvt om 0,4 mm
(coomeemcmayem ceuenuio ~0,13 mm?) 0o 1,5 mm
(coomseemcmeyem ceuenuro ~1,7 um?).

11
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3aduxcupyiiTe KphIIIKy OJOKa KOMMYTallUU C
MOMOIIbI0O BUHTOB M3 Habopa Ui KpEeIUICHUus U ®
YCTaHOBHTE TaHEJb B KPEIJICHHE.

2.4. TloxgkirroueHue MaHen
24.1. ToakmroueHne NUTaHUA
B manenu npeaycMOTpEHBI CIIeyIOIINe BApUAHTh TUTAHHUS:

e puranue no cranaapry IEEE 802.3af (PoE). /[lns opranuzauuu nutanus na"enu no PoE
HE00XO0/IMMO PYKOBOJICTBOBAThCSI CXEMOH, TPEICTABICHHOIN Ha PUCYHKE 4.

OEE
alojo
ME\PoyTep\Ceutd
o \ yTep\ alala
EEE]

. NMTaHMA j@-@ .
220V
Ethernet kabenb

PoE nHKeKTOp

Pucynok 4 — Cxema opranusanuy NuTaHus MaHeI 1o ctanaapty PoE
PoE umxekTop BeIOMpaeTCs ¢ y4eToM MoTpedisieMoi MOIHOCTY aHeu He Oornee 12BT.

e qmpsiMoe nmuTanue 12B. J[ng opraHu3anuy NHUTaHUS TAHETH HANpsMYIO OT OJOKa MUTaHMS,
HEO0OXOIMMO PYKOBOJICTBOBATHCS CXEMOM, MPEICTABICHHON Ha PUCYHKE 5.

12
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MuTaHne 12B

GND GND
12v 12V
GND NOT
wa 01 COM1
wG Do NC?
GND NO2
DOORC COM2
GND NC2
G00RE Ethernet (POE] Moz
GND COM3
DOORA NC3
GND X
RS4E5B) 12v_our
RS485A GNO_ouT

Pucynok 5 — Cxema opranu3anyy NUTaHUS MaHEIU IPU IPSIMOM MOAKIIOUEHUN

MomHoCcTh 07I0Ka THUTaHUS BBIOMPAETCS C YYETOM MOTPEOISEeMON MOIIHOCTH TMAHETH U UX
koiuudecTBa. [Ipu pacuere 00s13aTEIbHO YUUTHIBAIOTCS [TOTEPU MOIIIHOCTH Ha Kabere.

KoHCTpyKIMsST KJIEMMHBIX KOJIOJOK JoModoHA paccuuTaHa Ha MOJKIIOYEHHE MPOBOJOB C
nuameTpom Kuiiel oT 0,4 MM (cooTBeTcTBYeT ceueHuto ~0,13 Mmm?) 1o 1,5 MM (COOTBETCTBYET CEUEHUIO
~1,7 Mmm?).

2.4.2. TTonxirouenue Ethernet

st oGecrieyeHns paboTocrocoOHOCTH MaHETH HEOOXO0MMO OCTOSTHHOE HATMYUE TMOAKIIOUCHHS
K cepBepy. [loakmroueHne MOXET OCYHIECTBIATHCA HANPSIMYIO, €CJIM MCHOJb3YETCs JIOKAJIBHBINA CEPBED,
WM YePE3 UHTEPHET €CIIM UCII0JIb3YETCs yaleHHbIN cepBep. CKOPOCTh JOKAIBHOM CETU M CETH UHTEPHET

oJkHa OBITh He MeHee 10 Mowut/c.

[Tonkmrouenue ocymectBisercss yepe3 mopt RJ-45 ¢ momompto kabens Ethernet. Bo3moskHb
J00bIe CXeMBI TTOIKITIOYEHUS C UCIIOJIb30BAaHUEM poyTepa, kommyTtaropa (csut4da), [1K.

[ToxkiroueHne TOKHO 00ecTeYnBaThCS 0€3 TOTMOTHUTEILHON aBTOPU3AIIH ITaHEeH.

Jist moKITFoYeHusT He0OX0IMMO BBITIOJIHATH CETEBBIC HACTPOMKHM MMAHENN COTIacHo 1.3.1 JaHHOTO

PYKOBOJCTBA.
[TapameTpsl kabens U €ro TEXHHYECKHE XapaKTePUCTHKU JOJKHBI 00ecredunBaTh HEOOXOAUMYIO

CKOPOCTb COEUHEHUS U KAYeCTBO CBA3U.
2.43. [lonxmnroueHnne cunTeiBaTenei
Ha nanenu mnpenycraHoBiieH cuuThiBaTeslb RFE-Kitouel, HO TakKe BO3MOKHO IOJKIIOYECHHE

JOTIOJTHUTEIBHBIX CYUTHIBATENICH, COOTBETCTBYIOIMX nHTEepheiicy Wiegand 26\34.
CxeMa MoAKIIIOYEHHUs] CYUTHIBATENICH MpeCTaBIeHA HAa pUCYHKE ©.

13
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MuTaHue 12B
GND
12v
GND
) 2V
Buixog Wiegand | GND NOT
GND wG D7 CoM1
wa_ 01 -—I WG Do NCT
WG_00 +— GND NO2
DOORC oMz
GND NC2
BO0RE Ethernet (POE) L
GNO LOM3
DOORA NC3
GND X
RS4858 12v_ouT
RS485A GNG_ouT

Pucynok 6 — Cxema MoJkIIt0ueHUs CUNThIBATENCH

Hacrpoiika nmapamerpoB Wiegand u RF-xmoueit nmpousBoautbesi cornmacHo 1. 3.3.4 maHHOTO

PYKOBOJICTBA.
2.4.4. IMonxnroyeHne 3aMKOB

B nmanenu ycTaHoBJI€HBI TP pejie, KOTOpble paboTaloT B IBYX PEKUMax « HOPMaJIbHO OTKPBITOE» U

«HOPMAJIBHO 3aKPBITOE» COCTOSIHUE MPU OTKIIOYEHUN MTUTAHUS.
«HopmanbHO OTKPBITOE» COCTOSTHUE MPOU3BOAUT OTKPHITUE 3aMKa IIPU OTCYTCTBUU HANPSKEHUS

MUTAHUS TTAaHEIH.
«HopmanbHO 3aKpbITOE)» COCTOSIHUE YAEPHKHUBACT 3aMOK B 3aKPBITOM COCTOSIHUM MTPH OTCYTCTBUU

HaHpH)KeHI/I}I IIUTAHUA ITAaHCIIN.
[Tanens moaAepKMBaeT MOJKIIOYCHUE TPEX ABEPEH/BX0M0B. YTpaBieHWE U HACTPOMKA Ka)XI0Tro

perne mpou3BOAUTHCS OTAETbHO. [loapoOHO onrcaHo B 1. 3.3.6 TaHHOTO PyKOBOJCTBA.
Cxema noAKIIIOUYEHUS 3aMKOB JIBEpPEH MPECTaBIeHA HA PUCYHKE 7.

Muraxue 12B

GND
2v

GND

27 YnpaeneHue asBepsmu
GND NOT {10
WG 07 oM l 3GMDK:]
WG_D0 NCT —
GND NOZ I

DOORC comz HER308*

GND NC2

pa0Re Ethernet (POE] MOZ

GND (OM3 + —_
DOORA NC3

GND X
RS4858| 12v_ouT b
RS4E5A GND_OUT|

*Modenb Ouoda ykazauma 6 kauecmee pekomenoyemou. Bozmooicno ucnonvsosanue anano2os ¢
napamempamu He meHee:

—  MakcumanibHoe nocmosiHHoe oopamuoe nanpsicenue — 1000B;

—  MaxkcumanbHulll (CpedHutl) npsamou moxk Ha 0uoo — 34,

— MakcumanvHoe npsamoe Hanpsoicenue — 1,7B npu 3A.

Pucynok 7 — Cxema NOAKIIOYEHHS 3aMKa B HOPMAJIbHO OTKPBITOM COCTOSTHUU
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JlJis OKITIOUEHUs ABEpU B PEKUME HOPMAJIbHO 3aKPBITO MOJIOKEHHE, HEOOXOIMMO MPOU3BECTH
noakioueHue kK kiemme NC corjiacHO paclnMHOBKE Ha MaHENH.

2.4.5. TTonxmrouenne KHOMOK «BBIXom
[Tanens noaaepKUBAET MOAKIKOYEHUE 10 TPEX KHOMOK «BhIXom».

Hacrpoiika pexxrma paboThl KHOTIOK MPOU3BOIUTHCS COTJIACHO 1. 3.3.7 JaHHOTO PYKOBO/ICTBA.
CxeMa noAKII0YEHUs MPEACTABICHA HA PUCYHKE 8.

Mutanue 12B
GND
122V
GND
YnpaeneHue BepbMU
12v
GND NOT 1]
WG D7 o I Jamok ]
o WG D0 NCT —
GND NOZ L1
N
DOORC L HER308"
KHOMKa OTKPLITHA ABEPU GND NCZ
i Ethernet (POE) o
. GND o coM3 + —
DOORA NC3
GND X
RS4658) 12v_our 2y
RS4B54 GND_OUT

*Modenb ouoda ykazama 6 kauecmee pekomenoyemou. Bozmoocno ucnoivszosanue anano2os ¢
napamempamu He meHee:

- Maxcumanvnoe nocmosinnoe oopamnoe Hanpsxcenue - 10008

- Maxcumanvuuiii (cpednuil) npamou mox Ha ouoo - 34

- Makcumanvroe npamoe nanpsxcenue - 1,78 npu 34

Pucynok 8 — Cxema nojikiiroueHusi KHONKH «Bbixomy»

2.4.6. [NonkmoyeHne aHaJIorOBBIX MaHEIeH/TPyOoK

B kauecTBe aOOHEHTCKUX YCTPOICTB MOTYT MCHOJIb30BaThCs maHenu ympasieHuss RCP-03\01 u
aHAJIOTOBBIC TPYOKH.

AHanoroBsle TPyOKH MOJKITIOUAIOTCS yepe3 mpeoOpa3oBaTelib aHaJIOTOBOTO CUTHAIA.

ITongpoOHass MHCTPYKIMsSI MO MOJAKIIOYEHUIO W HACTpOMKE INpUBEAEHA B PYKOBOJCTBE IIO
skcruryaranuu [TAC.

Jlnst KBapTUP\HOMEPOB, C KOTOPBIMH IIPOMCXOIUT CBSI3b U€PE3 aHAJIOTOBbIE TPYOKH, HEOOXOIUMO
yKa3aTh 3HaueHue Homepa B rpade Analog Replace Tabnuupl YnpasiieHHsl NpaBHJIaMH, TOAPOOHO
OMMUCaHO B 1.3.3.22 TaHHOTO PYKOBOJCTBA.

2.4.7. [Toaxmouenue naneneit ynpasnenus RCP-01/03

B xauecTBe OCHOBHOTO a0OHEHTCKOTO YCTPONCTBA UCIIOIB3yeTcs manenpb ynpasinerus RCP-03\01.
[Tanens ynpaBiaeHMs 103BOJISIET IPUHUMATh ayHO U BUJEO BBI30BBI, OCYIIECTBIIATh OTKPBITUE JOCTYITHBIX
11 aDOHEHTa BXOJI0B, IPOCMATPUBATh YBEAOMIICHUS U JOTOIHUTEIbHYIO HHPOPMAIIHIO.

Bsaumopeiicteue RCP-03\01 ¢ maHenbio OCyIIECTBISETCA uepe3 JIOKAIbHBIA WM OOJIAUHBIHA
cepBep. HacTpoiika y4eTHBIX 3amuceld M MpaB IMOJb30BATENCH, a TAKXKE JIOMOJIHUTEIbHBIE HACTPONUKHU
oroOpakaeMoil MH(OpPMAIK OCYIIECTBIISIETCS Ha CEpBEpE.

[Tocme BHeceHHS BCeX HACTPOEK, HEOOXOJUMO 3arpy3uTh KOH(UIypanuio Ha TaHelb B
aBTOMATUYECKOM UJIM PYYHOM PEXHUME.

15
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3arpy3ka KoH(pUTypalluy Ha MaHesb omnrcaHa B 11.3.3.28 7aHHOTO pyKOBOJICTBA.
2.5. DKcCIUTyaTanus NaHejiu

BAJKHO! Ilanenv pabomaem monbKO Npu HNOCMOSAHHOM HNOOKIIOUEHUU K UHMepHem)y Uil
JIOKANbHOU cemu cepeepa, a makace akmusuposannom SIP axkaynme.

2.5.1. [lepBuuHbIE HACTPOWKY MAHETU

Ilepen HayaaOM KCIUTyaTally AaHETH HEOOXOAMMO MPOU3BECTH CIEAYIOIINE HACTPOIKY:
® CCTECBBIC HACTPOMKM JUIsI TMOJKIIOYCHMs MmaHenu depe3 Web-untepdeiic. CereBble HACTPOUKH
MPOU3BOJATCS 4epe3 MHTepdelc agMHHMCTpaTopa MaHeau MoApoOHO omucaHo B 1m.3.1. maHHOTO
PYKOBO/JICTBA;
e axrtuBanus SIP akkaynTa nanenu. Hactpoiika u aktuBanus SIP akkayHTa npou3BoauThes uepe3 Web-
uHTepdelic manenu, noapoOHo onrcaHo B 1M.3.3.15 maHHOTO PYKOBOJICTBA;
®  OCHOBHBIE U pacIIMpPEHHbIE HACTPOMKH NaHeau coryacHo 1 3.3.3 u 11.3.3.4 1aHHOTO PyKOBOJICTBA
Co371aHue TUTaHa KBapTUP\HOMEPOB a00HEHTOB. [ToapoOHO onucaHo B 11.3.3.22 7aHHOTO PYKOBOJICTBA;
coznanue crnucka RF-kmioweid mist otkpeitus asepeil. Ilogpo6Ho ommcano B 1m.3.3.12 maHHOTO
PYKOBOJICTBA;
coznanue cnucka auaHbIx PIN-komnoB. IlogpoOno onucano B 11.3.3.13 1aHHOTO pyKOBOJACTBA
HaCTPOMKH 3BYKa MaHEH, MOAPOOHO OMUCaHO B 1. 3.3.21 7aHHOTO pyKOBOJICTBA
HACTPOUMKHU JaThl/A3bIKa TTAHENU, ONUCAHBI B 11.3.3.19 1aHHOTO PyKOBOJICTBA
JIOTIOJTHUTEIbHBIE HACTPOMKHU B 3aBUCUMOCTH OT TpeOOBaHUI MPOEKTA.

Konuposeauue (8vlepy3Ky) Kongueypayuu naneau 0 0aibHeliue20 6biCmpo2o 60CCMAHOBIEHUEe
cucmemol.

@ BAKHO! [locne svinonnenus 6cex HACMpOeK, peKOMeHOYemcs NPOU38eCmu pe3eperoe

2.5.2. Br130B a0oHeHTa

J1y1st BBI30Ba a0OHEHTA, HEOOXOMMO Ha KJIaBHAType HaOpaTh HOMEp aOOHEHTa/KBapTUPHI U HAXKATH

u/-\?
kHonKy «BbI3OB» Ha KJIaBuaType nanenu. Ecau Homep 6bu1 HabpaH HE BEPHO HIIM OMIMOOYHO, IS

OoTMeHbI/cOpoca Heobxoaumo Haxath KHONKY «OTMEHA» . Jlnst BBI30Ba KOHChEpiKa/ucrerdyepa

&

HeoOxoaumo HaxkaTh KHOMKY «IVCIIETUEP»

BAJKHO! Jlna ¢opmuposanus eviz06a aboneHma u oucnemuepa HeoOX00UMO Npouzsecmu
HACMPOUKU NAHeNU CO2NACHO N.3.3 0aHHO20 PYKOBOOCMEA.

2.5.3. OtkpsITHE ABEpU

OtkpbiTHe ¢ nomoubio PIN-koaa. [Tons3oBarens MoxeT HaOpaTh myOnuuHbli 8-3HauHbIH PIN-
kox #PIN-koxn#, mo ymomuanuto PIN-koa 33333333. O MoXeT OBbITh H3MEHEH B TI0JIb30BATEIIHCKOM HJTH
Web wuntepdeiice manenmu. Takke TONB30BaTENbh MOXET BOCIOJIB30BaTbes JUYHBIM PIN-komom
YCTaHOBJICHHBIM B IOJIb30BaTeNbckoM niin Web unrtepderice nanenu. [[is atoro Heooxoaumo HabpaTh Ha
knaBuarype #PIN-koxn#. Ecnmu PIN-kon ObL1 BBEJEH HENpaBWIIBHO, HA JUCIUIEE MaHENIW OTOOpa)xaercs
coobmienue «/Jocmyn szanpeweny. B ciayudae ycmemHoro BBojma PIN-koma, Ha nucriiee TOSIBUTHCA
cooOmieHne «JlBepb OTKPBITaY.

OtkpbiTHe ¢ noMombio RF-kaptel. [l oTkpbITHs 1Bepu ¢ moMmolbio RF-kapThl Heo6xonumo,

MOJTHECTH 3aPETUCTPUPOBAHHYIO KapTy K CUNTHIBATEIIO MTAHENH. B cirydae yCcrenHoro cCauThIBaHUsI KapThl,
IBEph OyAET OTKPHITA U HA JAUCIIIEE 0TOOPA3UThCs coolIIeHne «/Jeepy omxkpvimay. Ecnu kapra He Oblia
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3aperucTpupoBaHa WM MPOM30ILIa OMMOKAa CUUTHIBAHUS, Ha AMCIUIEE MaHeIu OylIeT OTOoOpa)keHO

coobtenue «/Jocmyn 3anpeujeny.

3. Hacrtpoiika nanenau

3.1.  Hurepdeiic anMuHUCTpaTOpa MAHETH

WNutepdeiic anMuHUCTpaTOpa MPEAOCTABISET psn  (QYHKIIHIA,

BKJTIOYAIOIIINI

nHpOpPMAIIMY O CUCTEME, HACTPOMKY TapaMeTpPOB aJIMUHUCTPATOPA U TTApaMETPhl CHCTEMBI.

HOJTyYeHHUE

Nudopmanus o cucreme

Beenure *7262 # (s V3) wiu Beenure
*2396 # (ny1s V1, V2) Ha ki1aBuaType naHes,
4TOOBI BOUTH B HHTEep(QEiic aAMUHUCTpATOPA.
Haxxmute Ha knaBuarype mudpy «1»

Ha sxpane 0ToOpa3sTcst cBeIeHUs O CUCTEME:
e [P aapec
e MAC agpec ycTporicTBa
e Bepcus npomuku (Fimware)

Hacrtpolika ceTeBoro nogxro4eHus

Haxxmute *2396 # Ha knaBuatype maHenu,
4TOOBI BOUTH B HHTEep(QEiic aAMUHUCTpATOPA.
Haxxmute Ha kiaBuatype mudpy «2»

Haxxmute Ha knaBuatype mudpy «1»

Bribepure Tun ycranosku IP agpeca.

ITpu BeIOOpE cTraTnueckoro IP anpeca,
He00X0IMMO BPYYHYIO yKa3aTh:

e [P anpec

e Macky nojcetu

e (OCHOBHOM IILTIO3

BAKHO! Iloomsepoicoenue 8600a
&

BLINOJIHAEMC S KHONKOU «B8bl308»

Touka ycmanasnusaemcs KHONKou

17
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[Tocne ycneniHoi yCTaHOBKH HACTPOEK, Ha
dKpaHe 0TOOPA3UTHCS COOOIICHHE.

Boccranosnenue HACTPOCK MO0 YMOJIYaHUIO

Haxxmute *2396 # Ha kaBuatype maHenu,
4TOOBI BOUTH B HHTEp(QEiic aAMUHUCTpATOPA.
Haxxmute Ha kiaBuatype mudpy «2»

Haxxmute Ha knaBuatype mudpy «2»

BBoauM naposis agMUHMCTpaTOpa Uil
akTuBupyeM onepanuio RF kaproii.

[Tocne cOpoca HAaCcCTpOEK MaHETh
nepe3arpy3uTcs.

3.2.  Ilonb3oBatenbckuil HHTEpPEic TaHe u

[Tonb3oBarensckuii wHTEpdeElic BKItoUaeT B cebs pemaktupoBaHue odOmenoctymHoro PIN-koma
(Public Pin Modif), no6asienne kapt moas3oBareneii u nepconanbaoro PIN-kona (Add Private Pin).

®BA)KHO.’ Jlocmyn k smum hyHKyusmM mMo2ym noayuums moavko aOMUHUCMPAmopbwl.

N3menenune o6mero PIN-koma 115t OTKpBITHS IBEpH

Haxwmure *3888 # Ha knmaBuaType maHenu,
9TOOBI BOUTH B HHTEpQEIC aIMUHUCTpATOPA.
Haxwmure Ha knmaBuatype mudpy «1».

BBoaum napons aiMUHUCTpATOpa UK
akTuBHpyeM onepannto RF kapToid.

VYcranaBnusaeM HOBbI 00mumii PIN kox. [To
yMoa4yaHuio ko 33333333,

BAKHO! Pin ko0 oondxcen cooepxcams 8
CUMBOTI08.

[Tocne ycneniHoi yCTaHOBKH HACTPOEK, Ha
dKpaHe 0TOOPA3UTHCS COOOIICHHE.
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Jlob6asnenne muunoro PIN-koma niist OTKpeITHS ABEpH

Haxwmure *3888 # Ha kmaBuaType maHeny,
9TOOBI BOMTH B HHTEpQEIC aIMIHUCTpATOPA.
Haxwmure Ha knmaBuatype mudpy «3».

BBoaum naponbs aiMHUHUCTpATOpa UK
akTuBHpyeM onepanuto RF kapToid.

YcranasnuBaem nnuHblii PIN ko.

BAZKHO! Pin ko0 dondicer cooeprcams 4
cumeoa.

[Tocne ycnemHon yCTaHOBKH HACTPOEK, Ha
9KpaHe 0TOOPA3UTHCS COOOIICHHE.

BAKHO! Ilanens mosicem xpanumos 6 namsamu
ne 6onee 1000 nuunvix PIN k00os.

JloGaBneHue KapThl MOIb30BATENS

Haxwmure *3888 # Ha kmaBuaType maHenu,
9TOOBI BOUTH B HHTEpQEIC aIMIHUCTpATOPA.
Haxxwmure Ha knmaBuatype mudpy «2».

Haxxmute Ha kiaBuarype mudpy «1» mms
J00aBJICHUS KapThI.

Haxxmute Ha kiaBuatype nudpy «2» mis
yAaJIEHUs KapThl.

BBoauM naposis agMUHKMCTpaTOpa Uil
akTuBupyeM onepanuro RF kaproii.

ITognocum RF kapry k cuuThIBaTeNo Ha
IaHee.

[Tpu ycnenrHoM 106aBJIeHUN HOBOW KapThl HA
JIACIIIIEE OTOOPA3UTHCS COOOIIECHUE.

BAKHO! Ilanens modicem xpanume 6 namsamu
He 6ozee 2000 karouetl.
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3.3. Web-unrepdeiic

Web-unrtepdeiic Bkmodaer B cels (YHKIMM aIMUHHCTPATOPCKOTO H  IOJh30BATEIHCKOTO
uHTepdeiica, a TakKe MM03BOJISET MPOU3BOAUTH OOHOBJICHUE MPOTPAMMHOI0 00ECTICUCHHS.

3.3.1. Bxon

Hns Bxoma B Web-untepdeiic HeoOX0aUMO MPOU3BECTH HACTPOHKY CETEBOTO IMOAKIIOYCHHS
COTJIACHO IyHKTa 2.4 TaHHOTO PYKOBO/ICTBA.

B Opaysepe B aapecHoil cTpoke BBOAMM ycTaHOBIeHHBIH [P ampec manenmu. IP agpec mMoxHO
MIOCMOTpPETh Ha NaHeNu B uHTepdelice anmuuucTparopa - apopmarus o cucteme.

s —

(& "||€i>/|@ http://192168.1.10 - || Nouc. R AR
| @ P station x| L

B oTkpeIBIIEMCS OKHE BBOJIUM JIOTHH U NTApoJIb AJ1s BXoja B Web-untepdeiic u HaxnumaeM KHOIIKY
«ABtopuszanusn». [lo ymonyanuro:

Jlorun: admin

ITapoasn: admin

CTpaHmLia aBTOpHIaLMA

JNorun

Napone

| 3anomHuTL UMA nons3osaTens/Tlapons.

3.3.2. Craryc. OCHOBHBIE TaHHbBIE

Bxnanka comepxxut nnhopMaiiiio 00 yCTpoiCcTBe, mapaMeTpsl CETH, a Takke naHHbie SIP
akkayHTOB. [IpencraBneHHbIe JaHHBIE HOCAT HH(GOPMAIIMOHHBIN XapakTep U HE MOTYT ObITh
OTPENAKTUPOBAHBI HA TAHHOM BKJIaAKe. /{1 UX U3BMEHEHHS HYKHO MIEPENUTU B COOTBETCTBYIOIINE
pasznenst Web-uatepdeiica.
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Mpumeuanue:
MaKcuMansHas Konu4ecTeo
CHMBONOB ANA NoMeli BE0Aa:
Hudopmaums ob ycrpoiictse 255 - anA appeca
WMPOKOBELATENSHOTO Cepaepa
anpecHoit kHurn

127 - ana URL yaanenoi
anpecHoii kuum 1 URL cepaepa
DyuHOr0 OBHOBNeHHA
KOHDUrypaLmMu

63 - AnA ocTanbHbLIX Norneil BBoa

Bpems patoTs 16:31:31

Mogens RV-3438
MAC-appec 0C:11:05:0A:53:E9
Bepcus M0 227.1243.32
Bepcua 0bopynosaHms 227.0

Wudopmaums o cetn

Pe3iM NOKaNBLHOA CeTH Cramnyeckuii 1P
CraTyc i cetn r*

1P-37pec NoKansHoW ceTh 192.168.1.10 Onucanwe nons:
Macka noaceTu 255.255.255.0

Mpeaynpexgenne:

LM03 NOKaNLHOM CeTH 192.168.1.1
DNS 1 8.8.8.8
DNS 2

Wndopmaums o6 yuerHoit sanncn

AKKaYHT 1 None@None

He 3aperucTpuposatio
AxKayHT 2 None@None

He 33pervcTpupoBaso

Bbixon

RUBETEK

Pa3zgen

Onucanue

Bpewmst paGoTsr

OtobOpaxkaeT nH(MOPMAIHIO O BPEMEHHU PabOTHI C
MOMCEHTaA IIOCIICAHECTIO BKIIHOUYCHUA ITaHCIN

WNudopmanus o0 ycTpoiicTe

Cogepxut undopmanuro o monenu, MAC-aapece,
Bepcuu [10 (mpommBKe) v Bepcuu 000pyA0BaHUS
(ammmapaTHas pazpaboTka)

Nudopmanus o cetn

Orobpaxaetcst nHGOpMAIHS O THIIE CETEBOTO
nonkitoueHust, Tumbl: dhep/static/PPPoE;
Cratyc coenunenus, [P-aapec, macka nojceru,
OCHOBHOM IUTIO3 TTOKIIFOUEHUS, IEPBUIHBINA U
BTOPUYHBIN dns.

Wudopmanus o0 yyeTHOM 3anucu

OtoOpakaercs nHpopmarus o SIP akkayHTax u
CTaTyce UX UCIOJIb30BaHUS (JIOTHH aKKayHTa, aJipec
cepBepa perucTpaiuu, pe3yiabTaT PETUCTPALNN Ha
cepmepe).
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3.3.3. JomodoH. OCHOBHBIC HACTPOHKHU

AMHHUCTPATOPCKHIA KOO

Brnwousto ¥
Brnwousto ¥
e

Peneh || PeneB || PaneC ¥

C ieededaeuun

Pensh || PeneB || PaneC L

[ Jtemepor3aos unte)

Maesmndmiaton  poen O pened O panec [

pened
Jeficrane npu

oTeyTTamn
ers

o

Kop agmuuucTpatopa

il 239 (4-zm3ummii HOWEP)
aamnHmcTpaTopa

OT1obpamenue Homepa

Brnrouero ¥

06uwKe napaMeTpbl

orpakinseHne escaa ancka | o ymamsanme Y

apMuHucTpaTop Habpan Homep

| Knasuwa | Howsp
el |
HaBpan Homep
Top
wafipan somep2
Top
naBpan womep3 L 1
stz | I
naBpan Homepd

BhICTPbIH BbIZ30B

. Kneewsa  Howep

e E—

o I—
2

=
3

e s I—
:

¥YBefomneHne o Boi3oBe

Yeegowwteno  FTP [0 Email O Http O

Hitp URL:

Bbi20B KBAPTHUPbI

Borson | | [Aero v | Rossomwms | | Mpepeate

pripsi{FoTos)

MaKCHMManbHaa ANMTENbHOCTL BbIZOBa

MakcHManckas

ANHTENEHOCTE I:l {2~30MnkyT)

EBIZ0EE

MakcuManbHoe spems Habopa Homepa

o ot
==
il -t
e

LCD Heat Control

Heat Switch Brniouetio ¥

—)

Hest Threshold

TennspaTypa

p
MakcHMaeHas KonusecTeo

cumzanoe ana noneil esoaat

255 - ann agpeca
LUMpoKDEEETENSHOMD C2pBEpa
aapechoit kA

127 - ans URL yaananrod
aapechoit ks s URL cepaspa
PysHoro abosnskms
womdrypaum

63 - ANR OCTANBHEX NONEH BEOAS

MpepynpexxpeHue:
OnucaHWe nona:

BbICTPOS NOATBEPNAEHUE

3 OTHenz
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Pa3gen Onucanune

AJIMUHUCTPATOPCKUN KOJ [To3Bosser ycranoButh Tpu PIN-ko1a
aJIMUHHCTpATOpa MO KOTOPBIM OyIeT
MIPOUCXOUTH OTKPBITUE OJHOU WIIU
HECKOJIbKHMX JIBEpEi OJTHOBpeMeHHO. J[aHHbIE
PIN-k0BI MOTYT OBITH UCTIOJB30BAHBI
00CITy)KMBAIOIIUMHA KOMIIAHUSIMU TSI
OBICTPOrO AOCTYIA B IOMELICHHUE.

Kog anmMunucTparopa [To3BossseT yCTaHOBUTH KOJ aAMUHHUCTPATOPA,
KOTOPBIN OyIeT UCITOIB30BATHCS VISl BXOJ1a B
uHTepdeiic aAIMUHUCTPATOPA Ha MaHENH, U
MOATBEPKICHUS ACHCTBUI B
MOJIb30BaTEILCKOM HHTEpdeEiice.

BAKHO! Iloche yemanosku nanenu u ee
HAcmMpouKU, peKOMeHOYemcs npou3eecmu
YCMAHOBKY HO8020 KOOA AOMUHUCTIPAMOpPA OJis
obecnevenuss UHHOPMAYUOHHOU De30NACHOCU
U 3auWumul nNAHeIU Om 83710Md.

Otobpaxenne Homepa DTta QPyHKIMS CKpBIBACT WU OTOOpaKaeT
HOMep, KOTJia BbI MOJIb3yeTech NaHemnbio. Ecnu
BBI OTKJTFOYUTE OTOOpakeHue, To OyaeT
oTtoOpaxkaTh «*» mpH Habope.

OOmme mapameTpsl [To3BossieT yCTaHOBUTH OTPAaHUYCHUS HA JUTUHY
HaOupaeMoro Homepa abOHEHTA.

AIMHHHCTpATOp Habpaix HOMep Ota QyHKUIUS HCIIONB3yeTCs A1 Habopa 10
YeThIpeX HOMEPOB OTHOBpeMeHHO. Haxxmure

kHonky «/IUCIIETYEP» & i Habopa
YCTaHOBJICHHBIX HOMEPOB M UX BBI30BA.

BricTphlil BEI30B Ota QyHKUIUS HCIIONB3YeTCs A1 Habopa 10
YeThIpeX HOMEPOB OTHOBpeMeHHO. Haxxmure
J/J
kHonky «BbI3OB» s Habopa
YCTaHOBJIEHHBIX HOMEPOB M UX BBI30BA.

YBeIOMIIEHUE O BBI30BE Ota QyHKUIUS TO3BOJISET OTIPABIIATH
yBegomienue. Korna monp3oBareninb coBepIIaeT
3BOHOK, CHCTEMa BBITTOJHHUT 3aXBaT
M300pakKeHHS U €TO OTIIPABKY.
[MoxnepxxuBaercs Tpu tuna: FTP, Email,
HTTP. ns yctanoBku FTP u Email B
untepdeiice JloMmopoH. Y BegoMIeHHUS.
MIPOU3BEINTE HEOOXOAMMBIC HACTPOUKH. [Tpu
BeiOope peskuma HTTP, Beenute URL B
dbopwmare: http://aopec IP cepsepa (npumep:
http://192.168.35.48)).

BbI130B KBapTHpBI Habop unu oTBeT Ha 3BOHKM uepe3 BeO-callT
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MakcuMansHas JJIUTCIIBHOCTH BbI3OBA

YcTaHaBiIMBaET AIUTEIBHOCTh Pa3roBopa
10CJI€ OTBETA/IOTHATHS TPYOKH B MUHYTaX.
NurtepBan 3nauenuit ot 2 10 30 MUHYT.

ITo ymon4yanuto 3Ha4eHue - 5.

MakcumanbHOe BpeMsi Habopa Homepa

[To3BosieT ycTaHaBIMBATH BpeMsi Ha HAOOp
HOMeEpa JI0 OTBeTa/moaHATUs TpyOKu. 1o
HCTEYCHHIO ATOTO BPEMEHH, €CIIH OTBET HE
MOCIIEZI0BAJI, BBI30OB OYJIET COPOIIICH.
Nurtepsan 3nauennii ot 30 1o 120 cexyna. [1o
yMom4aHuio 60 cekyHA.

LCD Heat Control

KoHTposs TeMneparypsl AUCILIES TAHEIH.

3.3.4.

Jomodon. Pacimpennbie HaCTpOUKH

Hacrpoiika 3xonofasneHns

¥posens sxenogaenesia 500

CBETOYYBCMTENBHOCTD

HacTpoiikK CEETOMYECTEMTENEHOCTH 1100 -| 1300 (0~1800)

Nowrz Read

YeefoMneHue o B3NoMe

Yesgounekie o sznons OTknioueko ¥

Moper AaT-Hka rpasiTaLHN 22 (0~127)

CoobileHne Ha gucnnee

CTaTyC yHeTHOH 2ankci Omnioueno ¥

Orebpaxkesne coobuesns Orkniouetio ¥

Cooiuenus wa gucnnes Npueer

Wiegand
Tun Wiegand viegand-26 ¥
Pexom Wiegand Bxogs ¥
RFID
RFid ancrinen 8HIN
IVARD aucnnen B8HN
WIEGND ancnnen 8HN

cpabaTbiBaHHe AeRCTBHA

Bpens coepxy cepaua &0

YnaneHHbiit OTNagoYHbIH cepeep

BHIIOHHTE Orrnroqero ¥
Cratyc noawmouerns  DisConnected
P

nopt 950000 (1024~55535)

oK CTmena

(1~3600)

Npumeuanune:
MaKcuiansHas konusecTea
cMMSoNoE AnA nened Bsanat
255 - ann aspeca
WHPOKOESIWATENKATD CapERPE
aapecssii ks

127 - ana URL yaanentod
aapecsoii keurn n URL cepeepa
Pyunora ofkaznais
kokdnrypaw

€3 - Ans coTaneken nonsil secas

Npepynpexgenne:
Onwncanmne nons:

BbiCTpOE NOATEEPKAEHHE
OK OTmeHa

Beixon

Pa3zpen

Onucanune

Hacrpolika sxononasneHus

Kondurypupyemble akyCTHUECKUI U X0
KoMITeHcaTop. Mcnoap3yerces 1uisl HO1aBIECHUS
9X0 BO BpeMs pa3roBopa. 3HaAUEHUE 10

24



RUBETEK

yMomdanuto - 700. IIpu noBbIIeHUN 3HAYEHUS
YPOBCHB 5XOIOAABJICHUS CTAHOBUTCS BBIIC.

CBETOYYBCTBUTENBHOCTD Paznen conepKUT HaCTPOMKH MHTEHCUBHOCTH
cBera. [laHens aBTOMaTHYECKU BKIIOYUT
uH(ppaKpacHbIN CBETOANO/ MPU 3aJaHHBIX
HacTtpoiikax. [Ioap3oBarenu Moryr
HacTpauBaTh 3HAUYCHHS padOTHI (HOTOpE3UCTOpa
BPYUYHYIO.

YBenomiieHHE O B3JIOME [Ipu BKIIIOYEHHOM MapaMeTpe B ciyyae
HOBPEXICHHUS YCTPOWCTBA 3a3BYYUT CUTHAIL.
UeM HIKE IOPOT cpabaThIBaHUsI, TEM OBICTpee
YCTPOMCTBO pearnpyer Ha BMEIIaTeNbCTBO.

Coobmienue Ha 1ucIuiee Hactpoiiku oTobpaskeHust uHGopMaIu Ha
JMCIUIEE: CTaTyC aKKayHTa U MPOU3BOJIbHAS
Ha/IIUCh.

Wiegand [Tanens mpemocTaBiseT padoTy C ABYMsI

npotokonamu Wiegand-26 u Wiegand-34.
Br16epuTe IpOTOKOJ B COOTBETCTBUH C
HOAKJIFOYaEMbIM yCTPOHCTBOM

RFID YcranoBka oroOpaxenus kogoB RF kiroueit.
ITo ymonuanuto 3Hauenue - SHR.

CpabatbiBaHMe ACHCTBUS YcTaHoBKa BpeMEHH OTIIPABKU COOOIIECHUS
(Heartbeat) na SIP cepBep co crarycom maHenu
Y MHIUKAIIMA HOpMaJIbHOU PabOoTHI.

VY naneHHblil 0TIaJ0YHBIN cEpBEP Bo3MOXHO ynpaBiieHHE U TOJKITIOUYECHUE
naHenu yaajaeHHo. [Ipu stom HeoOxoaumo
yKa3aTh HAaCTPOMKH ylalieHHOro cepBepa [P
aZipec U Mopr.
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3.3.5.

Homodon. [Toacrerka

SkpaHan noAceeTHA

Bpewn paboThi (uacs!)

Bpema paboTel (Yace!)

MOACBETKE CuNTLIBaTENA

knmousit

Bpews paboThi (uacs!)

‘ ‘

ToAcseTka wiasnaTypsi

Ynpasnenue noacseTKon

OTKNKOuEHD ¥

OTknoveHo v

OTknioveHo v

(0~23)

(©~23)

(0~23)

OTmeHa

Mpumeuanue:
MaKCHManeHas KONHYECTED
cuMEcn08 AnA noneil sBona:
255 - ans anpeca
WHMPOKOBELUATENHOMS CEPBEPa
anpecHoil KHirn

127 - gns URL yranenkoi
anpacHoii KHuri U URL cepaepa
PYuHOro OBHOBNEHIA
KoHGUrypaUM

63 - AN oCTaMLHLX Noneii 8043

Mpepynpengpenne:
OnwncaHue nona:

BbiCTpOE NoATBEpHAeHHE
oK Omena

Boixon

RUBETEK

Pasgen conmepKUT HACTpOMKHM IOACBETKH JAMCIUIEA, KIaBHAaTypsl M cuutThiBaTens RFE kaprt.
Bo3moxHa ycTaHOBKAa WHTEpBajga BpeMEHH, Korja Oynmer pabortaTh mojcBeTka. [Ipu OTKIHOYEHHOM
COCTOSAHHUU ITOJACBCTKA Cpa6aTBIBaeT Ha ABUWIXXCHUC, HAXATHUA KIaBUII U I[GI\/'ICTBI/IC KapTBI, HpI/I 9TOM
MOJICBETKA BKJItO4aeTcst Ha 20 CEKyH/I.

3.3.6.

Homodon. Pene

VEsKTHOUKETOD
pene

Tun pene
3anepka
Pene OTKPLITHS
pene(sec)
HacTpofika DTMF
DTMF-koMarga

[JononHuTensHLEe
DTMF-KOMaHgs!

CraTyc pene

Cratyc

Wma
nonL30EaTeNs

Mapons

Pene

Pene A v Pene B v

Mo yMonuar ¥

3

1 uvd|

Pene A:

Mo ymMonuar ¥

v [z i
pa_ v
v| o B
Pene B:

Pene C 2

Mo yMonuas ¥

3 v
0 v
Pene C:

OTKpbITHE pene uepes HTTP

OTKMO!

OK

ueHo T

OTMeHa

MNMpumMeuanue:
MaKMansHas Konu4ecTeo
CUMBONI0B ANA Noneii BEoAa:
255 - gnA anpeca
WMPOKDBELATENLHOTD Cepaapa
anpecHoil ki

127 - anA URL yaanesHod
anpecHoii kkuri 1 URL cepeepa
DPyuHOro OBHOBNEH IS
KOHBUrypaLHA

63 - AnA ocTankHeIx noneil Baosa

Mpenynpexpenue:
Onucanue nons:

BbICTpoe noATBEpKAEHHE
oK Omvera

Bbixopn

‘ ‘
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Pa3gen Onucanune

Pene Konduryparnus nactpoek:

Br10op peJie: naHenb NOIECPKUBAET 3 pere.
Tun pese: 10 yMOI4aHUIO UM UHBEPCHBIMN.
Ecau BB mOaKiIrouaeTe 3aMOK B OOBIYHBIN
KOHHEKTOp, UCIIOJIb3YUTE PEXKUM 110
YMOJTYaHUI0. B HHOM cily4yae ucnoiab3yTe
00paTHBIN PEXKUM.

3anep:kka Pesie (B cekynaax): Ocrapisier
3aMOK OTKPBITHIM B TE€YEHUE YKA3aHHOTO
KOJIMYECTBA CEKYHJ MOYKET IPUHUMATH
3Hauenwus ot 1 go 10.

IHapamerpsl DTMF: nanens noaiepxuBaeT
1-, 2-, 3- u 4-x uuepnoe orkpsiTre o DTMF.
Br16epuTe 0uH TUIT U BBEIUTE
COOTBETCTBYIOLUN KOJ.

DTMF-komanna: YcTaHOBUTE OTHO3HAYHEIN
DTMF kon st yaalneHHOTro OTIHPAHUSL.
JlonoanureabHbie DTMF-koMaHabI:
YcranoBure DTMF-kon B HeCKOIbKO TGP
JUISl yJTaJIEHHOTO OTIIMPAHUS.

Craryc: oToOpakaeT COCTOSTHUE perie.

Otkpertue pene uepe3 HTTP [Tonb3oBarens moxet ucnonbzoBate URL s
YAQJIEHHOT'O OTKPBITHS ABEPH.
[epekmiouarens BkItoyaet 3Ty GpyHkuuio. I1o
YMOJIYAHUIO OHA OTKJIFOUYEHA.

[Tonp30Barenu MOTYyT yCTaHABIMBATh UMS
MI0JIB30BATENS ¥ apOJIb Il OTKPBITHS Yepe3
HTTP.

®opmat URL:
http://192.168.1.102/fcgi/do?action=OpenDoor
&UserName=&Password=&DoorNum=1
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3.3.7. Homodon. Bxox

Boixopn
Bxop A
o NMpumeyanne:
MaBKCHMANEHSA KONMHECTED
Crarye Okmouer ¥ CHMEONOR ANA nonefl Bs0Aa:
Hacrpaiixn e 255 - ann apeca
Tourrepa 2 WMPOXOESIIATENEROMD CEpEEPE
¥eeaonnTs no FTP [ Email (0 HTTR aapechoil kamrn
127 - ana URL yaanesnoi
Hitp URL: aapecHoll ke u URL cepeepa
b s pysHoro okosnasus
BEINCAHERNE (i) (0~300 Sec) komurypaLmm
asiicrans €3 - AR oCTaNLHEX Nensh BEoAa
CTRpLTL pane Her A
n npengieHne:
Craryc asepn B o AL
RV Bricosiit
OnucaHWe nona:
Cramyc i %
CeeTosoii wiakaTop Ar Hopuansuwd
cseTouHANKaTaRS
BbICTpOE NOATEEPXASHHE
Bxog B oK Cmenz
Cratyc B Orkmouss ¥
Hacrpoiixn Hiskui v
Tpurrepa
YeeaomuTe no FTP Email HTTR
Hitp URL:
Zanepwa
BLINOAHEHNA o (D~300 Sec)
AsiicTens
OTkpuTE pene Her v
feeps B:
Craoy Asegne Buicoxwit
Bxopg C
Craryc C Qmkniouen ¥
Haccpdsa Hisrmit v
Tpurrepa
YeeaomuTs no FTP Email HTTP |
Hitp URL:
3agepua
BLINOAHEHNS o (0~300 Sec}
AsiicTans
OTKpETE pene Her v
feeps C:
CrarycAsepd  bpcom
Die o Heuisl

Pasznen ncnonw3yercs 11t HACTPOMKH OTKPBITHS ABEPU U3HYTPH.
Craryc: pexxuM paboThl BXOJa.
Onuum Tpurrepa: Beibepute pexxum cpabaTtbiBaHUs ISl KOHKPETHOTO 3aMKa. [Ipy moaKIIoueHnr B
HOpPMAaJIbHBIA OTKPBITHI KOHTAKT, BeIOepHUTE apametp «Huzkuii». [1pu BeiOope mapametpa «Bpicokuii»
MTOAKJIIOYEHUE UIET Yepe3 HOPMAIbHO 3aKPBIThIA KOHTAKT.
Boinosnnsiemoe aeiictBue: BeiOepurte oauH mim 6oiiee crnocoOoB s MOIydYeHUs] COOOIIEHUH 0
BeimostHsieMoM nierictBuu FTP, E-mail, URL. JIns URL BBenute [P-anpec HTTP-cepBepa. Korna
aKTUBHUpYeTcs BBOJ, OyneT ornpanieno HTTP-coobuenue.
3anepaxka AelCTBUA: Y CTAaHOBUTE BPEMS 3aJI€P>KKHU TOCJIE HAKATHS HA KHOMKY OTKPBITHSL.
OTkpbITH pesie: Boibepure noaxosiiee peie A1 BXOAHOTO KOHHEKTOpa.
Craryc ABepu: TeKyuiee MojoKeHue asepu. «Bricokuity - 3akpsita 1Bepb. « HU3KMi» -OTKphITa ABEPb.
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3.3.8. Homodon. Buaeo

Mpumeuanne:
Makoumanskas kommuecTse
cHMBONGS AnA noneil Beoaa!

255 - an= appecs
WHpOKCESWATENEHOMD CepEEna
AAPECHO KHIH

127 - ans URL yaanenso
aapecroii krnrn 1 URL cepeepa
Py=roro ofHoenesna
ROHBHIYPILHH

63 - Ana ocTanswL: nanei 2083

Mpegynpexpetxne:
‘Onucanme nons:

BhiCTpoe NOATEEPHACHHE

[ ok || omena

B pasaciic OTOGpEDKaCTCSI IMOTOKOBOT'O BUJCO B pCaJIbHOM BPECMCHH C ITaHCJIN.

3.3.9. Homodon. RTSP

OCHOBHbIE HACTPOAKH RTSP

Capeep RTSP sxniosen 2

HacTpoiika RTSP 0SD

o —
e —

Motok RTSP
RTSP-ayamno BRMO4EHD (5]
RTSP-BMAS0 BRAKIHEKO 74
RTSP ayanoxoges M v |
RS D

H.264 napaMeTpbl BUACO

T a2
e ET-
KOHTPONL CKOPOCTH [en 7]
Pt 204 kops 7|

MIPEG napaMeTpbi BHOEO

Pazpewekne snasc WGA v
Hacrora kaapos [Bofs 7|
Kauecreo enaeo 0 v]

Mpumeuanne:
Makcumansran KonmHecTso
cnMBANCE ANR nonel BEcAs:
255 - an= anpecs
WHPOKOBSINATENSHOMD C2pEEDa
aapeckoi keI

127 - ans URL yaanensoit
aapachoii kuurn u URL cepsepa
[T —
woHdUrypsUm

63 - AnA ocTansHL: noneil 2083

Mpegynpaxpexne:
Onucaxue nona:

BhicTpoe nogTBEPHACHHE

| ok || omena

RUBETEK
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Pa3zpen Onucanune

OcHoBHble HacTpoiiku RTSP RTSP (real time streaming protocol) -
ITOoTOKOBBINM TPOTOKOJI pEaTbHOTO BPEMEHH.
BximroueHne/oTKIIIOUeHHE cepBepa

BUJICOTIOTOKA.
Hacrpoiika RTSP OSD OtobpakeHne TeKCTOBOM WH(OpPMAITNK TTOBEPX
noTokoBOTo Bueo. Orobpaxenue 1D u agpeca
MaHEJNH.
ITotrok RTSP Hcnonw3yercs Uit BKIIIOYEHUS BUAEO U

aynuorniotoka yepe3 RTSP u BeiOop koneka.
[Tanens nognepxuBaer Buneokoaexku H264 u
MJPEG. H264 ycTaHOBJIEH 0 YMOTYaHUIO.
Aymuoxoaexku PCMU u L16. PCMU
YCTaHOBJIEH 110 YMOIYaHUIO.

H.264 napameTtps! Buaeo B nanHOM paszenie HaCTPOEK JOCTYITHO
peryiupoBaHue pa3pelieHus, KOJIM4ecTBa
KaJ[pOB B CeKyHy U outpeiita H264.

MIJPEG napameTpbl BUIEO JloCTynHBI HACTPOMKU: pa3pelIeHUE,
KOJIMYECTBO KaJIpOB B CEKYH]Ty U OUTPEHT.

3.3.10. Homodon. ONVIF

OCHOBHbIE HACTPOHKKM MpuMeuaHue:

MaKOAManLHaR KOMHHECTSD
Pestim Onvif Discoverable v CHMBONCE ANR Nonel Eecaa:
i o 255 - ans sapeca
nonkzosarens wHpoKoESWATENEHOrD Cepsepa
o =apecHi kHITM )
127 - ans URL ynanessoii
anpechoi sumrn n URL cepsepa
P —
sosburypaLI
63 - ans ocTansHsx nonei ssoaa

OK OtHena

Mpegynpexpexne:
ONVIF OnHcaHKe nons:

BhiCTpoe NOATEEPHACHHE
oK Otmara

B pa3nene npeacraBiensl HaCTpOKu 0CHOBHBIX napameTpoB ONVIF st noaximtoueHus K
ONVIF-coBmecTuMbIM Buaeopeructparopam u 110.
Pe:xxum ONVIF: nBa pexxuma — «discoverable» (oOHapyxuBaemblii) u «Non-discoverable»
(HeoOHapyxuBaembIii ). «Discoverable» ycranosiien mo ymomyanuto. [Tanens MoxkeT ObITH OOHApYKEHA
TOJIBKO B peskume ooHapyxkenus mo ONVIF.
Hmsa noab3oBaTelisi: MPOU3BOJIBLHOE UMS MTOJIB30BATENS IS 1OCTYyIA K MOTOKY. [To ymomuanuto admin.
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Iapoab: mpou3BONBHBIN MAPOJIb IS AOCTyNA K MOTOKY. [To ymomyanuio admin.

3.3.11. Homodon. JIBuxenue

HacTpoiku 06HAPYMEHHA [BHMEHUA TpHMeuaHne:

OBapykanne apukaHUR Crrnioqero ¥ R e ek
cMBonos AnA noneli secaa:
3anepwka oSkapymenua (0~120 Sec) e
msiwEHia
WHPOKOBSWATENEHOrD CapSapa
anpackol KHIrK
¥BejoMHTE NO 127 - ans URL yaanewsoii
2npeckoil kuirn 1 URL cepsepa
Yesacmutano  FTP () Email (] HTTP pyHors ofHoBnenMA
Http URL: KoHbMrYPaLMH
63 - anw ocTansHLR nonei 2083
Zarpyaka SDMC | Omwniousrio ¥

Mpepynpexgpenne:

Hacrpoika obuapy
OnHcaHke nons:
Mon O Tue O Wed O Thur
Asvmenne BhicTpO® NOATBEDMACHHE

Fri Sat Sun Check All oK OTmexa

HH ¥ [:|MM ¥ |-|HH ¥|:|MM ¥

OK | Omnewa

Pasznen Onucanune

Hacrpoiiku oOHapyKeHUST ABUKCHUS Pacnio3snaBaHue MBMKEHUS HCTIONB3YETCS TS
OTHpaBKI/I yBeI[OMJIeHHfI HpI/I N3MCHCHUSX B
OKPY’KaOIIEeM MPOCTPAHCTRE.

Bxurounte oOHapykeHUE TBUKEHUS IS €TO
AKTHBALVH.

YcTaHoBHTe BpeMs Ha 3a/IePKKy OOHApYKEeHUS
newxenus. Matepsan ot 0 no 120 cekynz.

VYBeOIOMHUTH 11O Bri0epuTe moaxoasimuii METO I MOTyICHHS
uH(popMaluu o 3ameueHHbIX aBrkeHusx (FTP,
Email, HTTP). [Ins URL BBeaute IP-ampec
HTTP-cepBepa. Korna 0ynet 3adukcupoBaHo
JIBIDKCHHE, OyIeT OTIPABICHO COOOIIEHUE C
n300pakeHHe ¢ KaMepbl TaHEIH.

Hactpoiiku BpemeHun 0OHapyskeHus ABMKEHUS | Y CTaHOBHUTE BpeMsi OOHApYKEHUSI IBUKEHUS U
JTHU HEJIEINH.
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3.3.12. Homodon. Kiroun

RUBETEK

WmMnopT/3kcnopT HHdopMauuK o knrovax(.xml)

BuiSepuTe daiin | ®aiin ve subpan

PEMHM UTEHHA KapT

e wrewna xapt  Cpaownii ¥ 2
aapecwoil kemri m URL cepeepa
Pyusora ofkosnais
CraTyc Knoua kandnrypaw
£3 - An® ocTaneken nonsil BEOAS
Cratyc knicua Cpenri ¥ OK
Mpeaynpexpenue:
CobbITHe CUMTHIBAHKS KlOYa
OnucaHmne nons:
Ysegowwrs o FTP () Email [ HTTP
Http URL: BbICTPOE NOATEEPMASHHE
oK Crmena
Knroun 2
Kniouu
Beizzann
EHYTPRHHIN Relays ¥ RelayB | RelayC
cunTREaTRRRN
BeizzaHo
BHEWHIN Relays ) RelayB ) RelayC

cupTEEATENSN

Mon @ Tue ¥ wWed ¥ Thur ¥

JBene ICxniowa

Fri @ sat @ sun ¥ Check All

Bpess ICkmoua [HH ¥ ¢ (MM ¥
Weas IC-kmoa

Kog IC-knioua

Ynpasnexue KIuoM BepH

raske s Koa Pens  Pene2
1 04410B724A4F80 1 ]
2
4
5
[
7
8
9
10
Crpanmux 1 ¥ Mpaa, Cnea. YaamuTe | | Yanum a|

-|HH ¥ [:[ MM Y

Mpumeyanne:
MaKCHMansHas konusecTea
cHMSONOE ANA noned esonat
255 - ana aspeca
WHPoKOBEWATENEHOTE C2DERPa
aapecHoll ke

127 - ana URL yaaneHHoi

Munopr | | 3xenopr |

Mony=wme | | Aoasurs |

Pa3zgen

Onucanune

NmmopT/Dxcnopt nHpOpMAIuy 0 KIrodax

NmmopTrpoBaHye/SKCIIOPTUPOBAHUE JaHHBIX
kapt. [lognepxxuBaercs Toapko popmat .xml
®dopmar (aityia mpuBeICH HUKE.

Pexxum uTenus kapt

[Nepexirouenne pexuma Uit BHyTPEHHETO
CUHTBIBATEIIS.

«Cpennuit» - yrenue uuid Karoya
«Mifarey - uTeHHEe 3aKpPBITOTO KOAA KIH0YA.

Craryc kimoua

Br160op pexxnma pabOThI MAHETN ¢ KIFOYOM.
Jliist noGaBIeHMS] HOBOTO KJIF0Ya, YCTAHOBUTE
3HaYeHUE « AKTUBALIUS.

JI1st IpOBEpKU U CUUTHIBAHUS KIIFOYA
yCTaHOBUTE 3HaUeHUEe «CpeaHuin»

CoOBITHE CUATHIBAHUA KII0Ya

Bri6epuTe moaxoasmmii METO T OTyYeHUs
nHpopmaruu o cuntbiBanuu kirova (FTP,
Email, HTTP). [{nst URL BBenute IP-ampec
HTTP-cepBepa. Korna 6yner 3adukcupoBan
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KJII04, OyJIeT OTIPABJICHO COOOIIICHHUE C
M300paxeHne ¢ KaMephl AHEIH.

Kiroun [Tanens nmogmepx’uBaeT MOAKIIOUYEHUE K TPEM
pene. YcTaHOBUTE HEOOXOAUMBIE TapaMeTphI:
BbI3BaHO BHYTPEHHUM CUYMTBIBATEIEM:
BbIOEPUTE OJHO WJIM HECKOJIBKO pelie KOTOphIe
OyIyT akKTUBHPOBATHCS KIIFOUOM TIPU ACHCTBHH
Ha CUMTHIBATEJIE MMAHEIH.

BbI3BaHO BHEIIIHMM CUHUTHIBATEJIEM:
BbIOEPUTE OJHO WIJIM HECKOJIBKO pelie KOTOphIe
OyIyT akKTUBHPOBATHCS KIIFOUOM TPHU ACHCTBHH
Ha BHEIIHEM CUMTHIBATEIE, OKIIOUEHHOM K
HAHEJIH.

Jenb IC-ki0ua: BeIOCpUTE THH, 10 KOTOPHIM
no0aBIIeHHBIN KiTI0Y OyeT paboTats.

Bpems IC-kitoua: Beibepure TouHOE Bpemst
paboTHI KITtOUa.

HNwmsa IC-kino4a: yKaxuTe Ha3BaHHUE KITIOYA.
Kon IC-kiroua: pazmectuTe KapTy Ha
cuuThIBarene, 3ateM Haxkmute “IlomyunTs”.
[Tocne Toro, kak maHenab MPOUTET KO KITOYa,
Haxmute “Jlo6aBuTh”, nHPOpManus OyaeT
MOKa3aHa B CIIMCKE YIIPaBJICHUS JBEPHBIMU
KapTamH.

BAKHO! ©opmam cuumvieanus kooa Kioua
3adaemcs 6 pazdene [Jomopon. Pacuiupennule,
ook RFID.

VYnpapneHue KJI4YoM ABEPU Nudopmarnus o AEHCTBYONTUX KTF0Yax OymeT
otoOpakeHa B ciiucke. [Tonp3oBaTeny MOTyT
OTMETHUTH OJIHY U3 KapT U OTPEIaKTUPOBATH €€
WM YJaIuTh. BO3MOXKHO yaaJleHue BCeX
KJIFOYEH cpasy.

Jlg penakTupoBaHUs KJII04a, OTMETHTE €70 B
CIIUCKE ¥ OH aBTOMAaTUYECKU OTOOPA3UTHCS B
6moxe Kitoun. [Tocne 3aBepuieHus
PEOAaKTUPOBAHUS HAKMHUTE KHOMIKY
«PenakTupoBatby.

] n Admin n Name n Code n DoorNum - ExtReaderDoorNum n Mon ﬂTue n Wed n'l'hurﬂ Fri n Satﬂ Sun nTimeStartnTimeEnd - DeviceName Rd|
1 0 KV_123 04410B724A4F80 12 23 1 1 1 0 0 0 0 01:10 08:00
2 0O/KV_12  0443432A844C80 1 0 1 1 1 1 1 1 1

®dopmar (aita 11t 3arpy3Ku KITFOUEH.
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3.3.13. Homodon. [TepcoHanbHBIN KITFOY

MMnopT/ IKCNopT nepooHansHoro knkua(.xml) e

Makoamanssas KommecTse
Sufepure dain | Gaiin ke sebpak Wunopt e cHMEONOE AnR nonail secas:
z 2 255 - ans aapeca
WHPOKOBSUATENEHORD CEpEana
HacTpOHKK NepcOHanbHOro KNYa LS
P 127 - ans URL yaanexsoii
KnkeH - HoMER RelayA ¥ RelayE RelayC aapechoi kHurn 1 URL cepsepa
Aagepn py-roro ofHoEneHnA

Nepeonanmaii Mon @ Tue @ Wed @ Thur KOHOHTYPaLII

& 63 - ANA OCTANEHEIX NONei BEoaa
e Fri @ Sat @ sun @ Check Al Aan .

Mepconanshii Yl v i Y B Y .

i HH ¥ |:[Mm HH ¥ |:[MM Mpagynpexaexne:

Mepconznshuii

shrieE OnHcaHKe nons:

NepcoHantkedi &

Knko - ko Dofsenr. bbICTpOe NoATEEPMACHHE
OK OTMeRa

YNpaBneHWe NePCOHANbHbIM KNHYOM
MNepc. knwoy
Wugexc Vims Koa Pene

eses 1
5555 1

@ @k w e

9
10

Crpanmal1 ¥ Npea. Crea. Yaanurs | | Yaanume o

Pasznen Onucanune

MmiopT/DKCHOpT MepCOHATBHOTO KITF0Ya NMmopTrupoBaHne/IKCIIOPTUPOBAHKIE TaHHBIX
mnuHbIX PIN-koq0B nmojn30BaTeseii.
[Monnep>xuBaetcst Tonpko Gopmar .xml
®dopmar (aityia mpuBeIeH HUKE.

Hacrpoiiku nepcoHabHOIro Kiro4a YcTaHoBUTE HEOOXOAUMBIE TTAPAMETPHI:
IlepcoHa/IbHBIH KJIKOY - HOMEP JABEPH:
BBIOEPUTE OJHO WJIM HECKOJIBKO pelie KOTOPhIC
OynyT aktuBupoBatbcst PIN-koiom Ha maHen.
IlepcoHanbHBIIi KJII0Y IeHb: BRIOEPUTE THH,
0 KOTOpBIM n0o0aBieHHbI PIN-kox Oy et
paboTaTs.

IlepcoHajibHBIN KJIKOY BpeMsi: BEIOCpUTE
ToyHOE BpeMs paboTsl PIN-koza.
IlepcoHA/ILHBIN KJIHOY UM YKOKUTE
Ha3Banue PIN-kona.

IlepcoHaNILHBIH KJIOY KOI: YKOKUTE TUIHBII
PIN-xox u Haxkxmute «J[006aBUTHY,
nHpopmarnus OyaeT nmokasaHa B CIIUCKE
yIpaBJeHUs] IEPCOHATBHBIM KItouoM. J[nHa
PIN-kozma ot 4 10 8 CHMBOJIOB.

VYpapieHue nepCoHATbHBIM KIHOUYOM Nudopmarnus o geicTByromux dudabix PIN-
Ko/ax OyJeT oToOpakeHa B CITUCKE.
[Tonp30BaTenu MOryT OTMETUTH OAuH U3 PIN-
KOIOB U OTPCAAKTUPOBATH €TI0 UJIN YAAJINUTD.
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Bo3moxno ynanenue Bcex PIN-kom0B cpasy.
s penaktuposanus PIN-kona, ormeTsTe €ro
B CIIMCKE U OH aBTOMAaTHYECKH OTOOPA3UThCS B
65okxe HacTpoiiku mepcoHaaIbHOro KIroya.
[Tocne 3aBepiIeHNs PEIaKTUPOBAHUS HAKMUTE
KHOIIKY «PenaktupoBatby.

1D n Admin - Name n Code n DoorNum n ExtReaderDoorNum ﬂ Mon nTue n Wed n'l'hurﬂ Fri n Sat n Sun nTimeStart n'l'imeEnd n DeviceName i

il 0 KV_123 1234 1 0
2 0/Kv_12 5678 12 o

1
1

1 il il 1 1 il
1 1 1 0 0 0/00:00 11:00

®dopmar ¢aitna st 3arpy3ku TUaHbIX PIN-k0/10B.

3.3.14. Homodon. YBenomieHus

Yeepgomnenune no Email

Email opaswrens

Email nonyarens

Agpec cepsepa SMTP
Vs nonssosatens SMTR
Mapank SMTP

Tema nucema

Conepwarie Email

| Mpoespra Email ‘OnucaHue nonga:

Yeepomnenuna FTP

FTP-cepesp
Vs nonesosatens FTP

YeefoMnenn Napone FTP

Mpumeuanne:
Makoamanssas KommecTse
CHMBONGS ANR Nonel sEoAS:
255 - ans aapeca
WHpOKOBSWATENEHOr CEpEepa
anpecHoi kHITM

127 - ans URL yaanexHoit
anpeckod kuirn 1 URL cepeepa
P —
sosebirypaLI

63 - ana ocTansHs noned s2oaa

TNpeaynpexneHke:

BhicTpoe nofiTBepM/eHHe
oK Ommzka

Nposepka FTR

OTmera

Pa3gen

Onucanune

Veenomiienue no E-mail

Beenute HaCTPOMKH 3JIEKTPOHHOM MOYTHI JJ1S
MOJIyYEHUS] YBEIOMIICHHUM.

Email ornpaBuTens: BBeaure aapec
OTIPABUTES.

Email mosyuaressi: BBequTe aapec
MOJTy4aTesIsl yBEIOMIICHU M.

Anpec cepsepa SMTP: Beegure anpec SMTP-
cepBepa MOYTOBOM CITYKObI U yKaXHUTE MOPT
JUTSL OTTIPABKU COOOIIEHM 0e3 muQppoBaHusl.
[Tpumep: smtp.mail.ru:587

HNms noanzoBatenss SMTP: anpec nouTsl
OTIPABUTES.

IHapoas SMTP: Beenute naposb nouTsl
OTIPABUTESL.

Tema nmucbMa: Beeaure temy.
Conep:xannem Email: Beenute conepxanue.
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IIposepka Email: [IpoBepka KOppeKTHOCTH
BBEJICHHBIX I1apaMETPOB.

VBenomienue FTP

Beenute nactpoiiku FTP cepsepa nis
MOJIyYEHUs YBEIOMIICHUN

FTP cepBep: Beenute anpec FTP — cepsepa.
Hwmsa noan3oBateasa FTP: Beenure ums
nosb3oBarens FTP.

IMapoas FTP: Beenure napons ot FTP —
cepsepa.

IIposepka FTP: IIpoBepka KOppeKTHOCTH
BBEJ/ICHHBIX [IapAMETPOB.

3.3.15. SIP akkayHT. OCHOBHBIE HACTPOMKHU

Baixon

YyeTHan zanuce SIP

TpuMeuaHne:
Crarye He sapsrucrpiposako MakenmansHas KommuecTsD
Awscayur ArxayrT 1 v camenos anm noneit seoaa
Craryc axcaysTa OTeniousHo v 255 - ans agpeca
OroBpaskaesuii aapec WHPOKOBEWATENLHOG CapBaps
Orobpasaeros na anpeckodi ki

3Japeructprposannos nms 127 - ans URL yaanesoi
Ners anpecoit kuiri n URL cepsspa

pyuHoro obHoRnena
Mapons

sosdhurypaLI
63 - ana ocTansHs noned s20aa
Cepeep SIP 1
Mpeaynpexnexne:
IP-aapec cepespa fopr| 5050
Cpox perncrpaumnn 1800 {30~65535c) ‘Onucauwe nona:
BbiCTpoe NOATBEDMACHHE
Cepsep SIP 2

oK OTmera

IP-2apec cepeepa Mepr] 5060,
Cpok perncTpaumy 1800 {30~65535¢)

TNpoKcH cepeep

Hoxoasume suizossl OTrntouSHO ¥
IP-aapec cepespa MlopT 5050
IP-aapec pazepenoro cepsepa Mopr 5050

TpoToKON nepegaumn

MpaTokan nepens=1 uDP v

NAT

NAT OTrmoueHo ¥
Anpec cepsepa Mopr| 3478
Noruk

Napone

OK Ormexa

Pa3zgen

Onucanue

VYuetnas 3anuch SIP

OTobOpakeHne U HACTPOWKa MapaMeTPOB aKKayHTa
(YgeTHOE 3amucH).

CraTtyc: 0oToOpakaeT COCTOSIHUE PErUCTpallui Ha
cepaepe.

AKKAYHT: BEIOCpUTE aKKayHT, KOTOPBI OyaeT
HaCTpanBaTbCA.

CraTtyc akKayHTa: peXKUM pabOThl BRIOPAaHHOTO
aKKayHTa.
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OTobOpaxkaemblii aapec: aapec, KOTOPBIA OyaeT
oToOpaXkaTbCs y BTOPOTO MOJIb30BATENS MPH
3BOHKE.

Oto0Opaskaemoe UMsi: UMsi, KOTOpoe OyaeT
OTIPABIIEHO BTOPOMY YYaCTHUKY 3BOHKA JUIsI
O0TOOpaKEeHHUSI.

3aperucTpupoBaHHoe UMS: oripeeaeHHbIA SIP
[IPOBANECPOM, BBIICIECHHBI HOMED.

Jlorun: onpenenen SIP npoBaiigepom,
BBI/IEJICHHOE UM T10JIb30BaTES.

ITapoJb: napoiib, UCIIOJIb3YEMBIN IS
ayTeHTH(UKaLUu.

Cepsep SIP 1

OTtobpaxxeHne u HacTpoiika ocHoBHOTO SIP
cepsepa.

IP-angpec cepBepa: agpec SIP cepsepa. Moxer
OBITH JOMEHHBIM UMeHeM i [P anpecom.
Cpok perucrpanmu: Bpemsi, 10 HCTEYEHUIO
KOTOpOTOo OyaeT mpou3BeIeHa TTOBTOPHAS
perucTpanms Ha cepaepe.

Cepsep SIP 2

OtobOpaxkeHre U HACTPOUKa JOMOTHUTEIBHOTO SIP
cepBepa. Mcnonb3yercs 1uist o0ecriedeHust
OTKa30yCTOMYMBOCTH MPU OTKa3e OCHOBHOro SIP
cepaepa.

BAZKHO! Jlannvie nacmpotiku mocym 6vbimb
He3anoJHeHHbIMU, eclu Hem pe3epeHo2o SIP
cepeepa.

[Ipokcu cepsep

OTtobOpaxkeHne U HACTPOWKa MapaMeTpPOB IS
MIOAKJIIOUEHUS K proxy cepsepy. Mcexonsammui
proxy cepBep MCIOIb3yETCs ISl IPUEMa BCEX
MHULMUPYIOLIMX 3a[IPOCOB U MApLIPyTH3ALUN UX
Ha yka3zaHHbIi cepBep SIP.

BA’KHO! Ecnu evibpan 0anHblll napamemp, mo
ece SIP-3anpocul ¢ nanenu 6y0ym npuHyoOumeIbHo
OMCHLIAMbCSL MONLKO Yepe3 HA3HAYEeHHbI NPOKCU

cepesep.

IIporokoi nepenauu

OTtobpaxeHue 1 HaCTPOHKa TPAHCIIOPTHBIX
MPOTOKOJIOB sl KOMMYyHUKaruu ¢ SIP cepsepom.
UDP: HeHaie)KHbIH, HO 04eHb 3()(HEeKTUBHBIN
MIPOTOKOJI IEpeIaun JaHHbBIX.

TCP: nanexuslil, HO MeHee 3¢ PeKTUBHBIIH
MIPOTOKOJI IIepeaun JaHHbIX. PekoMenayercs
HCII0JIb30BaTh €TO0.

TLS: 3aMIIeHHBIN U HAJEKHBIA TPOTOKOJ
neperayy JaHHBIX.

DNS-SRYV: angpec cepepa TOMEHHBIX UMEH.

NAT

OTtobpaxenue u HacTpoiika mapameTpoB NAT
(MexcereBoii 5kpaH). [1o ymonaannio NAT
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OTKJIFOYCH.

3.3.16.

SIP akkayHT. PacmmpeHHbple HACTPOUKH

YueTHaa 3anuck SIP

AxkayHT

a MaxciansHas konusecTen
cumzcnoe Ana nonsii esaas:
255 - pna anpeca
Kopexn WMPoXOSEWETENEHOrD CEPESpE

OTEMOHEHHEIS KOJEKH
il PCMU
PCMA
G722
G729

Zaneficreceantie :
o 127 - ana URL yaanenHoft

anpecuoii K

aapecuaii rary n URL cepespa
PysHoro okosnesus
KoHdUrypaLH

63 - ans ocTanskux noned ssoaa

BbicTpoe NoATEEPKAEHHE

oK OTHEnz

Hma kopska
Paspetuetme koaeka
EiTpeiT koexa
Harpyz«a kogska

Toanmexa no MWI
Bpems nopnmckw no MINT
Homep ronocozoi nosTe

Nepuon Aeiicrena (BLF)

OTKNOHEHD i

{120~65535¢)

120~65535¢)

Bpeiis 4eficTens asToMaTHHRCKOrD
pacnpeasnenin suzosa (ACD)

120~65535¢)

DTMF

Tun
Cnocod ieeewerna no DTME
DTMF narpyska

|RRC2833 v

Orkniodeno bl

sens27)

BoizoB

Makcrmaneros skaserte o SIP-

nopTa

MAHIMEILHOS SHEYEHNE MOKankHOO SIP- (o0

nopra
Zaronoeok aeHTHdMKATOPI
SuizbissiOIErs aBoHeHTS
ABTOOTEET
ToaTeepHastie BpeMEHHOrD oToeTa
PerucTpupauna Yepes KoMep
Tpurnawesie Yepes Houep
AHOHMMHEI seZoR
OTRAOHEHHE BHOKUMHBIX BEI30BOE
HyPHaN NPONyLIEKHLX BL20808
Mpeaorepatesie sznoma SIP

5062 1024~65535)
1024~65535)

FROM v
BrnyeHo
Crminiodets
o

OTKNIOYEHD
COrenyens
OTKNIOYEHD
BitgueHo

COrenyens

Ta#dmMep ceccumn

Py
Bpena neicrans cecin

MHCTpyMeHT oSmomnenia cacun

OTKNOHEHD v

1800 (50~7200c}

UAC T

CNMCOK 3aHATBIX INHWA CBA3N

canzn
Koa zaxeata ssiz08a 4epes CIMCOK
3AHATEI Mk

Koa noakmeNeHNS K PasTOROpY Hepez

CNMCOR IBHATER MHME

MasHTHHKITOP CIMCKE 3AHATLIX TMHUA l:l

[
—

LndposaHne

Wwcbposasie ronaca (SRTP)

OTKNIOHEHD

NAT

Coobuesia UDP Keep Alive

OTKNOHEHD i

Wimepean meway coofwennann UDP Alve  [50 (5~60c)

¥panewkwii nopT

OTKNIOHEHD v

KNHEHTCKOE NPUNoMHEHHE

KnuewTcxos npUnCEHE

L 1
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Pazgen Onucanue
VYyernad 3anucs SIP Bri6op akkayHTa A1 HACTPOMKHU
Konexn OTtobpaxeHue 1 HaCTPOHKa MOpsiIKa

HCIOJIb30BaHUs aKTUBHBIX KoziekoB. Konek B
JTAHHOM CJIy4ae — aJlfOPUTM JECKOAUPOBAHUS
aHAJIOTOBOTO CUTHAJIAa B IU(PpoBoH. JlocTymHBIE
kogexku PCMU(G711U), PCMA(G711A),
G722 (mmpoxomnosiocHbie Koaekun), G729.

Buneo xonek Hacrpolika kauecTBa BUAEO MOTOKA

HNwms koaeka: [Io yMon4aHuio yCTaHOBJIEH
H264.

Pa3pemenne koaeka: noaaep >KMBarOTCA
QCIF, CIF, VGA, 4CIF, 720P.

burpeiit kogexa: npezaenst oT 128 no 2048.
Harpy3ska koaeka: ot 90 o 119.

[Toanucarbes Orobpaxenue u Hactporika MWI, BLF, ACD
MOAMHCOK.

MWI: uHAMKATOp 0KHIAAHHS COOOIICHHUI.
Wcnonw3yercs 1uist pOBEPKU TOCTYITHBIX
T'OJIOCOBBIX COOOIIEHUH.

BLF: craryc onpeneneHHOro abOHEHTa.
CB00OOJIeH 11 OH, WM aKTUBEH Pa3roBop.
ACD: ABTOMaTH4ecKoe pacnpeiesieHue
BBI30BOB YaCTO MCMOJb3YETCS B KOJUI-LEHTPaX.
ITocne ycnenHou perucTpanuy y4eTHOU
3anucH naHens nonuiet SIP-cepBepy nmaket st
MOJIKCKN YYETHOM 3aIIUCU K TOJIOCOBOM MOYTE.

DTMF Otobpaxenue u Hactpoiika DTMF.

Twun: IlonnepxxuBatorcs Inband, Info,
RFC2833 miu nx KOMOMHALIUH.

Cnoco0 u3Bemenust mo DTMF: nocrynen
TOJIBKO KOr/1a BeIOpaH Tur info

Harpy3ka DTMF: nactpoiika Harpy3ku Jjis
DTMEF.

BA’KHO! Tun RFC2833 ycmanogénen no
ymoauanuto. Tun Inband ucnonvsyemces ons
COBMECMUMOCTU C MPAOUYUOHHBIMU
meneghonnvimu cepsucamu. Tun Info
ucnonvzyem SIP info coobwenus ons
omoopasicenuss DTMF.

Br130B OToOpaskeHus1 HACTPOEK, OTHOCSIIIUXCS K
BBI3OBY:

MaxkcuMajbHOe 3HaYeHHe JJoOKaJabHoro SIP
nopTa: HacTpoiika MakcumansHoro SIP mopra
JUTSl YKa3aHHOT'O aKKayHTa.

MuHuMajIbHOE 3HAYeHHe JIoKaJabHoro SIP
NMopTa: HacTpoiika MuHUManbHoro SIP nmopra
JUISl YKa3aHHOTO aKKayHTa.
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3aro/i0BoOK uaeHTU(GUKATOPA
BbI3BIBAKOIIET0 A00HEHTA: HACTPOMKa
dhopmarta oToOpakeHus uaeHTuduKaropa
BBI3BIBAIONIECTO a00HEHTa Ha UHTep(erice.
ABTOOTBeT: MTaHEJIb ABTOMAaTUYECKHI
MIPUHUMAET BBI3OB ISl YKA3aHHOTO MOPTa, €CIU
JaHHAas OMIUS BKIIIOYECHA.

IloaTBep:KkIeHUEe BPEMEHHOTO OTBETA:
BKJIIOUEHHUE/OTKIIIOUEHUE TaHHOM OMIUH.
Perucrpanus yepe3 Homep: BKIIOUCHUE/
OTKJIIOUEHUE JIAHHOM OMIUH.
IIpurnamenue yepe3 HoMep: BKIIOUYCHUE/
OTKJIIOUEHHUE JIAHHOM OMIUH.

AHOHMMHBIN BBI30B: €CIIM BKJIIOYEHO, TO BCE
BBI30BBI C JAHHOTO aKKayHTa OyayT
COBEPILIEHBI aHOHUMHO.

OTK/I0HEeHHe AHOHUMHBIX BbI30BOB: Ecin
BKJIFOUEHO, MTaHeNb Oy/IeT HITHOPUPOBAThH BCE
aHOHMMHBIE BBI30BBI JIJISl ITaHHOTO aKKayHTa.
7KypHaa nponyuieHHbIX BbI30BOB:
HaCTPOMKHN OTOOpaKEHHS JKypHaIa
MPOMYIIEHHBIX BHI30BOB.
IIpenorBpamenue B3aoma SIP: BxiounTe
it mpenoTBpaienus SIP ot B3iaoma.

Talimep ceccuu

OtoOpaxkeHne U HACTPOWKa TaiiMepa CeCCUH.
AKTHBHBII: €CJIM BKJIFOUEHO, BEI30B OyeT
MpeKpalleH Mocjae UCTEYSHUs JaHHOTO
BPEMEHH.

Bpems neiicTBUsA ceccHU:
MPOJIOKUTENIBHOCTD BBI30BA.

HNHcTpyMeHT 00HOBJIEHHSI CECCUM: YKA3aHMUE,
KTO OyZIeT OTBETCTBEHHBIM 32 OOHOBJICHUE
CECCHH.

BAKHO! UAC (User Agent Client),
o3HAyaem, Ymo 3mo OMmeemcmeeHHOCHb
naunenu. UAS (User Agent Server), oznavaem,
umo smo omeemcmeennocmo SIP cepsepa.

CIHCOK 3aHSATHIX JIMHHUH CBSA3H

OTtobOpakeHue 1 HaCTPOUKA CIHCKA.

[IudpoBanue

Bxmrouenne nnm Beikmouenue SRTP.
IMugposanue ronoca (SRTP): ecnu
BKJIIOUEHO, TO BCE ay/IMO CUTHAJBI OyAyT
3amuppoBanbl (Texaunuecku 3To RTP moTokwn)
JUTSL 3ILUTHI.

NAT

OTto0pakeHue HaCTPOEK, OTHOCALIUXCS K
MEXCETEBOMY PKpaHy.

Knuenrtckoe npunoxxenue

MoxHo yka3zatb noje User Agent B
coobmenuu SIP.
Ecnu User Agent ycTaHOBJIEH Ha
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oTpesieIeHHOE 3HaYEHUE, M0JIb30BATEIh MOKET
BuzeTh nHpopmanuio u3 PCAP.

Ecnu User Agent He yCTaHOBIIEH MO
YMOJTYaHHUIO, N10JIb30BATENIb MOKET YBUJIETh
Ha3BaHHE KOMITAHUU, HOMEP MOJIEIH U

Bepcuto npomuBku u3 PCAP.

3.3.17. Cetb. OCHOBHBIE HACTPOUKH

JokanbHana ceTb

DHCP
& Cramuusckuii IP
IP-anpac 192.168.1.10
Mackz noaceTi 255,255.255.0
OcHOBHBIE UWlnies no yraonuaHmo 152.168.1.1
DHS 1 [se.g8
DHS 2

OK OtHena

Otobpaxenue u HacTpoiika LAN mopra.

DHCP: Ecnu BKJIIOYEHO, CeTeBbIE HACTPOUKH MmaHemb Oyaer moiydars mo DHCP.

Mpumeuanne:
Makoamanskan KomHecTse
CHMBONCE ANR Nonel Eecaa:
255 - an= appecs
WHDOKOBSWATENEHArD CEpEapa
anpecHoR keI

127 - ans URL ynanessoii
anpeckoit kHirn 1 URL capeepa
R
KombHrypaLI

63 - AnA ocTantuLx naneil s20sa

Mpeaynpexaexne:
‘OnucaHue nons:

BbiCTpoe NoATEEPHEHHE
OK ’ OTMeRa

Craruueckuii IP: ecnu BKiIr0YeHO, TO HEOOXOIUMO BPYUHYIO YKa3aTh CETEBbIC HACTPOUKH.

BAJKHO! ina cmabunvnou SIP-pecucmpayuu pexomenoyemcs ucnonvzosams DNS-cepsep

Awnoexca: 77.88.8.8.
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Certp. PacmmpeHHbie HACTPONKH

Pacwmpentsie

NokanbHblii RTP

TNosantHaa caTe

Tepnoan-ecxos
ukhoprpoBaHinE

CPE

Woooaueii nopT
RTP

Maxciesansroe
sHasenne RTP-
nopTa

Cratyc
Mopr

Tosepanned IP-

=apsc

Cratyc
VID

Npuopurer

Cratyc
Bepcin
URL

Tioris:
Napont
Cratyc
Murepean
URL
Torus:

Mapons

11800 {1024-~55535)

12000 {1024~65535)

Cmenioseso v

Csnioqern ¥

Cmenoseso r

1800 {3~24:3600c)

NMpuMeyanue:
M3HCHMENEHER KOMHecTRD
oemeance Ans nonei esona:
255 - pna agpeca
WHPCHOEELSTENEHOND C2PBEpa
anpecsoit K

127 - ana URL yaanesroit
anpacHoit kaurn 1 URL cepeepa
pyumoro ofsorneHis
(1024~65535) il =
63 - AnA oCTankHLX Noned eecga

Mpepynpexpenue:
OnucaHue nona:

BoiCTpOE NogTBEPHAEHHE
O Omeena

OTmera

Pa3zpen

Onucanune

Jloxkanbueii RTP

OTtobOpaxeHue 1 HaCTporKa JoKanbHbIX RTP
apaMeTpPOB.

MaxkcumajbHoe 3HaueHne RTP-nopra:
Onpenenser makcumanbablii RTP nopt mist
UCIIOJIb30BaHUS IOTOKOM.

HUcxoanwlii mopt RTP: Onpenensier
HavdayibHbIA RTP nopr /1 uenons3oBanus
MTOTOKOM.

SNMP

OtobOpakeHre 1 HaCTPOMKa TapaMeTPOB
SNMP.

Craryc: BKIIOYeHUE WiK BbiKItoueHrne SNMP.

Hopt: nopt SNMP cepsepa.
Josepennnie IP: pazpemennsiii [P agpec
SNMP cepBepa. Pazpenieno nomeHHoe ums

BAKHO! SNMP (Simple Network
Management Protocols) smo cmanoapmmulil
unmepHem NPomoKo 05 YRpasieHus
cemesbiMU YCMPOUCMBAMU GHYMPU CEMU.
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VLAN Orobpaxenue n HacTpoiika VLAN
napameTpoB.

Craryc: BKItOYeHre Win BeiktoueHne VLAN
Ha OMPEJICTICHHOM MOPTY.

VID: nactpoiika VLAN ID Ha onpeneneHHbIN
opT.

IIpuopurer: Beioepute VLAN npuoputeT aiis
OIIPEAEIEHHOrO MOPTa.

BAKHO! Ilpokoxcynemupytimecsb co c0uUM
cemesbiM AOMUHUCMPAMOPOM O] HACMPOUKU
3Hauenutl VLAN eaweti cemu.

TR069 Orobpaxxenue u HacTpoiika TR069
apaMeTpoB.

Craryc: BKItoueHue uinu Boikiatouenue TRO69.
Bepcus: Beidop Bepcur TR069 (1.0 umm 1.1).
ACS/CPE: ACS nyuiiie s aBTo
KoHpUrypupyembix cepepon, CPE myumie s
KOHEUYHBIX KIIMEHTCKUX YCTPOUCTB.

URL: URL gy nocryna no ACS nmu CPE.
JloruH: umsa nonw3oBaTensd 11t ACS wim

CPE.

IHapoas: naposb s ACS un CPE.
Ilepuoauyeckoe uHGOPMHUpPOBaAHKE:
BKJIFOYEHHUE TIEPHUOIUIECKOTO
UH(POPMHUPOBAHUSL.

HNHTepBaj: HHTEPBAT NEPUOIUYECKOTO
UH(POPMHUPOBAHUSL.

BAKHO! TR-069 (Technical Report 069) smo
cneyugurayus, ONUCLIBAIOWAL NPOMOKOJ
CWMP (CPE WAN management protocol).
OHa onpedensiem ypogensb NPULONCEHUS OJist
YOaneHHo020 YNPAasieH sl KOHeYHbIX
HOb308AMENbCKUX YCIMPOTICE.
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3.3.19. Br3oBsl. Bpemst/s3pik

@opiat spemanit
@opHaT KaTs

Boy-wyio
Jats
Bpesa

* AeTo

Hacosaii nosc

OcuosHoii capsep
Hononwurenswsiii capasp
MuTepsan OBkosnsnia
CucTemHoe Bpens

OK

Brixopn

Azbik Beb
Mpumeuanne:

Pycoid v MaKouMane=as KOMIHECTS0
CHMBONCS ANA Noneil Beoaa:
255 - an= agpsca

Azbik AHCNNen WHPOROBSWATENEHOMD CepEapa
Pycatii v ANPECHO KM
127 - ans URL ynanexHoii
anpechoi kwitri 1 URL cepsepa
HacTpoika dopmata py<HOro ofHoBREHMA

womburypsLm

24 yaca b e =
63 - AnA OCTankHLIX Nonel seoda

MT-MM-aa v
Mpepynpexgpenne:

‘Onucanme nons:

loa Mec Hene BhicTpoe nogTBepwgeHe
Hac Myl Cexkyun oK Otmara

NTP

+3 RussialMoscow) v
0.ru.pool.ntp.org

1.pool.ntp.org

3600 {>= 3600c)

19:02:04

Cmmesa

RUBETEK

Pa3zpen

Onucanune

S3bIK BEO

YcranoBka s3p1ka Web untepdeiica.

S3BIK qucniies

YcranoBKa s3bIKa JAUCILICA ITaHCIIN.

Hacrpoiika popmara

JUCILICC ITaHCIIN.

Hacrpoiika ¢hopmaTa 0TOOpaXkeHHs 4acoB Ha

Tun

YcranoBka BPCMCHH U JAaThl ITIAHCIIN.

NTP

NTP cepsepa.

NTP cepsepa.

OTBE€YAcCT.

OrobpakeHne n HacTpoiika kacarorasicss NTP.
YacoBoii mosic: BEIOSPUTE YaCOBOM TOSIC JISI

OCHOBHO¥i cepBep: YKQKUTE a/Ipec OCHOBHOTO

JJonoHUTEJbHBIN cepBep: YKAXKUTE aJipec
BToporo NTP cepBepa. Ucnonb3yercs TOIBKO B
ciy4ae, eciii ocHoBHOM N'TP cepsep He

HNuTepBas 00HOBJIEHUS: YCTAaHOBKA
MHTEpBaia Mexay 3anpocamu Ha NTP cepsep.

BAJKHO! NTP (Network Time Protocol) —
APOMOKOJ Cemeso2o 8pemMetU UCNONb3Yem sl
0J15 ABMOMAMUYECKOU YCMAHOBKU BPEMEHLL.
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3.3.20.

Be3oBel. O011ME HACTPOUKH

RUBETEK

PexxuM  Bbiz0BbI

Paxum

Pexmum "He GecnokouTs”™

Awsaynr
Paxim "He GecnokenTts”

Bospaiuaesuifi koa npi peskime "He
BecnoxouTs"

Gecnoxonts”

5 v
485 Gusy Here) (IR m—

Koa exnouesia pesia "He Becnosours” Korebryp2LH

Koa oTeniosesna pasina "He 63 - ans ocTanswsix noneil 2043
Mpegynpexpenne:

HNomodoH

‘OnucaHKe nons:

Cratyc BnHEHD 4

OTrnioueHme 28yKa goModona OTrniousHD v BbiCTpoe NoATEEPMACHHE

OK. Ommera
Mpoune
Bosspaiseiil KA AP STENOHEHKL 486({Busy Here) T

3aaepka sETOMETINECKOND OTEETS

Pexim 3ETOOTEETE

Koask WipoKoBEWaTENSHON Nepenayi

Npsrod 1P-anpec
Npsnoiioii otset [P-asTo

OK

® Busosss ) Axkaynr

Brixopn

MpHMeuanne:
MaKcuMansHas KOMHHECTSC
CHMBONCS ANA Noneil Beoaa!
255 - ans agpeca
WHPOKOBEWATENLHOMG C2pBapa

Bice yqeTHole samn ¥ RADCCHON NI

OTRMO4EHD v 127 - ans URL yaanewson

2npeckoil kuirn 1 URL cepsepa

0 {055
Video ¥

POMU ¥

Brrouero ¥

BrnroueHo ¥

OTmexa

Pa3gen

Onucanune

Pe>xuM BEI3OBEBI

Pexum: BrIOEpUTE HEOOXOIUMBIN PEKHM.

Pexum «He GecriokouTe»

[To3BoJsieT maHeaIu UTHOPUPOBATH BCE
BXO/JISIIIYE BHI3OBEI.

AKKAYHT: BEIOCPUTE aKKayHT, K KOTOPOMY
OyIyT IPUMEHEHBI HACTPOUKH.

Pe:xxum «He 0ecnoKouTh»: BKIIIOUHTE/
OTKJIFOUMTE JAHHYIO HACTPOMKY.
Bo3Bpamaemblii KOA: KO/, KOTOPBI aHEb
OyJIeT OTIPAaBIATH CEPBEPY, KOT/Ia BEI30B
MTOCTYTIHJI BO BpeMs paboThl pexxnma «He
OCCIIOKOMTDY.

Koa Brmrouenusi: Kog ucnonsiyercs ajist
TOT0, YTOOBI BEIKITIOUUTH pexkuM «He
OCCIIOKOUTHY» Ha CTOPOHE CepBepa.

Kon otkmrouenus: Koa ucnons3yercs 1uist TOro,
9TOOBI BBIKITIOUUTH PeXUM «He 6ecriokonTh»
CO CTOpOHBI cepBepa. byner oTnpasieHo
cootBeTcTByHomiee SIP coobmienune Ha cepBep.

Jomodon

ITaHenp m03BOIISET MOJIb30BATEIIIO
YCTaHABJIMBATH BBI30B HEMOCPEACTBEHHO C
BBI3BIBAEMBIM a00OHEHTOM.

Craryc: BKIIOYEHUE UITH BBIKITIOUCHHE
(GyHKINU CBSI3U.

OTkivenue 3Byka q1oMmopona: Eciou
BKJIFOYEHO, TO MPHU NPUHATUN BHYTPEHHETO
BBI30Ba aBTOMATHUYECKH OYET BBIKITIOUCH
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MHUKPO(DOH.

IIpoune

Bo3BpamaeMsblil KOJ NIPU OTKJIOHEHUM:
MO3BOJISET MOJIB30BATENIO OMPEIEIUTh KO
obparnoro SIP cooGienus Ha cepBep, 4To
3BOHOK OTKJIOHEH.

3ajep:KKa aBTOMATHY€CKOr0 OTBeTA:
yKa3bIBaeT BpPEeMs 3a/I€PKKH, 110 UICTCUEHUIO
KOTOPOW 3BOHOK OyJIeT aBTOMAaTUYECKHU
MIPUHST.

Pe:xxuM aBTOOTBETA: BUIEO 3BOHOK WM ayIHO
3BOHOK.

Konexk mupoxoBemare/ibHOM nepeaayn:
YCTaHOBKA IIUPOKOIMOJIOCHOTO ayIM0 KOJIeKa
110 YMOJTYaHHUIO.

Ipsimoii IP-aapec: npsimoii IP Be130B 6e3
ucnonb3zoBanus SIP Proxy.

IIpsimoii orBeT IP-aBTO: TIpsiMOit OTBET O€3
ucnonb3zoBanus SIP Proxy.

3.3.21. Brizosel. ['ontoc

TpOMKOCTb MHKDOGOHA

TpomkocTs Mikpodiona s {1~15)

TPOMKOCTb IMHAMKKA

TponsocTs Aukamika f] {1~15)

TPOMKOCTb KHOMOK KNaBHATYPbI

TPOMKOCTL KHONOK KNGEBHATYPL! s (1~15)

Npegynpexpenne 06 0TKPbITHH ABEDH

Mpaaynpesxaekue of oTRPLTHN ABEpM BrnoueHo ¥

3arpyzka daiina MenogvM Bbiz0Ba

BesGapuTe Gaiin | Oiin e swbpas | 3arpyzurs|| ¥aanume || Sxcnopr

opuar dhaitnat wav. Pasmep: < 200 KB, Hactota

AncxkpeTisauni: 16000 Ny. Bu: 16

3arpy3uTh 38YK OTKDbITHSA ABEDH
BeGapuTe Gaiin | Oaiin ke swbpan Zarpyaurs|| Yganwme || 3ecnopr

opuar thaitnat wav. Pasmep: < 200 KB. Hactota

AucxpeTusauni: 16000 Fu. Bu: 16

Ok OTmewa

MpHMeuaHne:
MaKCHM2NLHAR KOMIHECTED
CiMBOnOS AR noneil seoga:
255 - ans appeca
WwipOKOESWATENLHON Cepsepa
anpachoi ki

127 - ans URL yaanessoft
anpschoi kuinrn 1 URL cepeepa
pyHOrD oSHoRREHIA
KoHrypaL

63 - ANA OCTANsHSIX NoNed 58083

Npeaynpexpexne:
‘Onucaxue nons:

BhicTpoe nofTBep/eHHe
oK Ommzka

Pa3zgen

Onucanune

I'poMkocTh MEKpOdOHA

I'pomkocTh Mukpogon: 3Hauenus ot 1 1o 15.
[lo yMonyaHuto ycTaHOBIIEHO 8.

I'poMKOCTB TMHAMKKA

I'poMkocTh nMHAMHKAa: 3HaueHus ot 1 o 15.
[To ymMoI4aHuIo yCTAaHOBJIEHO 8.

I'poMKOCTH KHOIIOK KJIaBUATYphl

I'poMKOCTH KHONIOK KJIaBHATYPBbI: 3HAUEHUE
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ot 1 no 15.
[lo yMomyanuto ycTaHOBIIEHO 8.

[Ipenynpexnaennue 00 OTKPHITUHU 1BEPU

Korma nBepb OyaeT OTKphITa, MOJIB30BATEIN
YCIIBIIIAT COOOIIEHUE MPU BKIFOUCHHOM
3HAYEHHH.

3arpy3ka ¢aiiia MeIoa1uu BbI30Ba

[Tonp30BaTENb MOXKET 3arpy3UTh MOIXO IS
(aiin Meno Ul CaMOCTOATENBHO.

BAKHO! Obpamume énumarnue Ha popmam u
pasmep ¢haiina.

@opmam ¢aiina: wav. Pasmep: < 200 Kb.
Yacmoma ouckpemuzayuu: 16000 I'y. bum: 16

3arpy3uThb 3ByK OTKPBITHS JBEPU

Bri6epuTe moaxoasammii mperynpekaaonni
3BYKOBOM CUTHAJ JJI 3arPy3KH.

BAKHO! Obpamume enumanue na popmam u
pasmep ¢haiina.

@opmam aiina: wav. Pazmep: < 200 Kb.
Yacmoma ouckpemuzayuu: 16000 I'y. bum: 16

3.3.22. BrizoBel. [Inan

Brizeae Senwil cncon

SxGepure dsin | Paitn ke swbpan

1

Wom o B W b

-
5

Lobasure Peaskrupg

Crpasma 1 ¥

HACTPONKK

Mpoaam«aTs seomnTs nocne SIP oresTa

YnpaeneHue NpasunaMu

Vineke Akayst Mpetec 3amewa 2 3amews 3 3awewad 3amewa 5 AnalogReplace

Mpumeuanne:
MBKEUMEBHAR KOMHHECTED.
Orenicrsesin ¥ cwmBonos Ans nonei sacaa:
[ 255 - ans aapeca
WHPOKOBBIATENEHOMG CEpEeDa
sapecki kHIrH
127 - ans URL yaanessoit
aapecioit KHn
py-ore ofioenssin
roHbHrypaLI
63 - AnA ocTanesx noneil s200a

w 1 URL cepaepa

viwnopr | | 3xcnopr

Mpeaynpexpexne:
OnucaHue nons:

BbicTpoe nofTeepXaeHne
0K Oruexa

Yazmure Npea. Cnen,

Pa3gen

Onucanune

Hacrporiku

Boi3Bath 0ediblil cniucok: [Ipy oTKIIFOYEHHOM
napaMmerpe OyayT 00padaThIBaThCs TOIBKO
HOMeEpa, yKa3aHHbIE B criicke. Bximtounre s
0TOOpaKeHHsI Ha IUCIUIEE TTaHeNIH COOOIIeHNUs
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pu Habope HoMepa He YKa3aHHOTO B CITHCKE.
poponxars 380HUTH nocjie SIP orBera:
[Ipu BKIIFOUEHHOM ITapaMeTpe 3BOHOK Ha
BBI3BIBHOE YCTPOMCTBO OYAET MPOIOJIKEH
nocie SIP orBera.

VYipasneHue npaBuinamMu

Jnis ynoOcTBa ynpaBieHus M0JIb30BaATENN
MOT'YT 9KCTIOPTUPOBATH ¥ IMITOPTHPOBATH
(aiin mpaBuII HAPSAMYIO.

Tabnuua TaHHbBIX

CnHcoK yCTaHOBJICHHBIX MTPABUII JUISI BHI3OBOB.
OTMeThTE HYKHBI HOMEp IS
pEAaKTUPOBAHUS WIH ynaneHus. Bo3sMoxHO
J00aBJICHUS HOBBIX MTPaBUIL.

st KBapTUP/HOMEPOB, c KOTOPBIMH
MPOUCXOJUT CBSI3b UEpe3 aHaJIOroBble TPYOKH
HE00X0IMMO yKa3aTh 3HAUCHHE HOMEpA B rpade
Analog Replace B hpopmate XXXX.

3.3.23. BrzoBel. URL nelictBus

ActionURL

AxTreHsi
Kewey pazrosopa

cepaueSitesie

OK

Yxkaxute URL aapec cepBepa, Ha KOTOPBI OyAyT OTHPABIIATHCS YBEIOMIICHHUS MPU 3aBEPIICHUN

OTrnogeHo .

MpxMeuaHne:
MaKCHMaNLHAR KOMHHYECTED
CiMBonOS AR noneil sEoga:
255 - ans appaca
WiPOKOBRWATENEHOrG CepEepa
aapecHoi KRR
s 127 - ans URL yaanessof
anpechoi kHurn 1 URL cepsepa
py-Horo ofHoBneHma
KoHHrypaLII
63 - AnA OCTanLHLIX Noned sBoaa

NpeaynpexneHke:
OnMcaHke nona:

BhiCTpoe NoATEEPHACHHE
OK OTMeRa

pasroBopa u otmpaska coobmenus (Heartbeat) na SIP cepBep co cTarycom maHenu U MHIUKAIMEn

HOPMaJIbHOU PabOTHI.




3.3.24. Br13oBbl. MysnbTHKACT

RUBETEK

HacTtpoiika

Brixopn

Noaxniouesse k pasrosopy (c 33aaKHkM
npuopmTaTa)
PHOPHTET MY NOAKIKHEHHAMK

CNMCoK NpuopHTETa

TP-aapec
1 IP-2apec
2 IP-sapec
3 IP-aapec
4 IP-sapec
5 IP-aapec

MynsTHKacT
6 IP-3apec
7 IP-aapec
€ IP-3apec
9 IP-aapec

10 IP-agpac

O,

Mpacnywmeaoumi agpec Anpec

TeNnbHOH nepega; NpuMeyanune:
MaKcuMansHas KOMHHECTSC

QmrnioueHo v CHMBONCS ANA Noneil Beoaa!

FaRGEtD ~ 255 - ans sapeca

WHPOKOBSWATENEHOrD CapSapa
anpackol KHIrK
127 - ans URL yaanewsoii
2npeckoil kuirn 1 URL cepsepa
TENOpImer. | pyeworo ofwoenemn
sosdmrypaw
63 - anw ocTansHLR nonei 2083

Mpepynpexgpenne:
OnHcaHke nons:

BhiCTpoe NOATEEPHACHHE
oK Otmara

W o®m u D owm B ow N

Omera |

Pa3gen

Onucanune

Hactpolika mupokoBemarenbHol nepegayn

OtobOpakeHre 1 HaCTPOMKa IapaMeTPOB
U POKOBCIIAHM.

IHoakawvenue K pa3roBopy (¢ 3aJaHHbIM
NPHOPUTETOM): BEIOEpUTE HOMED
HIMPOKOBEIaHus U3 Auanaszona 1-10.
I[puopurter MexaAy NOAKIIOYCHUSIMHA:
BKJIIOUEHUE WJIM OTKIIIOUEHUE

M POKOBCIIAHMA.

Crnucok npuopurera

Hactpoiika mapameTpos.

IIpocaymmBaemblii agpec: Beeaute IP agpec,
KOTOPBIN KeJIaeTe MPOCIyINBaTh

Anpec: Beenure naeHTHGUKATOP IS KAXKIOTO
IP angpeca, KOTOpBIN IIPOCITYIIUBACTCS
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3.3.25. Br130Be1. 3BOHKH

McTopus BbIZ0BOB [Be v MpHMeyaHHe:
MaEKCUMAENBHAR KONHHECTE0
cnzonos anm nonel seoaa:
255 - ans aapsca
unpaKCRSWATENLHArG CepeeRa
ARPECHOR KHITH
127 - ans URL yaanewwal
anpechai ki 1 URL cepsepa
oo ofsomnesia

KOHDHrYpaLHH
63 - ans ocTanswsix noned s20aa

Npeaynpexpexne:
10
11 ‘OnHcaHue nona:
12
13
14

OTto0pakeHue ucTopuu BbI30BOB. JlocTynHbie THIIBI BbI30BOB: HaOpanHbie BbI30BbI, [IpuHsATHIE
BbI30BBI, [IpomnyiienHbie BbI30BHI, [lepeagpecoBanHbie BHI30BBI.

[Tonp30BaTenn MOTYT HOCTPAHUYHO MPOCMATPUBATH UCTOPHIO 3BOHKOB. OTMETHTE HOMED 3aITUCH
JUISL ylaJieHusl UM yJiainuTe Bech xkypHai. [lanens nognepsxxusaet 200 3anuceil BEI30BOB.

3.3.26. Br13oBbl. XKypnan

MypHan Mpumeuanne:
Makoamanshas komHecTse
[pee e Kea | TemflemBpews Cmme | oo
1 unKnown 987 Password 1970-01-01  19:04:49 Failed O 255 - ann aapeca
2 unKnown 987 Password 1970-01-01  19:04:23 Failed WUHPOKGBEWATENLHORD c2pBepa
3 Publickey 123 Public  1970-01-01 17:01:21 Success L) ANPeCcHOR KHH
4 04410B724A4F80 Card  1970-01-01  00:25:55 Success L 127 - ans URL ynanessoii
5 unknown04410872484F80 Card  1970-01-01  00:24:51 Failed O aapackoil kHuri 1 URL cepeepa
&  unKnown04410B724A4F80 Card  1970-01-01  00:24:34 Failed L) RIS
7 unKnown04374952904880 Card  1970-01-01  00:24:27 Failed [ LT ~
= 63 - anm ocTansHL noned ssosa
8  unknown  SDGF96DO Card  1970-01-01  00:24:23 Failed L
9 unKnown04410872424F80 Card  1970-01-01  00:24:15 Failed 'E‘ NpenynpemxaeHke:
10 unKnown04410B724A4F80 Card  1570-01-01  00:24:10 Failed [
11 gses Password 1970-01-01  00:10:43 Success OnucaHKe nons:
12 88e8 Password 1970-01-01  00:17:26 Success
13 8se8 Password 1970-01-02  01:24:07 Succass
14 5555 Password 1970-01-02  01:24:02 Success L
15 unKnown 2356 Password 1570-01-02  01:23:36 Failed O

T e I T e

MMNopT / 3KonopT geepb weypHan(.xml)
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Pa3zpen Onucanune

Kypnan OTto0paskaeT UCTOPHIO pa30JIOKUPOBKH IBEPEH.
OT1oT uHTepdeic 0ToOpakarh TOILKO HCTOPHUIO
pa30IOKHPOBKY ABepelt ¢ moMoIbio RF-kapTel.
[Tonp30oBaTenn MOTYT OAPOOHO MTPOBEPUTH
uHpopmanuio pa3diaokupoBku. [loap3zoBarens
MOYKET yIaJIUTh OJTHY WJIM BCE 3aIHCH.
MakcumanbHbI 00beM kypHaia - 500
3amnucei.

HmnopTt/3KcnopT xypHaia Jnist ynoOcTBa yrpaBiieHus T0JIb30BATENN
MOTL'YT 3KCIIOPTUPOBATH U UMIIOPTUPOBATH
(aiin )xypHaia HanmpsMyro.

3.3.27. O6nHoBieHne. OCHOBHBIE HACTPONKH

Brixon

Bepara N3 227.124.3.32 MpHMeuanne:
Bepeua ofcpyaceamis ZEE MaKOMManBHaR KOMMHECTS0
Ofikcenesme Bebepute dain | Daiin we swbpak CAMEONDS AR nonel seoaa:
oK Omvena 255 - ans agpeca
WHPOKOBEWATENLHOMG C2pBapa
CBpoc a0 zasonckix HacTpoRk oK fpecn
127 - ans URL yaanensor

CBpoc k 23BOACKHM HACTPOIKAM KpOME o anpechoit kuuri 1 URL cepeepa

caT L | pyHHOre oSHoRNEHMA

Kosebryp2LIH
MNepezarpyzka { oK | 63 - ANA OCTaNEHsIX Noned E20aa

NMpegynpexpexdne:

‘Onucaxne nons:

Bribepure ¢aiin ¢ pacumpeHreM .rom it 0OHOBJICHHS JOKAJIbHO HIIH C yJTAJIEHHOTO CepBepa.

BAKHO! Ilposepvme, umo gatin umeem npaguibHulll opmam u npeoHasHaven 0isi OAHHOU MOOelu.
Bepcus 10 nauunaemces ¢ sepcuu mooenu ycmpoucmea (annapamuou peaiuzayuil).

[Tonp3oBaremnto nocrynen Copoc Hacrpoek IP nanenu no 3aBoackux u Ilepe3arpyska naxnenu.

[Tocneanue akTyanbHBIE BEPCUH MTPOTPAMMHOTO O0ECTIEUEeHUSI MOKHO CKadaTh Ha O(hUIIHaTEHOM
canite komnannu «RUBETEK».
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3.3.28.

Kosburypauins PNP

URL
Torus

Mapons

TMonsacearenscknii ks AES

Kniow AES (MAC)

Pexnm
Pacnucasne

OumcTTs MDS

SkcnopTiposaTL wabnon ans
ofHos eI KoHBUTYPALIT

Pexaan
PacnucaHue

| oKk QOmesa

¥poBes kypHana
SkenopT wypHana

PCAP
AsToofkosnanne PCAP

Onyusa PNP

Pyunoe o6HoBnenue KoHdMrypauwu

OBHoENTE Cafivac

ABToMaTHYecKoe o6HoBneHWe KoHdurypaymm

Paiin kondurypaunn(.tgz/.confj.cfg)

RUBETEK

O6HoBeHUe. PactmpeHHbIe HACTPOUKHU

TpuMeyanne:
|Brmouero ¥ MaKCHMANEHSA KONHAECTED
cuMBOnOE ANA nonef Bsona:
255 - ana aapeca
LUMpoKOSEIIATENLHOrD CEpEEpa
| agpecHoll KeurM
127 - ans URL yaanennoi
aapecsoli kewry 1 URL cepespa

pysHoro okosnekmue
KoHGHrypaLmI
-------- 63 - An® oCTaneREN NoNSil BEOS

NpepynpexpeHne:

Onncanne nons:

| Mipmt BxmouEHIAM MUTaHMS | B noaT
[Boagpecars: ¥ | ok || omena
B e (o JLorm]
(A 5
oK |
[ —

PacnucaHne nepezarpyzox

Crrnioqeno ¥ |
| Kaweaesii per ¥ |

o Yac(on23)

CMCTEMHBIH WypHan

PCAP

B7]
SwenapT
Havana || Koweu || Swenopr |

A
| OTkntoueno ¥ |

Mpoune

BriGepute daiin | ®aiin se swibpan
[ Sucnopr (Gmunbposans)
Wwnopt || Ormesa

Pa3zngen

Onucanune

Omrus PNP

Orobpaxxenne n HacTpoiika ommuii PNP st
ABTOMATUYECKOTO OOHOBIICHUSI.
Kondurypauusi PNP (Plug and Play), xorna
BKIIFOUEHO, YCTPOMCTBO OyAET aBTOMATHUECKU
otnpaByaTh SIP coobmienne Ha cepBep, 4TOOBI
TIOJIYYHUTh B OTBET aJpec cepBepa ¢
OOHOBIICHUSIMH.

Pyunoe oOHOBNIEHHE KOH(DUTYpaun

[l HacTpolKuM nmapaMeTpoB cepBepa
OOHOBIICHUI BPYYHYIO.

URL: Anpec cepBepa aBTOMaTHYECKOTO
OOHOBJICHHUS.

Jlorun: eciu cepsep TpeOyeT uMs
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MOJIb30BATENS IS TOCTYIA YKaKUTE €ro, B
MPOTUBHOM CITy4ae OCTaBbTE IMYCThIM.
IMapoas: ecnu cepsep TpeOyeT napoib s
JOCTyTa YKAKUTE €T0, MHAYE OCTaBbTE
MyCTBIM.

Hoab3oBaTeabcknii ka4 AES:
WCITONIB3YETCS IS paciIupOBKU OOIIETO
¢aiina KoHQUTYpaLUU ABTOMATUYECKOTO
OOHOBJICHHS.

Kimrou AES (Mak): ucnionib3yercst st
pacmdpoBkr Mac-oprueHTUPOBaHHOTO (aitia
KOH(UTYpaIli aBTOMaTHYECKOTO OOHOBJICHHUS

BAKHO! AES sensaemcs 00HUM U3 MHOSUX
wughposarnuii, oH 001A#CeH OblMb HACMPOEH
monvko ecau ¢avin wugppyemces ¢ AES, unaue
0CMagumv Ny CmolM.

ABTOMaTH4ecKoe 0OHOBJIEHNE KOH(DUTYpaLuu

OTto0pakaeT HACTPOIKHU MapaMeTpoB pexkUMa
aBTOMAaTHUYECKOr0 OOHOBIICHHUS.

Pacnicanue nepesarpy3ok

OTobOpakaeT HaCTPOUKHU MTapaMeTPOB
nepe3arpy3Ku MaHesu.

CucTeMHBIN KypHaI

OTtoOpaskeHre CUCTEMHOTI'0 )KypHaJla 1 ero
JKCIIOpTA.

YpoBenb xypHaja: ot 0 10 7. YpoBeHb
3HAYUT KOHKPETHBIM CUCTEMHBIN XKypHAII,
KOTOPBIN COXpaHSETCS BO BDEMEHHBIN (haidll.
[To ymonmyanuto, 3T0 ypoBeHb 3.

IKCHOPT KYypPHAJIA: HAKMUTE, YTOOBI
HKCIOPTUPOBATH BPEMEHHBIH (Paiil CHCTEMHOTO
JKypHaJla Ha KOMITBIOTED.

PCAP 3axBar nmakera JaHHbBIX ¢ 1oMo¢ona. Haxmure
Crapr a1 Havasia 3axBata 1 JKCHOPT AJIst
BBITPY3KH.

IIpoune DKCIOPT TeKyIIel KOH(PUTYypaluu MaHeH.
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3.3.29. be3onacHocTh. OCHOBHBIC HACTPOUKHU

HzMeHeHHe Napona gocTyna K se6-uutepdeiicy

Norux
Beficreyiowi napons
Hosii napane

NoarsepanTs napens

B pasaciic BO3MOXKHO U3MCHCHUA MTAPOJId aIMUHUCTpATOPA.

Texymuii mapoJib: yKa)XKuTe TEKYIIHI TapoJib.

HoBblil 1apoJib: yKa)KUT€ HOBBIN NIApOJIb JJI1 U3MEHEHUS.

NpHMeyaHue;
MaKcimansHan KomHecTse
cMBonos AN\ noneli secaa:
255 - ans zapsca
WHPOKOBSWATENEHOMG CepEaDs
anpackol KHIrK

127 - ans URL yaanessoii
2npeckoil kuirn 1 URL cepsepa
pyrore ofHoEREHA
Korebryp2LH

63 - anw ocTansHLR nonei 2083

Mpepynpexpetxne:

1){lnmma napons 8-16 chmeonce
2)Maponk COASPRT CHMEONE! K3
TDEX CNEAYIOLLX KaTeropHil:

* Mpanncssie Byxew sspensiicki
shikos (A-Z)

* Crpounuie Byxesl seponeiiciin
szwikos (22)

* Bazoswie 10 undp (o 0 A0 9)

* He andaeuTHo-undpossie
CmMBons (CneunansHele camBons:)
(32t *+-<>@[1{}/_5
2.

‘OnucaHue nona:

BhicTpoe nofiTBep/eHHe
ok || omewa

IMoaTBep:kIeHHE MAPOJIS: TOBTOPUTE HOBBIN MAPOJIH B TAHHOM IIOJIC.

RUBETEK

BAKHO! Ilocne svinonnenus: 6cex HACMpoeK, peKOMeHOYemcs NpouU3seCmu pe3epeHoe KoOnuposaHue

(8v12py3Ky) KOHpuUeypayuu nanenu 015 0arbhelue2o 6bICMmpo2o 60CCMAHOBIEHUE CUCTIEMDL.

3.4. Oo6nosnenue 10 uepes npunoxenue Rubetek

Jnst oonoBaenus [10 norpedyercesi:
- [IK ¢ ycTaHOBI€HHOM MPOTpaMMOit
Panel Updater.exe

- matu-kopa (kabens Ethernet) mis
MIOJIKJTFOYCHUS TTaHEITH

- 0ok nurtanus 12B

BAJKHO! Bcé npoepammmoe obecneuenue 0ist
Yempoucme HeodX00UMO CKAYUBAMb MOAbKO C
ouyUanbHLIX UCMOYHUKOE KOMNAHUU
«RUBETEK» unu 3anpawusams 6 ciyicoe
MeXHUYeCKOU NOOOEPIHCKU.

Heo0xoaumMo nmpou3BeCTH HACTPOUKY
CETEBOTO MOJIKIIOYCHHUS TTAHEITH COTIIACHO 1.
3.1 gaHHOTO PYKOBOJCTBA.
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[ToaxirounTs K na”eu OJI0K nmuranusa 12B
COTJIACHO PACITMHOBKHU Ha 0OpaTHOM CTOPOHE
MMaHEH.

[ToaxIJIIOYNTE C MOMOIIBIO NTaTY-KOPAA MaHENb
K komnerorepy. [Ipoussectu npu
HE00XOIMMOCTH HACTPOIKHU CETEBOrO
agantepa [1K.

MvTtaHue 12B

GND GND
+12V 2V
GND NOT
wa D07 COoM1
WG _D0 NCT
GND NO2
DOORC (OM2
GND NC2Z
{G0RE Ethernet (POE) No3
GND COM3
DOORA NC3
GND X
RS54858) 12v_out
RS4E85A GND_OUT)
Bamyctuth iporpammy Panel Updater.exe Ha | | s soveres pucers i
HK MyTs & hainy MpoLMEKM: | =
Vi nonsosaTEns: admin Mepoms:  admin
[uanason IP-aapecos: .
KomuecTso noTokos: 1 - Kaate 3arpy3ky naHenu nocne ofHoBNEHMA
2 [ —— =)
B crpoxe IyTh K daiiay npommnBku O s s e
Ynopaaounts v Hosan nanka = 0 @

YKa)KUTE MECTOpacIoyiockeHue (aiina ¢
paclIMpeHreM .rom U HAKMUTE KHOIKY
OTKpBITS.

BAZKHO! IIpogepvme, umo ¢haiin umeem
npasuibHuL hopmam u npeoHa3HayeH Ons
oannot mooenu. Bepcus 10 nauunaemcs ¢
sepcul Mooenu yempoucmea (annapamHou
peanuzayuu).

2 W

[ 27224339.00m
[ 22112433200m
[ 2271243.21.r0m

=) Vsobpaxerun

& Noxansrviii ancr
= Hoswii Toms (D3

uas daiina: 227.124332.10m

Tun Pasmep

12252K6
125716
10581 K6

[IpoBepbTe mpaBuiIbHOCTH YKazaHusa Umst
noJb3oBareis u Ilapoas. Ilpu
HEeOOXOIUMOCTH BHECUTE HEOOXOINMBIE
MPaBKHU.

Vkaxure Ananazon IP agpecoB nanenei,
KOTOpbIE HEOOX0TUMO OOHOBHUTS.

Ecnu Bam He0Ox0auMO OOHOBUTH OJTHY
NaHelb, YKaXKUTE B 00euX syeikax
oauHakoBelil [P agpec manemnmu.

WMA nonesosaTena:

[Owanason IP-agpecos: 192 .

admin

88 . 137 .

Maponb:

admin

o1 o182 .

163 . 137 . 101
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Ilocne 3amonHEHNS BCEX TaHHBIX, HAXKMHTE e ==
KH OHKy CTapT. MyTe K daiiny npownsm: =
I[Tocse ycrenHoro 0GHOBJIEHHS TPOrpaMMa e
BbIIacT coobmenne Updating completed u ——— CI WD”M —
MaHeJNb Nepe3arpy3uThesl.
BB 1620 i e A8 20 it sy
SD2D/oe o 162133 parel 155 151D Acesshay ioces
g g
4. Texuuueckoe 00CayKMBaAHHE
4.1.  Mepsl 6e30macHOCTH
4.1.1. Mepsl  0€30MacHOCTH TPU  YCTAHOBKE M OKCIUIyaTallMM TIAHENMH  JIOJDKHBI
COOTBETCTBOBAaTh  TpeOoBaHMsAM  «lIpaBmy  TEXHMUYECKOW  AKCIUTyaTal[uH
3IEKTPOYCTaHOBOK moTpeduTeneir» u «lIpaBuyn TexHukM O€30MacHOCTH MpU
AKCIUTyaTaIluH 3JIEKTPOYCTAHOBOK TOTPEOUTEICIH.
4.1.2. [Ipu mpoBeneHHMM PEMOHTHBIX PabOT B TOMEICHHWH, TJ€ yCTAaHOBJICHA TaHEINb,
JOJI’KHa 6I>ITB 06€cnequa 3alIuTa OT MEXaHUYCCKUX HOBpe)KI[eHI/Iﬁ U IIoImagaHus Ha
Hee CTPOUTETBLHBIX MaTeprajoB (modenKka, Kpacka, MbuTh 1 Tp.).
4.2.  IIpoBepka paboTOCTIOCOOHOCTH
4.2.1. [TpoBepka paboOTOCTIOCOOHOCTH TIAaHETH AOKHA TMPOBOIUTHCS MPHU TIAHOBBIX WIIN
JIPYTHX MPOBEPKAX TEXHUYECKOTO COCTOSIHHS YCTPOUCTBA, HO HE PEXe OJTHOTO pasa
B 6 MecCsIIEB.
4.2.2. [TpoBepka pabOTOCTIOCOOHOCTH BKJTIOUAET B CEOSI:
[ ] BHEIIHUM OCMOTpP HaHCIW Ha OTCYTCTBUC CJICAOB BJIark H MCXAHHUYCCKOI'O
MOBPEXKACHHUS,
° IPOBEPKY HAIEKHOCTH KOHTAKTa IIPUCOCHUHEHHBIX K ITAHEIU IIPOBOAOB, IIPHU
HE00XOIMMOCTH 3aMEHUTh HEUCIIPABHbBIE MPOBO/IA.
L] TECTOBBLIM BEI30B Ha aGOHeHTCKI/Iﬁ MyJIbT C MAaHCJIN, ITPU 3TOM ITPOBECPACTCA:
o MIPOXO’KJACHHUE BbI30BA HA A00OHEHTCKHM MyJbT
o KaueCTBO 3BYyKa IMPHU OTBETE
@ cOpoc BbI30Ba
O OTKPBITHUC ABCPU
° oTKpeiTHEe JaBepu C momompbio RF-kmoua u  PIN-xoma (ammuuHCTpartopa,
MOJIb30BATE)
° BBI3OB JIMcCIIeTYEpa (B CITydae HACTPOWKU JAHHOU OITIIHH )
° nposepka Bepcuu [10

5.  XpaHnenue

5.1
5.2
5.3.
5.4.

5.5.

VYcnoBus XxpaHeHus NaHeIu A0JDKHBI cCOOTBETCTBOBaTh ycinoBusaM 2 o 'OCT 15150-69.
XpaHWUTh yCTPOMCTBO CIELyET HA CTEIUIAKAX B YIITAKOBAHHOM BHJIE.

PaccrosiHMe OT CTEH M IoJia XpaHWIUIIA 10 YIAKOBOK C YCTPOMCTBOM JOJKHO OBITH HE
menee 0,1 M.

PaccrosiHne MeXy OTONMTENBHBIMU YCTPOWCTBAMM M YIAKOBKOW C MAaHENSAMHU JOJIKHO
OBITE He MeHee 0,5 M.

B nomermiennn 0JKHBI OTCYTCTBOBATh Mapbl arpeCCUBHBIX BEIIECTB U TOKOMPOBOIAALIASL
IBLIB.
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TpancnopTupoBanue

6.1.

[TaHenp B ymakoBKe MOET TPaHCHOPTHUPOBATHCA BCEMH BHJIAMHU TPAHCIOPTA B KPBITHIX
TPaHCIIOPTHBIX CPENCTBAX U B FEPMETU3HPOBAHHBIX OTCEKAX CaMOJIETA.

6.2.  YcnoBus TpaHCIOPTHUPOBAHMS JIOJDKHBI COOTBETCTBOBaTh ycioBusiM 5 (OXK4) mo 'OCT

15150-69:
—  TeMIeparypa okpy:xaroiiero Bo3ayxa oT Munyc 50 °C go mmroc 50 °C;
—  OTHOCHTEJbHAs BIXHOCTb BO3ayxa 10 95 % npu temneparype mitoc 40 °C.

6.3.  Cpok TpaHCHOPTHUPOBAHUSA U MPOMEKYTOUHOTO XpPAHEHUs HE JOJHKEH MPEBBIIATH 3 MEC.
JlomyckaeTcsi yBENMYMBATh CPOK TPAHCHOPTHUPOBAHUS M MPOMEXKYTOUHOTO XPAHECHHS
YCTpOIICTBa MpU MEepeBO3Kax 3a CUET CPOKOB COXPAHSIEMOCTH B CTALIMOHAPHBIX YCIOBUSX.

Yruauzanus

7.1. VYTuauzamuss yCTpPOMCTBAa MPOU3ZBOAUTCA C YYETOM OTCYTCTBHUS B HEM TOKCHYHBIX
KOMITOHEHTOB.

7.2.  ConepxkaHue IparolleHHBIX MaTepuajoB HE TpeOyeT ydera NMpu XPaHCHHWH, CIHCAHHH,

YTUIU3aIuu.

I'apanTHsa M3roroBuTe s

8.1.

8.2.

8.3.

8.4.

8.5.

8.6.

[IpeanpusTHe-U3roTOBUTENb  TapaHTUPYET  COOTBETCTBHUE  IMAHEIM  TEXHUYECKUM
XapaKTepUCTHKAM IPU YCIOBUU COONIOACHUS MOTPEOUTENEM IPaBUII TPAHCIIOPTUPOBAHMUS,
XpaHEHUs, MOHTA)Ka U HKCILTyaTaliu.

["apaHTHiITHBINA CPOK IKCITyaTauu 24 Mecsia co JHS BBOAA B DKCIUTyaTaIuio, HO He 0oJiee
36 Mecs1eB cO AHS BBITYCKA.

B TeueHne rapaHTUHHOTO CpOKa 3aM€Ha BBIICANINX U3 CTPOS MaHEJIel OCYIECTBISETCA
NpEaNpUATHEM-U3TOTOBUTENIEM 0€3BO3ME3THO MPH COOJIIOICHUU MOTpeOUTENeM yKa3aHUi
M0 MOHTXXy ¥ 3KCILTyaTalllu.

[Tpu HanpaBlIeHUU YCTPOHCTBA B PEMOHT K HEMY 00s3aTeNbHO JOJKEH OBITh MPUIIOKEH aKT
C OMMCAaHMEM HEUCTPABHOCTEN YCTPOICTBA.

lapaHTys HE BCTYNAET B CUJTY B CJIEYIOUIUX CIyYasIX:

—  HecoOJIofieHre JaHHOTO PYKOBOJCTBA 10 SKCIUTyaTallHH;

—  MEXaHMYECKOE MOBPEKIECHUE YCTPONCTBA;

—  PEMOHT yCTPOMCTBA APYTUM JIMIOM, KpoMe M3rotoBuTEs.

lapanTus pacnpoctpaHseTcss TOJIBKO Ha TmaHenb. Ha Bce oOopymoBaHuEe Ipyrux
MIPOU3BOJIUTENIEH, HCIIOJIB3YIONIEECs COBMECTHO C YCTPOWCTBOM, PACIpPOCTPAHSIOTCS HUX
COOCTBEHHBIE TaPAHTHUH.

Caenenust 0 pekjIaManusx

9.1.

9.2.

9.3.

PeknaMarimoHHple MPETEH3UH TPEIBSIBISIFOTCS TPEANPHUITHIO - TOCTABIIMKY B CIydae
BBISIBJICHUSI 1€(DEKTOB U HEUCIIPAaBHOCTEH, BEAYIINX K BBIXOJy U3 CTPOsSl yCTPOMCTBA paHee
TrapaHTUIHOI'O CPOKA.

Anpec npeanpusitus-uzrorosutens: 121205, e. Mockea, meppumopus uHHOBAYUOHHOSO
yeumpa « Cxonxosoy, borvwioii Oynveap, 0. 42, cmp. 1, 1 smaoic, wacme nomewenus Ne334,
pabouee mecmo Ne3 1

B peknamaIimoHHOM aKTe yKa3aTh: TUIl YCTPOMCTBA, NeEKTh U HEUCIPABHOCTH, YCIOBHUS,
IIPU KOTOPBIX OHU BBISBIICHBI, BPEMsI C Hayajla KCIUTyaTalllH yCTPOIiCTBa.

K akTy HE00X0MMO IPHUIIOKUTEH KOO TUIATEKHOTO JOKYMEHTA Ha YCTPOMCTRBO.
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10. Csenenus o ceprupuranumn

10.1.

10.2.

BeieiBHas Buacomnanens mMHoroaboHeHTckas RV-3438-v2 «RUBETEK» coorBercTByeT
TpeboBanusiM «TexHuueckoro pernameHTa TamoskeHHOro cor3a «(O 0Oe3omacHOCTH
HU3KOBOJIbTHOTO obOopynoBanusi» (TP TC 004/2011), «TexHudyeckoro periamMeHTa
TamosxeHHOT0 cOor03a « DIMEKTPOMArHUTHasi COBMECTUMOCTb TexHHUecKux cpenctsy» (TP TC
020/2011) u umeet nexnaparuto o coorBercTBu EADC Ne RU JI-CN.HA66.B.00862/19.
[Tanenb coOTBETCTBYET TPEOOBAHUSIM HOPMATHUBHBIX JOKYMEHTOB «CTENEHb 3allUThI,
obecrieunBaembie obomoukamu (kox [P66) 'OCT 14254-2015”, «DnexkTpoobopyaoBaHHE.
Crenenp 3anmThl, obecrieunBaeMoil 000JI0YKaMH OT HAPYKHOTO MEXaHHMYECKOro yjaapa
(xomg IK 8) TOCT IEC 62262-2015» u wumeer ceptuduKkar coOTBETCTBHS No
POCC.CN.HB25.H00207, Bbigannblii opranom mno ceprudukanuu OOO «Pyc-Tecty.
121357, r.Mocksa, Kyty3oBckuii np-kt, A 67, kopit. 2, oM. V, kom. 6, od. 27.
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