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BBenenue

Hacrosimee pykoBOACTBO MO 3KCITyaTallMd NPEJHA3HAYEHO AJIS ONMCAHUS IPUHIMIA PaOOTHI,
HACTPOWKH, MOHTa)Ka M HKCILUTyaTallul MHOT0a0OHEHTCKON BbI3bIBHOW maHenn RV-3434 «KRUBETEK»
(mamee «ImaHenby).

Heo6xonuMo 03HAKOMUTBCSI C W3JIOKEHHBIMM B PYKOBOJCTBE HMHCTPYKLMSIMHM, NEpe] T€M Kak
HOJIKJIF0YaTh, HACTPAUBAaTh, IKCIUTyaTUPOBATh UM OOCITYKHBATh MAHENb.

MoHTaX W OJKCIUIyaTalusi NaHEIW JOJKHBI IPOU3BOJIUTHCA TEXHUUYECKUM IEPCOHAIIOM,
M3YyYMBUIMM HAaCTOSIEE PyKOBOACTBO.
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1. Onucanwue u padora

1.1. Hasxauenue

MmuoroaboHeHTckass BbI3bIBHass maHenb RV-3434  «RUBETEK» mnpennasnaueHa — uist
JTUCTAHIIMOHHOW ayJInO- M BUICOCBSI3M C TOCTEM W HCKIIOYCHHUS HECAHKIMOHHUPOBAHHOTO JIOCTYyIMa B
MOABE3/Ibl WU ITAXKH JIOMa TOCTOPOHHUX JIUII.

[Tanens moMycKaeT yCTaHOBKY KaKk BHYTPH MOMEIIEHUN, TaK M HA YIIUIIE.

[lanenp paccunmTaHa Ha HENPEPBIBHYIO KPYIJIOCYTOYHYIO pabOTy W OTHOCHUTCA K
BOCCTaHABIIMBACMbBIM, MTEPUOTNYECKH O0CTY>KUBACMBIM U3CITHSIM.

Cpoxk cimy>x0b1 manenu coctanisiet 10 yer.

1.2. TexHuyeckue XxapaKTEPUCTUKHU

Tabmuma 1 — Texuuueckne XapaKTEPUCTHKN TTaHEIH
IMapamertp 3HayeHue

OcHoBHbIE NapaMeTPbI NaHe U

[Iutanue DC: 12 B, POE: IEEE 802.3af
(monnepxxkuBaercss Mode A — moaya muTaHUs
no mapam 1,2 u 3,6). s paboTsl yoeaurecs,
yT10 Bail POE-KOoMMyTaTOp W1 HHAKEKTOP
Takke nogaepxusact Mode A niu umeer
dbyHKHo Auto-sensing.

[ToTpebnsiemMast MOIIIHOCTH He Ooitee 13 Bt
Tox morpebneHus He Oomyee 1.1 A
Sanura OT MEPENOIIOCOBKH, OT MPEBBIMICHUS
HaMPSKCHUS
Ethernet (RJ45) - 1 mT., Wiegand - 1 .,
RS-485 - 1 mt.,
Cyxo#i koHTakT NO NC - 3 mt., JluckpetHoie
Nurepdeiicet Bxoxsl - 3 mT., NFC - 1 mr.,
AHanoroBbI BEIXOJ - 1 IIT.
JnameTp noaKIIroyaeMbIX MPOBOJOB He Oojee 1,5 MM

RFID cunteiBatens kapt NFC ¢ nogaep:xkoit
Mifare Plus SL3

[Tognepxka BHEITHUX CUMTHIBATENEH Wiegand-26,32,34,40,42,56,58,64

KJTIOYEi

BcTpoeHHbIM CUMTHIBAaTEND KITFOUEH

ITapameTpbl KI1aBHATYPbI

Kuonku [udpossie - 10 mt., Be13os - 1mr., Copoc -

lurr., Konesepx - 1 mit.,
SOS/112 - 1 .

Twum kHOIIOK MCXaHHYCCKUEC

TloxcBeTka KHOIIOK €CThb, C U3BMEHSAEMOU IPKOCTHIO

IMapameTpbl KaMepbI

Pa3pemenre 0CHOBHOTO MMOTOKA BUICO 2560x1440 (2K, QHD)

ropu3oHTanbHbIN 110°

Vel 0630pa .
P BEpTUKAIbHBIN 70°

Pa3mep matpuiibl kamepbl 1/2,8

Pazpemenue cencopa 5 Mn
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N G.711 gunsa SIP
YANO KOACK PCM 16 bit u G711 misx RTSP
Buneo xoaek H.264

MakcumanbHasi CKOpOCTh IIEpelaul BUICO 30fps

CBR\VBR\CVBR\AVBR\FixQP\QVBR
¢ Bapuarueit ot 512 k6ut\c 10 8192 x6ut\c

[Tognepxka 6utpeiita

IIpoTokoi nepenayu BUAEO RTSP
Pexxum ieHs/HOUB ecTb
JleTexuus IBUOKEHUSI ecTh

IHapameTps! qucniest

Tun qucrniest omodona TFT LCD
Paspewenue qucruies 320%240 nukcenei
Pa3meps! (1uaronans) aucruies 2.4 mrorima
IToaceBeTka gucies €CTb

JlonoJiHNTEIbHbIE MapaMeTPhI

JlaT4uK OCBELIEHHOCTH €CThb

JlaTuuk eMoHTaxa €CThb

BHyTpeHHss eMKOCTb KITIOUEH 50 000 m.

KonunuectBo SIP-akkayHTOB 2" (OCHOBHOJ U Pe3ePBHBbIiN)
[NonnepxxuBaemble SIP-akkayHTBHI SIP (RFC 3261), SIP v2 (RFC 3515)

IPv4, HTTP, HTTPS, FTP, DNS, NTP, RTSP,

Honnepusacmbie npoTOKOIIE! RTP, TCP, UDP, ICMP, DHCP, ARP, SIP,

ONVIF
VY nanenHas 3arpy3ka KOHQUTYpaIruu €CThb
V nanennoe oonosienue [10 €CThb

IKCIUIyaTAllHOHHbIE TAapaMeTPhl

Tun MoHTa)XKa YHHMBEpCaJIbHBIN (BPEe3HOH, HAKIIaTHON )
JlnanaszoH pabounx TemrepaTyp oT munyc 45 °C no numoc 55 °C
OTHOcHTENbHAS BIAXKHOCTh BO3/TyXa ot 10% 1o 90%

265x110%40 MM (6€3 ycTaHOBOYHOT'O KOp0Oa)
["abapuTHbIe pa3Mepsl 265x110%46 MM (¢ HaKJIaAHBIM KOPOOOM)
265%110x50 MM (¢ Bpe3HBIM KOPOOOM)

Crenens 3amursl [P 66

Crenens 3ammTsl IK 08

3amuTa oT AIEKTPUUECKOT0 UMITyJIbCa 90 kB, 3Bt

Macca He Oonee 0,8 kr (0€3 yCTaHOBOYHOTO KOpoOa)

[Tpumeuanue: B o1vH MOMEHT BpeMEHHU MOXET OBITh aKTUBEH TOJBKO oAnH SIP-akkayHT.



RUBETEK

1.3. Bdewmnuii BUI naHeian
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- JIuniesas ma”enn

- Kpentenne kopoba

- Mukpodon

- OcHOBaHuUeE TaHETU

- Kamepa

- Kpenienue repmeTusupyronieil KpbIku
- Jlncnnei

- Pazsem RJ-45 (Ethernet)

9 - MUK noxcseTka

10 - KiteMMHBIE KOIOAKHU

11 - Knonka Reset

12 - IludpoBas knaBuarypa

13 - Knonika «BbI30B»

14 - Knomnka «Copoc»

15 - Knonka BbI30Ba KOHChEPKA

16 - KHormka BbI30Ba SKCTPEHHBIX CITYKO
17 - InHamMuk

O N W~

Pucynoxk 1 — BHeniHuii Bua nanenu



1.4. PacnmHOBKA KJIEMM ITaHETH
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Pucynok 2 — PacnuHoBKa KJIEMM MaHETH
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1.5. TunoBast cxeMa BHELIHUX COEAUHEHUHN ITaHEIN

Cemebou

KOMMYMamop

L L L]
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Bei3bibHas naHe b

*Mooenvb ouooa yKasaHa 6 KaltecmeepeKOMedeeMoﬁ. Bo3mooicHo ucnonvzosanue aHanozos ¢

napavempamu He mMeHee:

- Maxcumanvnoe nocmosnnoe oopamuoe Hanpsxcerue - 1000B.
- Makcumanvhwiii (cpeonuti) npamou mox Ha ouoo - 3A.
- Makcumanvroe npamoe nanpscenue - 1,78 npu 3A.

PI/ICYHOK 3 — Tunosas cxemMa BHEITHHX COCIUMHEHUH MTaHeIn

@ BA’KHO! Koumaxm Wiegand +I12B ne
nepugheputinbix ycmpoucma.

1.6. KoMIiekTHOCTh

Taomuna 2 — KoMIIekTHOCTh ITaHen

ucnojavzyemcst Ol NUMAHUsL 3aMKO8 U 0py2ux

HaumeHnoBanue KoauuecTBoO, 1IT. IIpumeyanue
MmuoroaboHeHTCKas BEI3BIBHAS TaHeIs RV-3434 1
VYIn0oTHEHUE KPBIIIKU 1
['epmeTn3upytoias KpbIika 1
VYrotHeHue kadens 3
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[IprxrMHAas M1aHKa KPBILLKA

Habop kpernexHbIX BUHTOB

[Tacopt

—_— | =

I'apanTHiiHbIi TAIOH

2. HUcnoan3oBaHue o HA3HAYECHUIO

2.1. TloaroroBska K MCIIOJIb30BaHUIO

HeobX00uMo evidepaicams ee He MeHee 4 uacoe npu komHamuou memnepamype (25 £ 10 °C) ona

@ BHUMAHHE! Eciu naumenv HAxooundacb 6 YCI08UAX OMPUYAMENbHOU MeMnepamypul,
npeodomsepaujenuss KOHOeHcayuu 81azu.

[ToaroToBuTh pabouee MECTO, BCKPBITh YIAKOBKY, YOSIUTHCS, YTO KOMIUIEKTHOCTD MTAHEIH
COOTBETCTBYET Ta0muIle 2.

[TpoBecTr BHEUIHHMI OCMOTp, YOSIUTHCS B OTCYTCTBHHM BHUAMMBIX MEXaHHYECKUX MOBPEKICHUN
(CKOJIOB, TPEIIMH, BMSITHH) U CJICIOB BJIArH.

2.2. Pa3memieHue naHenu
[Tpu TpOEKTUPOBAHUH pa3MELICHHs YCTPOHCTBA HEOOXOAUMO PYKOBOACTBOBaThCs IIpaBuiamu
YCTPOMCTBA 2JIEKTPOYCTAHOBOK.

JlommyckaeTcsl ycTaHOBKA MaHeN Ha BEPTUKAIBbHYIO MIOBEPXHOCTh BPE3HBIM CIIOCOOOM MOHTaXka ¢
MOMOUIBIO CHEIHATIEHOTO BPE3HOT'0 KOpooa.

@ BAKHO! Bpesnoti kopob nanenu nocmasisnemcs 0moenbHo.

2.3. MoHTaXx U IOIKIIOUECHHUE

BHUMAHHE! Moumasic npouzsooums monivbKo Npu OMKIHOUEHHOM HANPANCEHUU NUMAHUSL.
IIpoxnaoka npo6o006 u IuHULL C8A3U OCYULeCMENaemcs 00 8bINOJIHEHUS MOHMANCA NAHEU.

10
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MoHTax B CTeHYy

BbIpekbTe OTBEPCTUE B MOHTUPYEMOU
[MOBEPXHOCTH.

\BAKHO! Pexomenoyemvble pazmepol
omeepcmust [ <L <I'=248 %101 %50mm.

[TomecTuTe B OTBEpCTUE BPE3HOU KOPOO H
yOeIUTECh, YTO BCE KAOCIH TS TTOAKITIOUCHUS
MaHeJIU CBOOOTHO MPOXOJIST Yepe3 OTBEPCTHE
U1 KaOesle M He MEIIaloT MOHTAXKY MaHEITH.

HametbTe YCTaHOBOYHBIC OTBCPCTUSA BPEC3HOT'O
kopobOa. [IpocBepnute 8 oTBepCcTHiA U
YCTaHOBUTC I[IO6€JI$I JJIs1 BUHTOB.

\BAKHO! Bo3mookcna ycmano8Kka 0CHOB8AHUSL C
LUCNOIb306AHUEM YeMEeHMA UTU HeaspecCU8HbIX
KIeuUx cOCmagos, 0 Mo2o HeoOX00UMOo
BANOIHUMb 3A30p MeAHCOY OCHOBAHUEM U
cmenou. Ilocne sacmuieanus cocmasa
npucmynums K yCmaHo8Ke MOHMANCHOU
n1acmunbl KpenieHus.

[TomMecTHTEe OCHOBaHHE BPE3HOTO KPEILICHHUS B
[OATOTOBJICHHOE OTBEPCTHE.

AKKYpaTHO MPOJIOKUTE BCe Kabeu B
OTBEpCTHS sl Kabenei. 3aKkpenuTe OCHOBaHUE
C IMOMOLIBIO CaMOPE30B M3 Habopa st
KpETUICHHs BpE3HOT0 KOpooa.

11
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[Tocne monkimroyeHnst UHTEPHEHCOB K MaHeIn
HE00X0IUMO YCTaHOBUTH YIJIOTHEHUE U

TEPMETU3UPYIOLIYIO KPBILIKY [TaHEIIN. "

\BAKHO! Tunosas cxema éneutHux coeOuHeHull
npedcmasiena na pucymke 3.

YV cTaHOBHTH MaHenb. COBMECTUTh OTBEPCTHS pt = g%l
KpETLICHNS BPE3HOTO KOpoOa M OTBEPCTHS Ha E
naHenn. 3aUKCHPOBATh HU3 M BEPX MAHEIH C T—

IIOMOIIIBYO BUHTOB U3 Ha60pa A KPCTIJICHUSA. i :

MoHTax B IBEPHOE MOJOTHO

BbIpexbTe OTBEPCTUE B MOHTUPYEMOU
[TOBEPXHOCTH.

\BAKHO! Pexomenoyemvble pazmepol
omeepcmust J[<LLI<T'=245 %98 X42um.

[TomecTuTe B OTBEpCTUE BPE3HOU KOPOO H
yOeauTeCh, UTO BCE KaOSH JJIs MOIKITIOUCHUS
MaHeJIM CBOOOHO MPOXOJIST Yepe3 OTBEPCTHE
TS KaOeJiel M He MEIIalOT MOHTaXYy MaHEIIH.

OTMETBTE M IPOCBEPIUTE KPEMEIKHBIE
OTBEPCTHSL.

AKKYpaTHO MPOJIOKUTE BCe Kabemnu B _
OTBepCTHs [ Kabeneil. 3akpenure OCHOBaHUE B
C TIOMOIIBIO CaMOPE30B 13 Habopa JIs

KpEeTICHUS BpE3HOTO KOpooa.

3adukcupyliTe Bpe3HOi KOpoO ¢ MOMOIIBIO

3aKJICTIOK.

[Tocne noaxitoueHust UHTEP(ENCOB K MaHEeTH
HE00XO0IMMO YCTaHOBUTH YIIIOTHEHUE U
TCPMETU3UPYIOLIYIO KPBILIKY [TaHEIIN.

i
\BAKHO! Tunosas cxema 6HeutHux coeOurHeHutl
npedcmasiena Ha pucyuke 3.

- “-II
YcraHoBuTh maHenb. COBMECTUTH OTBEPCTHUSA §§E
KpEIUICHHS BPE3HOTO KOpo0Oa U OTBEPCTHS HA
nmaHenu. 3aUKCUPOBATh HU3 U BEPX MAHENH C = e

IIOMOIIIBIO BUHTOB U3 Ha60pa AT KPCTIJICHUSA.

2.4. TlomxirodyeHUe HaHeIn

Ilo YCIIOBUAM 3H€KTpO6€30HaCHOCTI/I n aJjsa obecneyeHus IIOMEXO03aIIUIIICHHOCTH BBI3BIBHAS
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naHenb 1oMoQoHa MoMKHA OBITH 3a3emiieHa. [laHenb 3a3eMIIsieTcsl TOCPEICTBOM KOpoOa, K KOTOPOMY
MpPUKpY4YHBaeTcss AOMOGOH (C MOJHBIM AJITOPUTMOM 3a3eMJIEHUS KopoOa MOXKHO O3HAKOMHTHCA B
PYKOBOJICTBE MO AKCIUTyaTal[MH JIJIsl KPETICHUS TIaHEeIn ).

2.4.1. TloxgkirroueHue IMUTAHUSA

Jlyis opraHu3anyy NuTaHus MaHeIu HaPsIMYIo OT 0J10Ka MUTaHHUs He0OX0IUMO
PYKOBOJCTBOBATbCSI CXEMOM, IPEJICTABICHHON Ha PUCYHKE 3.

MormHoCcTh 0JIOKa MHTAaHWS BBIOUPAETCS C yYEeTOM MOTPEOJIIeMON MOIIHOCTH MaHENH W WX
konnuectBa. [Ipu pacuere o00s3aTelnbHO YUYUTHIBAIOTCA MOTEPH MOIIHOCTH Ha kabene. [lumamerp
MMOKJII0YAEMBIX JKIJI JOJDKEH OBITE He MeHee 0,4 MM.

[Tanens mognepxkuBaet nutanue 1o cranaapty IEEE 802.3af (PoE). lyns opranu3anuu muTaHus
nanenu 1o PoE Heo0XoauMo pyKOBOICTBOBATHLCS CXEMOM, MIPEICTABICHHON HA PUCYHKE 4.

NK\PoyTep\Cesry
BAOK [rm——
o] | ) ]

\\a NHTAHKA | = \ D |

- [ | 2
(T ]

220V U
Ethernet kabenb
s CE {| &I eese

PoE MHkeKkTOR
Pucynoxk 4 — Cxema opraHuzanuy NUTaHUs IaHEU 110 cTaHaapty PoE.

PoE uHxexTop BEIOMpAETCS ¢ y4eTOM NOTPeOIsIeMOi MOIITHOCTH OJTHOM manenu He 6osee 13 Br.
2.4.2. Tlogxmouenne Ethernet

Jnst obecrnieueHnst paboToCOCOOHOCTH MaHEeTH HEOOXOIUMO MOCTOSIHHOE HAJTMYKE MOIKIIOYECHUS
K cepepy. [loakiaroueHre MOXET OCYIIECTBISATHCS HAMPSMYIO, €CIIM UCIIONb3YETCs JIOKAIbHBIN cepBep,
WJIM YE€pPE3 UHTEPHET €CIIU UCII0JIb3YETCs yIaleHHbIN cepBep. CKOPOCTb JIOKaIbHOW CETH U CETU UHTEPHET
oJKHA OBITH He MeHee 10 Mowut/c.

[Monxmrouenue ocymecTBisercss yepe3 mopt RJ-45 ¢ momompio kabenst Ethernet. Bo3aMoskHBI
JM00bIe CXEMbI MOAKIIYEHHsI C HCIOJIb30BaHUEM poOyTepa, KOMMyTaropa (CBUTYA), MMEPCOHAIHLHOTO
KOMIIBIOTEpA.

[ToakmroueHne K UHTEPHETY JOJDKHO 00ecIeunBaThCs 03 JOMOTHUTEIBHON aBTOPU3AIH TTAHEIH.

Jns TOAKIIoueHUs HEeOoOXOAMMO BBIIOJHUTH HACTPOWKM MAHENIH COTJacHO 1.3 JaHHOTO
PYKOBO/JICTBA.

[TapameTpsl kabens U €ro TEXHUYECKUE XAPAKTEPUCTHKH JOJKHBI 00ECIIeYrBaTh HEOOXOAUMYIO
CKOPOCTh COEAMHEHHMSI U KaYECTBO CBS3H.

2.4.3. TloxgkiroueHHe CUUTBEIBATEIS

Ha manenu npenycranosieH cuntbiBarenb NFC-kapT ¢ mogaepxko ctanaapra mmdpoanus SL3,
HO TaK’KC BO3MOXHO MOAKIIOYCHHUC AOIOJHUTCIBHOTO CUUTBIBATCIIA, COOTBCTCTBYIOIIUX I/IHTepq)GI\/'ICy
Wiegand.

Cxema noJIKIJIIOUEHUS CUNTHIBATENS MPECTaBlIeHa Ha pUCYHKE 3.

Hactpoiika mapameTpoB CUNTBIBATENS IPOU3BOIUTCS COTJIACHO 1. 3 TAHHOI'O PyKOBOZCTBA.
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2.4.4. TlogkirroueHHe 3aMKOB

B nmanenu yctaHOBIIEHBI TPH pelie, KOTOpble paboOTalOT B IBYX PEKUMaX «HOPMAIBHO OTKPBITOE»
NO u «HopmanbHO 3akpbiToe» NC cocTosHHE TpHU OTKIIOUeHHHM nuTaHus. [yis BbiOOpa pexuma
HEO0OXOMMO MTPOU3BECTH OAKITIOYSHHUE MMPOBOJIA OT 3aMKa K cooTBeTcTBYIOMIeH Kiiemme (NO/NC) pere.

«HopManbHO OTKPBITOE» COCTOSIHHE MPOU3BOJAUT OTKPBHITHE 3aMKa MPU OTCYTCTBUU HaIPSKEHUS
MUTaHUS TTaHEeI!.

«HopManbHO 3aKpBITOE» COCTOSTHUE YAEPKUBAET 3aMOK B 3aKPBITOM COCTOSIHUU MPU OTCYTCTBUU
HaMpsDKEHUS MTUTaHUS TTaHEeTH.

[Tanens moaAep)KUBaET MOMKIIOYCHUE TPEX BEPEH/BXOJ0B. YTIPABICHHE M HACTPOMKA KaXKIIOTO
pene npousBoguTcsa otaenbHo. [TogpobHo onucano B m. 3 gaHHOTO pykoBojacTBa. [Ipu mapamieasHOM
MTOAKITIOUEHUH 3aMKOB HEOOXOIMMO YUUTHIBATDH, UYTO KKIIOE peJie pacCUYMTaHO Ha HAarpy3Ky 3 A mpu 220
B nepemennoro HanpspkeHus 1 3 A nipu 30 B mocTosSHHOr0 HanpsiKeHUsL.

Tunoas cxeMa MOJKITIOYEHHSI 3aMKa IBEPH IIpe/ICTaBlIeHa Ha PUCYHKe 3.

BAKHO! [Ipu nodxknoueHuu 3amMKa peKomeH0yemcs 8biN0IHAMb mpebo8aHus, npeovasiiemole K
3AUUMHOMY OUOOY:

— MakcumanibHoe nocmosiHHoe oopamuoe Hanpsiicernue — 1000B;

—  MAKCuManbHulll (CpeOHuUll) npsamol moxK Ha ouoo — 3A;

— MakcumanvHoe npamoe Hanpsixcenue — 1,78 npu 3A.

2.4.5. TloxgkiroueHue KHOMOK «BERIXom»

[Tanens moaaepKUBAET MOAKIOUYEHHE 10 TPEX KHOIOK «BBIX01.

Hacrpoiika pexxuma paGoThl KHOITOK TPOU3BOAUTCS COTJIACHO M. 3 TAHHOTO PYKOBOJICTBA.
Tumnoas cxema NOAKIIOUYECHUS ITPEACTABIICHA HA PUCYHKE 3.

Bo3moxno nonkmouenne kHonku ainss MI'H. Hactpoiika kHOnKY onucaHa B 11.3.

2.4.6. TlogkimoueHHe OXpPaHHOTO MAarHUTOKOHTAKTHOTO W3BELIATEINs

OxpaHHBII MATHUTOKOHTAKTHBIN u3Bemareas (CMK) — 3To ycTpoiicTBO, KOTOpOE YCTaHABINBAIOT
Ha JIBEpU C LEIbI0 KOHTPOJISL UX MOJOKEHHS U 3aIIUThl OT HECAHKIIMOHUPOBAHHOTO MPOHUKHOBEHHUSI Ha
00bekT. OCHOBOM JTaTYMKA SBIISETCS MATHUTOYIIPABIISIEMBIA KOHTAKT.

MarHuTOKOHTaKTHBI T€PKOHOBBIM JATUMK — OJMH M3 OCHOBHBIX JIEMEHTOB OXPAHHBIX CHUCTEM,
OTCJICKUBAIOIINX aBTOMAaTUYECKOE OTKPBIBAHUE U 3aKPhIBAHUE JBEPEN MM OKOH, BOPOT, IIJIar0ayMoB.

HacTtpoiika npon3BoauTCs COraacHo M. 3 JaHHOTO PyKOBOJCTBA.
TumnoBas cxema MOJKJIIOYEHUS MPE/ICTaBICHA HA PUCYHKE 3.

2.4.7. TlogxmioueHHe aHAJIOTOBBIX AOOHEHTCKUX YCTPOUCTB

B kadectBe aOOHEHTCKHMX YCTPOWCTB MOTYT HCIIOJIb30BAaThCA IMAHEIW YIPABICHUS U
aHAJIOTOBBIC/TIU(POBBIE TPYOKH.

[TonnepxuBaeMblie aHAJIOTOBBIE TPYOKH:

e TKII-01 6penna METAKOM;

e TKII-05 6perna METAKOM;

e TKII-06 6peana METAKOM;

e TKII-09 6perna METAKOM,;

e TKII-12 6penga METAKOM;

e TKII-14 6penna METAKOM;

e A5 06penna ELTIS;

e VKII-7 6penna VIZIT;

e VKII-12 6penna VIZIT;
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e UNIFON SMART U 6penna Cyfral;
e KC-1K 6penna Cyfral.

[Tonnep>xrBaembie LU(POBBIE TPYOKH:
e FE-12D 6penna Falcon Eye;

e [M-8d 6penna Laskomex;

e [C-8d 6penna Laskomex.

AHaIOroBbIe TPYOKH MOJKIIIOYAIOTCS Yepe3 KOMMYTaTop kKoopauHaTHO-marpuuHblii (KKM) ms
nomodonoB. Pekomenayercs ucnonbzoBath KKM Eltis 7.3 nnm Beward KMD-100S. TumnoBas cxema
MOJKJIIOUEHUS MIpescTaBlIeHa Ha pucyHke 5, rae kieMMbl D0..D9 u EO0..E9 cooTBeTcTBYIOT HOMEpPY
aOOHEHTA.

LLnHa pecaTtkos WwuHa eguHuy

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9
A A A A A A A A A A A A A A A A A

-
-

KesapTtupa
Ne 1

KesapTtupa
Ne 58

Keaptupa
Ne 90

D0 D1 D2 D3 D4 D5 D6 D7 D8 D9 ‘ED E1 E2 E3 E4 E5 E6 E7 E8 E9

Kommytatop (KKM)

) G LU LN

GND DT LN

AHanoroBblii BbIXop,
BbI3bIBHOW NaHenu

Pucynox 5 — TumnoBast cxema MOJKIIOYECHUSI aHAJIOTOBBIX A00HEHTCKUX YCTPOMCTB
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CrucoK IOCTYMHBIX K MOAKIIOYECHHIO KOMMYTAaTOPOB M MX MapaMeTpoB MPUBEACH B Tadmuie 3.

Ta6muma 3 — JlocTynmHbIe KOMMYTATOPBI U UX MTApaMETPhI

Jlnanazon Heo0xoaumocTh ao1. Bo3moxkHOCTH MapaJLieIbHOM
Moaeanb
a00HEHTOB MUATAHUSA KOMMYTallUH
CYFRAL KI'M-100 1...100 Ha (15 B) Her
BEBAPJ] KKM-100S2 1...100 Ha (12 B) Her
BEBAP/] KKM-108 1...800 Ha (12 B) Ha
BEBAPJ] KKM-105 1...500 Ha (12 B) Jla
Eltis 7.1 1...100 Her Her
Eltis 7.3 1...300 Her Ha
Eltis 7.5 1...500 Her Ja

H[ZI/IMe‘-IaHI/IeI Bo3MokHOCTB HapaHHeHBHOﬁ KOMMYTAllUU T1O3BOJIACT O6’be,Z[I/IH}ITB B OJHY CHUCTCMY
HeckoJibko kommyTtatopoB. Hampumep, Eltis 7.3 u Eltis 7.5 wnm Eltis 7.5 u Eltis 7.5.

[Ipumeuanue: k koHTtakTy U Ha KKM nogkiodaercss OMOTHUTEIbHOE MUTAHUE B COOTBETCTBUU C
Tabaunen 3.

[Tocne moaxmoueHust a0OHEHTCKUX YCTPOUCTB HEOOXOAUMO BBIITOJIHUTH UX HACTPOUKY:

® VYCTaHOBHTH peKMM AHAJIOTOBBIii Ha BKJIa ke AHAJOroBasi TUHUSA web-uHTepdeiica nanenu;

e VKka3aTh MHTEpBaJ] HOMEPOB a0OHEHTOB JUI aHAJOIOBBIX TPYOOK Ha BKJIAJKe AHAJOroBasi
JIMHUSA web-uHTepdeiica maneny;

e BriOpars KKM u3 cniucka J0CTYIHBIX;

® VYCTaHOBUTH JIsi BBIOPAHHOIO MHTEpBaja a0OHEHTOB COOTBETCTBYIOLIMM THUN 3BOHKAa Ha
Bkiaske Iliian BbI30BOB web-unTepdeiica manenu (Bpy4yHyro JUIsl KaXX10ro aDOHEHTa WK C TIOMOLIbIO
3arpy3ku csv* (aiina);

e [IpousBecTn ayaMo HACTPOWKM aHAJIOrOBOWM JIMHUM Ha BKJIaJke Ayamo web-uHTepdeiica
nanenu. [TonpobHoe onmcanue web-unTepdeiica mpeacTaBiaeHo B 1.3.2 TaHHOTO PyKOBOJCTBA.

[udpossie TPyOKH MOAKIIOYAIOTCS HAMPSAMYIO K TAaHEIH, K KJIeMMaM aHaJIOTOBOT'O BBIXO/1A.
K manenu Bo3MOKHO MOAKIIOYeHHE HE Oosiee 256 ab0OHEHTCKUX MU(PPOBBIX TPyOOK. THIoBas cxema
MOAKJIIOUEHUS MIPEACTaBIeHa Ha pUCYHKE 6.

I
GND DT LN

AHanoroBbIN BbIXoq
BbI3bIBHOW NaHenun

Keaptupa Keaptupa Keaptupa Keaptupa
Ne 1 Ne 58 Ne 90 Ne 256

Pucynok 6 — TumnoBas cxema moaAKII0YeHUs TU(PPOBBIX a00OHEHTCKUX yCcTpoiicTB HacTpoiika

HOMepa abOHEHTa MPOU3BOIUTCS B COOTBETCTBUH C JOKYMEHTAIe a00HEHTCKOTO
YCTPOMCTBA.

[Tocne moaxmoueHust a0OHEHTCKUX YCTPOUCTB HEOOXOAUMO BBIITOJIHUTH UX HACTPOUKY:

e VYcranoButh pexxuM Lludposoii Ha BkIIagke AHAJIOroBasi JIMHUA web-uHTepdeiica maHemu.

® VYCTaHOBUTH i1 aOOHEHTOB COOTBETCTBYIOIIMK THIN 3BOHKA Ha BKJIaake IliaH BHI30BOB
web-unTepdeiica manenu.

e [IpousBecTn ayuo HACTPOIKM aHAIIOTOBOM JIMHUM Ha BKJIaJKe AyaAuo web-untepdeiica
nanenu. [TonpobHoe onucanue web-unTepdeiica mpeacTaBaeHo B M.3.2 TaHHOTO PyKOBOJCTBA.
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2.5. DOkcruryaTtanus NaHeau
2.5.1. HMupgukanus maHeau

Muanukanug nagenu:

e  HaxaTue KIaBUIIM: €MHOX/bl MOPratoT LU PHI KJIaBUATYPBHI.

e  BbI130B: OBICTPO MOpraeT KHOIIKA BBI30BA.

Pa3roBop: MeJIEHHO MOpraeT KHOIKA BbI30Ba.

Ommbka: OBICTPO MOPTaeT KHOIKA 3aBEPIICHUS BBI30BA.

PasroBop 3aBepiieH: MEJIEHHO MOPIaeT KHOIKA 3aBEPIICHHUSI BBI30BA.
Br13oB 112 u KoHchepx - COOTBETCTBYIOIINE KHOIIKHA OBICTPO MHTAIOT.
Pasrosop 112 u KoHcbepik - COOTBETCTBYIOIINE KHOIIKY MEIJIEHHO MUTAIOT.

2.5.2. Br13oB aboHenTa

BrI30B a00HEHTA Ha HOABE3JHOM ,Z[OMOd)OHeI

J1st BBI30Ba a0OHEHTa, HEOOXO0IMMO Ha KJIaBHAType NaHen HabpaTh HOMEp a0OHEHTa/KBapTUPHI U
Haxarb KHONKY «BbI3OB» . Ecnu Homep Obl1 HabpaH omuO04HO, It OTMEHbI/cOpoca HE0OX0IUMO
Haxath KHONKY «CBPOC» @ Jl1s1 BBI30Ba KOHChEpKa/qucneTdepa HeoOX0AMMO HaAKaTh KHOTIKY

I o
«KOHCBEPX» . J11s1 BBI30BA SKCTPEHHOM CITY>KObI HEOOXOIMMO HaXKaTh KHOTIKY 12 .

Brb130B aboHeHTa Ha 1oMOdOHE, YCTAaHOBJICHHOM Ha KaJUTKE:
Jlnst BBI30Ba a0OHEHTa, HEOOXO0IMMO Ha KJIaBUAType MaHeIu Ha0paTh HOMEpP I0Ma M Ha)KaTh

kHonKy «BbI3OB» , 3aTeM HaOpaTh HOMEP a0OHEHTa/KBAPTUPHI U HAXKATh MTOBTOPHO KHOTIKY

«BbI3OB» . Ecnu Homep Obl1 HaOpaH He BepHO WK OUIMOOYHO, ISl OTMEHBI/cOpoca HE0OX0IUMO

Haxatb KHONKY «CBPOC» .
[Tpu BBI30BE Ha auciuiee OyaeT oToOpakeH BhI3bIBaeMbIii HoMep B hopmate XXXX.YYYY, rue

XXXX —nomep 1oMa, YYYY — HOMEp BbI3bIBaeMOro abOHEHTA.
[Tpu BBI30BE Ha MOIBE3THOM TOMO(OHE, KOTOPBI OTHOCUTCSA K BBI3BIBAEMOMY aOOHEHTY, OyJeT
0TOOpaXKeHO COO0IIEeHUE «3AHATOY.

BAKHO! J[na ¢hopmuposanust 6b1308a He0OX0OUMO NPOUZBECHU HACMPOUKU NAHENU CONACHO
n.30anH020 pyKo8oOCcmaa.

2.5.3. 3aBepllcHHE 3BOHKA

3aBepIlIeHNE BBI30BA IPOUCXOJMUT IIOCJIE 3aBEPUICHUS BBI30BA WJIM IIOCIIE OTKPBITHS JIBEPH.
Hacrtpoiika 3aBepuieHus 3BOHKa BbINONHsAETCS BO Bkiaake Hacrtpoiiku. O0mue Web-unrepdeiica.
Bo3MmoxHBIE yCIIOBHS 3aBEPIICHUS 3BOHKA!

e [lo oKOHYAHHIO BBI30BA;

e [lo oTkpeITHIO IBEPH;

e Uepes lc mocie OTKPBITHS ABEPH;

e  Uepes 2¢c mocie OTKPBITHS ABEPH;

e  Uepes 3¢ mocie OTKPBITHS ABEPH;

e  Uepes 4¢ nmocie OTKPBITHS ABEPH;

e Uepes Sc mocie OTKPBITHS ABEPH;

e  Uepes 6¢ mocie OTKPBITHS ABEPH;

e UYepes 7c mocue OTKPBITUS JBEPH;

e  Uepes 8c mociie OTKPBITUSL JIBEPU;
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e  Uepes 9c mocie OTKPBITHS ABEPH;
e Uepes 10c mociie OTKPBITUS ABEPH.

2.5.4.  OrtkpbITHE 1BEPU

Otkpeitne ¢ momombw NFC-kaprtel. Jlng otkpbitus aBepu ¢ nomombio NFC-kapTbl
HEOOXOAMMO, TIOJHECTH 3apErUCTPUPOBAHHYIO KapTy K CUMThIBaTento TnaHend. CUuThIBaTEIh
PacTOJIOkKEH O] SKPaHOM MMaHeu. B ciydae ycrenrHoro CYuThIBaHUS KapThl, IBEPh OYIET OTKPHITA.

OTtkpoiTHe ¢ moMombio PIN-koxa. [lonb3oBarens MOXKET BOCIIOIB30BaThCA TUYHBIM PIN-K010M.

J71st OTKPBITHS IBEpU HEOOXOIMMO HaXKaTh Ha KJIaBUATYPE PIN-xox . Eciu PIN-kon ObLT BBEZEH
HETIpaBWJIbHO, Ha JAWCIUIEe TMaHenu oToOpaxkaeTcs coolmieHue «/Jocmyn 3anpewen». B ciydae
ycnemHoro BBoaa PIN-koza, Ha nucriee mosBUTCS COOOIIEHUE «/[6epb OmMKpbuIma.

[Tocne oTKpBITHSI IBEpU M IO MOMEHTA 3aKPBITHS U(PPOBas 4aCTh KJIABHATYPhI OYIET MUTATh.

2.5.5. AmnmapatHsIii cOpoc

[MpunynutensHas mepe3arpy3ka TaHEId OCYIIECTBISETCS IOCPEICTBOM  OJHOKPATHOTO
KpaTKOBpEMEHHOro HaxaTusi KHomku «Reset» («COpoc»), pacronoXeHHOW Ha THUIBHOW CTOpPOHE
ycTpoiicTBa (cM. yHKT 11, pucyHoxk 1).

Jlng BeImosTHEHUS cOpoca 710 3aBOJICKUX HACTPOEK HEOOXOAMMO y/IepP:KUBATh YKAa3aHHYIO KHOIIKY B
TedeHne 8 cekyHA. [IpomomkutensHOCTH TpOIeaypbl cOpoca cocTtamisier okoyno 1 muHyTHL I[lepen
HayajioM cOpoca Ha dKpaHE MaHENIH OTOOPa3UTCA MPEAYINPEKIAIIIee COOOIIEHHE O HEM30eKHOM
yAaJICHUU TOJIh30BATEILCKUX HACTPOCK.

@ BAKHO! Copoc yoanum éce noiv308amenbCKue HACHPOUKU.

3. Hacrpoiika naneau

3.1. MeH10 aaMHHHCTpaTOpa MaHEeI!

MeH10 afMUHUCTpaTOpa MPeAOCTaBIsIeT psl (GyHKUUN, BKIIOYAIOLUH MMOTydYeHrne nH(OpMaLud O
CHCTEeMe, HACTPOIKY IMapaMeTpOB CETEBOTO MOIKIIFOUEHUS U T00aBiieHne KapTel/kitoua u PIN-koxa.
Jl7is BX0Jla B MEHIO aIMUHUCTPATOpa HA MaHEeIH, HE0OXOAMMO TIPOU3BECTH ABOWHOE HAXKaTHE Ha

kHOTKY « BBI3OB» , 3ateM HaOpath ko1 3623. By MeHIO aIMUHUCTpATOpa MPEACTABICH HAa PUCYHKE
7. BbIXoa U3 MEHIO aIMUHUCTPATOPa MPOUCXOUT aBTOMATHIECKH TIPU OTCYTCTBUU JICHCTBUH B
TeueHnu 20 CeKyH/I.

InasHoe MeHK

1 [CeteBble HacTpoiikm

2 Wndopmauma o6 ycTpoilcTee
3 [lobaBneHue Knkua

4 [lobasnenwe kopa poctyna

5 AsTomatuyeckiii coop Knoven
6 Cbpoc HacTpoek

PucyHok 7 — Bua MeHIO aAMMHUCTPATOPA MTaHEIN

Hasuramus MeHI0o aIMUHUCTpATOpa MpUBecHa B TabuIe 4.
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RUBETEK

Knonka

JleiicTBHe

o

MEePEX0]I/OTKPBITUE COOTBETCTBYIOMIETO ITyHKTA MEHIO

nepexo; K mpeapiaymeMy 3kpany uarepdeiica. Knonka «Copocy»

0.

BBOJ] COOTBETCTBYIOIICTO CUMBOJIA

::l(nm.:hep]u:] CHUMBOJI «.» B HacTpoiikax [P moaxmtouenus
112 OYHCTKA BBEICHHBIX JaHHBIX
MOITBEPIKICHUE/COXPAaHEHNE BBEJCHHBIX JaHHBIX. KHOMKA
«BbI130B)»
3.1.1.  IIpocMoTp uH(pOpMAIUK O MTaHENN

Ipocmotp nndopmaunu 06 ycrpoiicTe

BrmonauTs BXOJ B MCHIO aAMHUHHCTpATOpa

[nagHoe MeHw
CeTeBble HacTPOMKM
2 WudopmaLina b ycTpoiicTee
3 [lobaBneHue Knioua
4 [lo6asnenve Koja pocTyna

5 ATomaTiyeckuit coop Kno4en
6 Copoc HacTpoek

Haxxath KHONIKY «2» Ha KJIaBUaType NaHeau it
BxoJa B myHKT MHdopmanus 00 ycTpoiicTse.
B paznene noctynHa nndopmanus o Bepcuu
npomnBku 1 MAC-anpece ycTpoiicTBa.

Wndopmaumua ob yctpoiictee

Bepcnn NPOLMBKM

2 MAC-appec
3 AHanoroBas NuHUA

Jl1st mpocMOTpa BEpCUHU MPOIIMBKH YCTPOHUCTBA
HE0OXOAMMO HaXKaTh KHOMKY «1». st Bo3BpaTa K
pebIAyIIeMy pa3ieray Heo0X0IMMO HaXXaTh
KHOIIKY

«Copocy.

Hns mpocmoTpa MAC-aapeca ycTpoiicTBa
HE00XOIMMO HAXKaTh KHOIKY «2».

st mpocMoTpa HaNPSKEHUST aHAJIOTOBOM JIMHUU
HE00XO0IMMO HaXKaTh KHOIKY «3», a 3aTEM BBECTH
HoMep aboHeHTa. JIJig Bo3BpaTa K mpeablIyleMy
paszzaeny HeoOX0AUMO HaXkaTh KHOIIKY «COpocy.

Bepcua npolMBKK
1.0.0
MAC-appec
00:00:00:00:00:00
AHanorosas nMHK HanpsxeHue nuHUU
|BBenute Homep aboHeHTa: 1000 V

IIpocmorp undgopmanum o cetu
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['naeHoe MeHio
CeTeBble HACTPOMKM

2 Wkdopmaums o6 ycTpoiictee
BpInosHUTE BXOA B MEHIO aIMUHUCTPATOPA 3 [lobasneHne Kknioua

4 [lobagnenve Kopa poctyna

5 AsTomartnyeckuii cGop Kkno4en
6 Copoc HacTpoek

CeTeBble HaCTPOMKU
Haxarb kHONIKY «1» Ha KJIaBUaType MaHeIu s MHdopMalina o ceTH

Bxo/a B yHKT CeTeBble HACTpOlKH. B paznene 2 Pexum pabore! IP

ocTynHa HHGOPMAIIUS O CETH, BLIOOP PEKUMA S Heipghid [P

A6OTH 1 HACTDOMKH TP 4 Pexum pabotbl bpaHamaysp
P p ’ 5 CbpocuTb nopTl

h WHdopMauma o cet \

Jliis mpocMoTpa HHGOPMAIIUK O CETH HaXKaTh 2 IP-appec

KHOIIKY «1». 3 Macka
4 o3

5 LUupokoBeLuatensHbIid agpec
6 DNS

JIy1st MPOCMOTpa CTaTyca He0OX0 MO HAXKaTh Craryc IP aapec

KHOTIKY «1». [[ns1 BO3BpaTa K npeablayiemMy
pazaeny HeoOXOAMMO HaXKaTh KHOMKY

«Copocy.

st mpocmoTpa IP-anpeca HeoOX0aMMO HaXaTh
KHOMIKY «2». [[71st BO3BpaTa K Mpeabayemy
paszieny HeoOX0IMMO HaxaTh KHOMIKY «COpocy.

[oaK noyeHue 192.168.2.100

Jlst mpocMOTpa MacKu CETH HEOOXOMMO HaXKaTh Macka Llinto3
KHOIIKY «3». Jly11 Bo3BpaTa K NpeAbIAyLIEMY
paszueny HeoOX0IMMO HaxaTh KHOMIKY «COpocy.
st mpocMoOTpa OCHOBHOTO LILTI03a CETH
HE0OXOAMMO HaXKaTh KHOMKY «4». Jlyist Bo3BpaTa K
IpebIIyIIeMy pa3ieny HEe00OX0IUMO HaXKaTh
KHOTIKY «COpocy.

st mpocMOTpa MIMPOKOBEIIATENILHOTO aJipeca CETH
HE0OXOAMMO HaXKaTh KHOMKY «5». st Bo3BpaTa K
mpeapIAymcemy pasacity HE00X0IMMO HaXKaTh 192.168.2.100 8888
KHOIIKY

«Copocy.

st mpocmoTpa DNS cetn HeoOxoaumMo HaxKaTh
KHOIIKY «6». JIJ11 BO3BpaTa K peAbIAyLIEMY
paszieny HeoOX0IMMO HaxaTh KHONKY «COpocy.

255.255.255.0 192.168.2.1

LnpokoBelwaTensHblid agpec DNS

3.1.2.  CereBble HACTPOUKHU

I'nasHoe MeHi0
CeTeBble HACTPOMKM

2 Wndopmauma ob ycTpoiicTse
BrimoaauTh BXOJ B MCHIO aAIMHUHHUCTpATOpa 3 [lofagneHue Kntoya

4 Nlobasnenve Koma focTyna

5 AsTomaruyeckuit cBop knioden
6 Copoc HacTpoek
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Haxartp kHOTIKY «1» Ha KJIaBuaType MmaHeau s
BXoJa B MyHKT CeTeBble HACTPOKH. B paznene
JOCTyITHA UH(OPMAIIHS O CETH, BEIOOp pexrMa
pabotsl, HacTpoiiku [P u HacTpoiika pexxnma
paboThI OpanaMayap.

CeTeBble HACTPOIKH
MHbopmaums o ceu

2 Pexum paborsi P

3 Hactpoiiku IP

4 Pexum paboTbl BpaHamaysp
5 CbpocuTb nopThl

YcranoBka pe:xxuma padorsl IP

Ha nanenn BO3MOXHO BBIOpaTh OJIMH U3 IBYX
pexxuMoB paboTsI IP:

1.Cratuueckuii [P 2./Ilunamuueckuii [P (DHCP)

/171 5TOrO HaXKaTh KHOMIKY «2» W NIEPEUTH B pa3ael
Pexxum padorsl IP. BeiOpaTs cooTBeTCTBYIOMNIMA
MyHKT MEHIO C ITOMOIIBIO KHOMOK «1» 1 «2» 1
Ha)XaTh KHOIKY

«Bb130B». [Ipy ycriemHoM COXpaHEHUH HACTPOEK B
MEHIO OyieT oToOpakeHo coobmienne « HacTpoiiku
nodasJieHbl!». [Ipy BOSHUKHOBEHHH OLTHOKH B MEHIO
Oynet oroOpakeHo coobmieHne « HempaBuibHbIe
HACTPOMKHU!»

BAJKHO! [lepeo svibopom pescuma Cmamuyeckui
P neobxooumo npouszgecmu nacmpouxu IP 6
coomsemcmayouem NyHKme MeHio.

Pexwum pabortel IP

1 Cratuyeckui P
2 lnHammyeckuid IP (DHCP)

Hacrpoiiku IP

J1711 yCTaHOBKH ITapaMeTpPOB CETEBOTO
nojkoueHus (Hactpoek IP) HeoOxoauMo HaxaTh
KHOTIKY «3» 1 nepeiitu B pazaen Hacrpoiiku IP.
B paznene 1ocTynHbl HACTPONKH:

-1.IP-anmpec

-2.Macka

-3.11mr03

-4 . 1llupokoBenaTenbHbIN aapec

-5.DNS

Hactpoiiku IP

2 Macka

3 LWmo3

4 LlupokoBeLuaTenbHbIiA agpec
5 DNS

J171st HAaCTPOWKH CETEBOTO MOIKIIIOUYCHUSI BRIOpATh
COOTBETCTBYIOIIUMI IIYHKT MEHIO. [IJIsi COXpaHEHUs
BBE/ICHHBIX JAHHBIX HAXKaTh KHONKY «Bp130By». Jlns

Jlnia BbIxoa 6€3 COXpaHEeHUsI HaXKaTh KHOIIKY
«Copocy.

[Ipu ycrenrHoM COXpaHEHUU HACTPOEK B MEHIO
Oyznet otoOpaxkeHo coobmienne «HacTpoiiku
nodasJieHbl!». [Ipy BOSHUKHOBEHUH OIHUOKH B
MEHIO OyJIET OTOOPaKEHO COOOIICHUE
«HenpaBuiabHbIC HACTPOHKH !

BAKHO! Cumson «.» cmasumcs npu Ha)camuu Ha
kHonky «Komncveporey.

OUMCTKH BBEJCHHBIX IaHHBIX HAXKaTh KHOMKY «112».

IP agpec Macka
192.168]] 255.255]]
Wmo3 LLnpokoBewaTenbH.Ii# agpec
192168 192.168]
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EK

BAKHO! Jina cmabunvhoi SIP-pecucmpayuu
pexomenoyemcs ucnoavzosams DNS-cepsep
Anoexca: 77.88.8.8.

8881

DNS

Pesxxum padoTbl Opanamayip

Ha nanenu BO3MOXHO BBIOpATh PEXUM pabOTHI
Opanamayspa.

J11st 5TOTO BHIOPATh COOTBETCTBYIONTUHN ITYHKT MEHIO
C TIOMOIIIBIO KHOTIOK «1» U «2» M Ha)KaTh KHOMKY
«Bb130BY.

1. Beixirrouen 6panamayap.

2. Bxurouen 6panamayap.

Pexxnm paboTbl 6paHgmaysp

BeiknoueH 6paHgmayap

2 Bkniouen 6pangmaysp

COpoc HacTpoek U MOPTOB

Jlnst cOpoca HaCTPOEK MaHeN! K 3aBOJICKUM B
['maBHOM MeHIO OTKPBITH pazaen COpoc HACTPoeK U
3areM BbIOpaTh MyHKT IloJiHbli cOpoc nnu be3
ceTeBbIX HACTPOEK (B ATOM cllydae cOpOCsSTCs BCe
HACTPOMKH, KpPOME CETEBBIX MapaMeTpoB). B
CJIEyIOIEeM OKHE MOATBEpIUTE cOpoc.

3aBofcKue HacTPONKU

I'nasHoe MeH0

2 ViHdopMaums o6 ycTpoilcTee
3 [lobaBnenne Knioua

4 [lobagnenme koga AocTyna

5 AsTomatudeckuii cOop kioden
6 COpoc HacTpoek

2 Be3 ceTeBbIX HAacTpoek

Jlnst cOpoca 3HaueHU CETeBBIX IOPTOB K 3aBOACKHM
B pasnene CereBble HACTPOWKHU BHIOPATH ITYHKT
CopocuTb NOPTHI U MOATBEPAUTH cOPOC, BEIOpaB
MYHKT 1.

CeTeBble HAaCTPOMKK
2 Pexum pabotel P

3 Hactpoiku IP

4 Pexum paboTbl OpaHamayap
5 COpocutb nopTbl

MogTBepauTe cbpoc NopToB
CpocTs
2 He cbpacbligath

3.1.3. JloOaBneHue Kiroya

BAZKHO! J[obasnenue knioua maxaice modicem npouszsooumscs yepe3 Web-unmepdpetic, u yepes

ungopmayuonnslli cepaep.

BBIHO.HHI/ITI: BXO0J B MCHIO aI[MI/IHI/ICTpaTOpa.
HaxxaTp kHOTIKY «3» Ha KJIaBHAType TMaHEeIH s
BX0/1a B MyHKT Jlo0aBiieHne Kio4a.

B paznene noctynHa npuBsi3Ka Kio4a K
KOHKPETHOMY HOMEPY KBapTHUPHI.

[nasHoe MeHio
(CeTeBble HaCTPOMKM

2 Viudhopmaling o6 ycTpoiicTe
3 [lobasnenue Knoya

4 [lo6asnenve Koga AocTyna

5 Astomartuyeckuit cBop Knioyen

6 COpoc HacTpoek
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[Ipu noGaBneHNY KITFOYA YKA3BIBAETCS HOMED [lo6asute Knioy Boi6epute pene
KBapTUPHI. 3aT€M Ha)KaTh KHOMKY «BBI30B». 1 Pene 1
Jlanee BBIOpATh pene, TOCTYI K KOTOpOMy OyaeT 2 Pene 2
TIPEeIOCTABIATECS KITIOUOM. 3aTeM HaKaTh Beenute HoMep KBapTHpbI 3 Pene 3

4 Pene 1 (BHewHee)
5 Pene 2 (BHewHee)
6 Pene 3 (BHewHee)

KHOTIKY

«Bp130BY.

B Mmento Oyzner oToOpaxeHo cooOIIeHue o
J0OABJICHUH KJIF0Ya, IIPU ’TOM HEOOXOIUMO
MOJTHECTH KITF0U K BCTPOSHHOMY CUHTHIBATEIIO,
PacIIOJIOKEHHOMY BOKPYT SKpaHa. MonHecuTe KMoy K 3KpaHy
[Tpu ycnemHom 100aBIeHUH KITFOYa B MEHIO
Oyner otToOpakeHo coobmenne «Kirou
A00aBJIeH!», a TAaKXKe MPO3BYYUT 3BYKOBOI
CUTHAJI HA)KaTHs KJIaBUIIK. B ciiyyae HeygauHO
MOTIBITKY JOOABICHHS — 3BYK OIIHUOKH.
BAKHO! ®yuxyus 0obasnenus kuouei
HeO00CmYNHA NPU BKAIOUEHHOM YPOBHE
bezonacnocmu SL3.

No6aButb Knioy

3.1.4. JloGaBnenue Koja qocTymna

BAKHO! J[obasnenue kooa docmyna makaice Moxcem npouzsooumocs uepez Web-unmepgetic u
uepe3 UHGOpMayUOHHbLL cepaep.

BBIMOSHUTE BXOI B MEHIO aJIMHHHCTPATOPA. [nagHoe MeHio
HaxxaTp KHOTIKY «4» Ha KJIaBHaType MaHeJH JIst CeTesble HaCTpO/ki
BX0/a B IyHKT Jlo0aBjieHHe KoIa A0CTYyIA. 2 Vinpopmauma 00 ycTpoiictae
B sTom pasaene qocTyHa IpuBsA3Ka KoJaa 5 inbatirete o

OCTYyIIa K KOHKPETHOMY HOMC KBapTUPHI d ﬂUﬁaBﬂeHHe Kfia AocTynd
AOCLy P Y Py KBAPTHDEL. 5 Astomartuyeckuit cGop Knoyei

6 COpoc HacTpoex

[Tpu noGaBieHUH K01a AOCTyIA YKa3bIBACTCS

06aBuTb Kog aocTyna
HOMEP KBAapTUPHL. 3aT€M CIIETyeT HaKaTh i A Rocty e Blh'GEp'"E pene
KHOTIKY «BBI30B» U BBIOpATH pene, TOCTYI K . P:;z 5
KOTOPOMY OYJIET IPEIOCTABIISATHCS KOJIOM. Bae/iTe HoMep KBapTHDHL 7 Pene 1

4 Pene 1 (BHewHee)
5 Pene 2 (BHeuwHee)
6 Pene 3 (BHewnee)

3aTeM HaXkaTh KHONIKY «Bb130B». B MeHI0 Oyner Ro6asute kop Aoctyna
0TOOpaXXeHO COO0IIeHNE O TOOABICHUH KO/JIa,
IPY 5TOM HEOOXOJMMO YKa3aTh YEThIPEX3HAUHBIN
KOJIl U CHOBA Ha)KaTh KHOIIKY «BBI30BY.

[Ipu ycnemnom no6aBiieHUH KO/1a B MEHIO OyIeT
otoOpakeHo cooOmieHue «Koa modaBiaen!y.

Beeaute koa moctyna: 123]

3.2. Web-unrepeiic
Web-untepdeiic Bkimodaer B ceOs (QyHKIUM aAMUHUCTPATOPCKOTO M IOJIb30BATENILCKOTO

uHTepdeiica, a TakKe MO03BOJISET MPOU3BOAUTE OOHOBJICHHE MPOTPAMMHOI0 00ECTICUECHHUS.
[Ipumeyanue: MakCuMalbHOE YMCIIO OJTHOBPEMEHHBIX MOJKIIOYEHUM K OJTHOW MTaHeJId — S5 IIT.

3.2.1. Bxonm uepe3 Web-unrepdeiic

Bxon npu ycranoBienHoMm pexxume padoTsl [P - nuanamuaeckuit [P (DHCP).
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Jns Bxona B Web-unrtepdeiic HeoOX0AMMO MPOU3BECTH MOJKIIOYEHUE MAHEIH K poyTepy HIU
DHCP cepBepy. IP agpec Oymer monydeH aBToMatuuecku. [1orydeHHBI aapec MOXKHO MOCMOTPETh B
HacTpoiikax anMuHuctparopa (Bkiaaka 1.CereBble HacTpoiikn—1.Mudopmanmsa o ceru—2.IP
aJipec) B HACTPOIKax poyTepa, B CIIUCKE MOJKITIOYCHHBIX YCTPONCTB Ha cepBepe u B Web-unTtepdeiice.

Bxon npu ycranoBneHHOM pexxume padbotsl IP - cratuueckuii IP.

st Bxoma B Web-untepdeiic Heo0X0oauMo POU3BECTH MOAKIIOUEHUE MTAHENIN K MIEPCOHATBHOMY

KOMIIBIOTEPY UIIM KOMMYTAaTOpYy.

B Opay3epe B agpecHol CTpPOKY BBeCTH ycTaHOBJIEHHBIH [P agpec manenu.

C [ ® https//192.168.1.10

£}

R2

B oTkpbIBIIEMCSI OKHE BBECTH JIOTHH M MapoJsib i Bxoja B Web-uHTepdeiic n HaxkaTh KHOIKY

«Bxon». ITo ymonyanuro:
JloruH: admin
[Tapons: Rubetek34

Bxon

MNonb3oBaTent *

Mapone *

Bxon

[Tocne Bxoxa OyneT oTOOpakeH IIIaBHBIM AKpaH, HA KOTOPOM IpeJcTaBieHa o01ias HHpopMaIus

00 ycTpo¥cTBe.

Rubetek SIP: [1] 3apeructpuposaH Bbiaos 3aBepLUEH

Cuctema

BLE-xnio4 HeBepeH (type: 21, code: 70AES0)

WHopmaums o6 ycTporcTae

Mogens RV-3434

uuid 129060de-0002-1700-8081-324c1959c 102
Cepwitwwii womep

CocTommme No 0T Cloud certificates!
{AaTa n Bpeus AoMOGOHA 02011970 010829
BPeMA PABOTEI AOMOBOKA 2208:29

Cpuload, % 152

Mem total, kB 50924

Mem free, kB 2668

Storage 0 free, % 15

Storage 1 free, % 86

SW mspcun 2026.05 202146408
HW sepcmn Rev 10-Date — 20~
Bepcun mogenn 23

coopra HTTPS

IP anpec
WiMpOKoBRWIATENLHLI APEC
Macka nopceTH

Wrios

MAC apec CBBED2C1B22F
OcHosHo# DNS 1020001
AononHuTeNkHbIA DNS

IP agpec L2TP

Epemn cosanHenna VPN 00:00:00

(5)

bIHTH

OCHOBHBIE JIEMEHTHI TJIABHOTO OKpaHa:

1. HUudopmanuonHas crpoka. ColepKUT JaHHbIE O BBI30BE/HOMEpE, Ha KOTOPBIN MpPOU3BEECH
3BOHOK (AHAJIOTOBBIH - aHAJIOTOBBIN BBIXO/) U JAHHBIE O KapTe-KIItoue, KOTopas Obljla CYMTaHA TaHEIbIO.

2. Ioas3oBareb. MiMs nonb30BaTensi, KOTOPHIA MPOU3BET BXOJl B CUCTEMY
3. BsIxoa. Beixoa u3 Tekyliei y4eTHON 3aNMCH MOIb30BaTENs

4. Menro. CoaepxuT B ceOe BCe JOCTYITHBIC pa3/Ieibl U BKIIAIKH.
5

OxHo akTHBHOTO pa3aeaa. CoaepXuT 6JJOKH BEIOPaHHOT0/aKTUBHOTO pa3iesia/BKIAIKH.

3.2.2. Bxopa uepe3 SSH

s Bxona uepe3 SSH Heobxoaumo BeicTaBuTh ¢utar «Bxmounts SSH» B web-untepdeiice, mocne

4ero K MaHesu BO3MOKHO Oy/IeT MOJIKIIIOUYUTHCS Yepe3 KOMaHIHYIO CTPOKY.
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HOI[K.HIO‘IGHI/IG o mnapoiro Mmpou3BoAUTCA C IOMOIIBKO KOMAaHIbI B q)opMaTe

RUBETEK

«ssh

root@ip_nomodona-p mopt». [locie 3Toro HeoOxoaumo OyAET BBECTH Maposib aAMUHUCTpaTopa. Ecin
aJIMUHHUCTPATOPOB HECKOJIBKO, TO MIEPBOTO B CITUCKE IMOJIb30BATENICH.

HOI[KJIIO‘IGHI/IG 110 KJIII0YY IMPOU3BOAUTCA C TOMOIIBIO KOMAaH/IbI B (bopMaTe
«ssh -i/myts_xk TIPUBATHOMY _ximtouy root@ip aomodoHa -p mopT»

E¥ Windows PowerShell

Windows PowerShell
(C) Kopnopauma MaiikpocodT (Microsoft Corporation). Bce npasa 3awmMueHsl.

MonpobyiTe HoByw KpoccnnaTdopmenHyw obonouxy PowerShell (https://aka.ms/pscore6)

PS C:‘\Users\User> ssh root@l92.168.55.141
root@l92 . 168.55.141"'s password:

3.2.3. Pazmen «Cucremay

Paznen conepxuT criemyronue BKIaIKH:

WNudopmanus 06 ycrpoiicTe
JICKpeTHbIE BXOAbI/BBIXOIbI
IIpsimMas TpaHcsAus
OO0cTyKUBaHHUE CUCTEMBI
CamoamnarsocTuka
CucremHsle J10ru

2KypHai Bb130BOB

KypHan npoxo10B

CereBble yTUIUTHI

Pexxum paboTsl

Bxnaaka « Mudopmanms 006 ycTpoiicTBe» COINECPKUT CISAYIONTYI0 HHPOPMAIIHIO:

Moaeab — MOACIb TTaHEITH;

Uuid — yHUKanbHBIN HIeHTU(UKATOD;

CepuiiHblii HOMep — HOMEP U3/EIUA MTPU TPOU3BOCTBE;

CocTosinne — cocTosiHHE TMaHenu (moakmodeHue Kk ceprepy loT, moakmoueHune

CUMTBIBATEISl, AKTUBHBIN PEKUM);

Jara u Bpemsi 1oMooHAa — YCTAaHOBJICHHBIE 1aTa U BPEMS;

Bpemsi padoTbl JoM0¢0oHA — BpeMst paOOTHI IOCIIE TOCIEAHETO BKIIIOUCHHUS,
CPU load,% — 3arpy3ka npoleccopa B IIPOLICHTaX;

Mem total, KB — 00111e€ KOJIHYESCTBO MAMSITH;

Mem free, kB — xomn4uecTBO CBOOOJHOM NaMATH;

Storage 0 free, % — cBo60HOE MecTO B 0 XpaHWIIMIIE B MIPOLIEHTAX;
Storage 1 free, % — cBoO01HOE MeCTO B | XpaHUIIUIIE B MPOIICHTAX;

SW Bepcus — Bepcus TpOrpaMMHOTO 00€CTICUeHUS;

HW Bepcusi — Bepcus anmapaTHOUN pa3paboTKH;

Bepcust moaesn — annapaTtHasi BEpCUsi MOJIEINH;

COopka — npoTOKOJ Nepeaadyu JaHHBIX;

IP aapec — IP agpec nanenu;

IlInpoxoBewmaTeIbLHBIN aApec — CETEBOU aJpec, UCIOIb3YEMBIN IS IIEpelayd Ha BCE

yCTpOﬁCTBa, MOAKIFOYCHHBIC K CCTU CBA3HU C MHOKCCTBCHHBIM JJOCTYIIOM;

Macka nmoaceTv — Macka IIOJACCTH,
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IIL1r03 — OCHOBHOM IIITI03 CETH;

MAC aapec — MAC anpec nanenu;
OcnosHoit DNS — ocnoBHoi DNS;

Jonoanurenabubiiit DNS — nononautenbabiii DNS;
IP agpec L2TP — IP anpec, nonyuennsiii ot VPN cepsepa
Bpems coenqunennst VPN — Bpems paboThl coeuuenus ¢ ceppepoM VPN. Dkpan BKIIagku

HNudopmaumst 06 ycTpoiicTBe IPEACTABICH HUXKE.

Moaene

Uuid

CepuiHbIA HOMEpP
CocToRAHKWe

Oarta u epemAa gomodhoHa
BpemA paboTbl AOMOGOHA
Cpu load, %

Mem total, kB

Mem free, kB

Storage 0 free, %
Storage 1 free, %

SW BepcuR

HW Bepcua
Bepcua Mogenn
C6opka

IP agpec
LLiupokoBewaTenkEHbIA agpec
Macka nogcetn

Linoz

MAC agpec

OcHOEHOW DNS
OononHUTenNkbHEIA DNS

IP agpec L2TP

Bpema coegnHeHHA VPN

Hdopmauusa ob ycTponcTsee

RW-3434
129d60de-0002-1700-8081-32dcfB59¢c1b2
NFC not secured. No 'loT Cloud' certificates!
06.01.1970 21:31:35

5 days, 18:31:35

295

59984

2560

75

82

2025.03.168074792
Rev.10-Date:— 20—
23

HTTPS

10.202.0.80
10.202.0.255
255.255.255.0
10.202.0.1
C8&8E:D2:C1:B2:2F
10.200.0.1

00:00:00

RUBETEK

[IpencraBieHHble JaHHBIE HOCAT MH(POPMAIIMOHHBIN XapaKkTep U He MOTYT ObITh OTPEJaKTUPOBAHbI

Bxianka «/{uckpeTHbie BXOAbI/BHIX0AbI»

Ha JaHHOW BKIajke. s MX H3MEHEHHWs HY)XHO IepeiTH B COOTBETCTBYIOLIME pa3aensl Web-
uHTepdeiica.

Bxiiagka colepKUT HAaCTPOWKHM AMCKPETHBIX BXOJOB/BBIXOJOB. B 1aHHOW BKJIaIKe BO3MOXKHO

OKpaH BKIaaKH «/lMcKpeTHbIe BXOABI/BBIXOAbD) IPEACTABIEH HUXKE.

YCTAaHOBUTh COCTOSIHHE peJie YIpaBJICHHsS 3aMKOM JBEpH, JUIsl 3TOrO0 HEOOXOIMMO HaXaTb Ha
COOTBETCTBYIOIIUN peXuUM B cTpoke pene. B crombie CocTosiHHE MOXXHO IOCMOTPETh CTaTycC
JTUCKPETHOTO BXO/a (MOAKIIOUEHHOM KHOMKH OTKPBITHUS ABEPH ).
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[OuckpeTHble BXoabl

Input A OTKPEIT
Input B OTKpLIT
Input C OTKpHT

[OVCKpeTHble BbIXOAb!

Relay 1 Brnwo4yeso BrNIOYHTE BBIKNIO4UTE "‘OTKpEITHE' 3aKkpeiTHe'
Relay 2 BrnwoueHo BRMOYHTE BHIKNIOMHUTE 'OTEpBITHE' ‘3aKpeiThe’
Relay 3 BbiKnoueHo BroYHTE BuknioumuTe ‘OTKpBITHE' ‘3aKpeiTne’

Bxuanka «Ilpsimast TpaHcasiums»
Ha Bxu1ajike BO3MOKHO BECTH MPOCMOTP MIPSIMON TPAHCIIAIUU BUJIEO C TOMO(OHA.

Rubetek

SIP: He sapendcTpuposan § MonbsoBarent: admin  Bhitn

Cucrema

Cem

WhdpopmaLius 06 ycTpoiicTae
LMCKpeTHbIe BXOREI/BLIX0AL!
TpAMas TPaHCNAUMA
OBCNYyKUBAHIE CUCTEMBI
CamopuarHocTuka
CucTemHble Norm

JKypHan Bbi30808

KypHan npoxoaos

Peskum paBotes

MHepkom

Hacrpoikn

LD}

Bxrnaaka «O0c/ykuBaHHe CHCTEMbD»

Ha BKkJ1aixe BO3MOXKHO:

CO3/1aTh PE3EPBHYIO KOMHUIO0 KOH(pUrypanuu nmanenu. st BRITpy3Ku KOH(PUTYpaIuu C IIIaHOM

BBI30BOB HEOOXOJMMO YCTAaHOBUTH COOTBETCTBYIOUIYIO METKY. [l BBIFPY3KHM HAacTpPOEK BBI30Ba
MOIBE3THBIX A00OHEHTOB (TIPU YCTAHOBKE HAa KAJUTKE) - YCTAHOBUTH METKY;

3arpy3HTh CTapyro KOMHIO KOH(UTYpaIiH MTaHelH;

OOHOBUTH MPOLIUBKY MaHENH;

nepe3arpyska, B TOM YHCJIE 10 PacliCaHUIo;

MIPOU3BECTH COPOC 0 3aBOACKUX HAacTpoeK. /i coXxpaHeHHsl CEeTEeBhIX HACTPOEK HEOOXOIMMO

YCTaHOBUTH COOTBETCTBYIOIIYIO METKY.

Jnst co3nanust pe3epBHOM KOMMU KOH(GUTypanuy (HaCTPOEK) MaHeId He00X0IUMO BBIOpATh
crioco0 pe3epBUPOBaHMS M HaKaTh KHONKY Pe3epBupoBaTh. [locie dero ykazaTh myTh JJIsl COXPaHEHUS
¢aiina HacTpoeK.

Jnst BoccTaHOBIIEHUS KOH(UTYpAIK BRIOPATh COOTBETCTBYIOITHNH (paityt 1 HakaTh BocCTaHOBUTD.
[Tpu axtuBaiuu MeTku « UIrHOPUPOBATH ceTeBble HACTPOIKMY) TEKYIIUE TTapaMeTPhI CETH YCTPOKUCTBA
He OyIyT U3MCHECHBI.
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Jlnst 0OOHOBJIEHUS MTPOIIKMBKH AaHETH HEO0X0IMMO HaXKaTh KHONIKY Bb10op daiina. Ykazars myTh K
(haiiry mpOIMBKY M HAKaTh KHOIKY OOHOBHUTD.

OyHKIUS aBTOMAaTUYECKOH Iepe3arpy3ku 1o pacnucanuio. OdecrneunBaeT nepe3amnyck
yCTpOWCTBA B 3aJlaHHBIC MHTEpBaJbl. HacTpoiika BO3MOKHA IByMsI CITOcOOaMu:

1. BeiOop KOHKPETHBIX AHEH HEIEIU U BPEMEHHU.

2. Be10op ¢puKCHpOBaHHOTO YKCIIa MECAIAa U BPEMEHHU.

BAKHO! ®yuxyus «llepezacpyska no pacnucanuioy» akmueupyemcs moabvko nocjie KOppeKmHou
HacmpouKu CUCIeMHO20 epemeru ycmpoticmea (6pyunyio unu uepes NTP).

OkpaH BkiIaaku QO0cayKMBaHUE CUCTEMbI ITPEJCTABIICH HIXKE.

PesepBupoBaTh koHUrypauuo
[ B oTkpuiTom Buge

[J Pesepeuposars TnaH 8bi30B08"

o P b 'Kanutka. [ I KEAPTUD'

Pe3epBuposaTs

BoccTtaHoBUTL KOHUrypaLuuio

[0 Wrxopmposarh ceTesble HaCTPOHKH

Bribop paiina

BoccTaHoBNTb

OBHOBMEHWEe CUCTEMBI

BriGop thaitna

OBHOBHTE

Mepesarpyska

Mepesarpyska

Mepesarpyaka no pacnucaHuio

BaxHo! GyHKUMA 'Tepesarpyska no pacnucanuio’ akTHBMPYETCA TOMbKO MOCNe KOPPEKTHOM HACTPOAKK
© cucTeMHOro BpeMeHM YCTPOICTEA (BpY4HYE0 M Yepe3 NTP). YBenuTecs, 4To Ha yCTpoiicTee
YCTaHOBNEHO NPABMLHOE BPEMA W AaTa

Mo gHam -

[ Kaxawii neHs OmOsr>dcpduyrdnrdce I Be
Bpews nepesarpysii
00:00

et mecsia

COXpaHuTh

C6poc 40 3aBOACKUX HACTPOeK

[ WrHopuposaTk ceTeBble HACTPOMKH

COpoc HacTpoek

Bxnagka «CaMoauaraHocTuKa»

JI1st caMOIMarHOCTUKY MTaHEIU MOKHO UCIIOJIb30BaTh BHYTPECHHUN U BHELIHUI CEPBUCHI.

[Ipu BKIIOYEHHH BHYTPEHHETO CepBHCa Ha TUCILICH TOMOGOHA KaXIble 5 MUHYT MOOYEPETHO
BBIBOJMTCS MH(POPMALIUS O TECTUPOBAHUH COCTUHEHUS C 1 M 2-bIM CHUI CEPBEPOM, a TAKIKE PE3yJbTaT
nuara URL BHemHero cepBuca. BpiBog uHpOpManuum Ha IUCIUICH CONMPOBOXKIAECTCS 3BYKOBBIM
COOOIIEHHEM M MHUraHHeM KJIaBHII OTOOS M BbI30BA. [IpH yCHENIHOM TecTe NpPOUTPHIBACTCS
COOTBETCTBYIOIIHI 3BYK, IPH HEYCIIEIIHOM 3BYK OIIMOKHU. TakxKe MpH yCIEUTHOM TeCTE MUTAeT 3eIEHas
KHOTIKA BBI30Ba, IPU HEYCIEITHOM KpacHasi KHOTIKA OTOOS.
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Jlis BHELIHEro cepBUCa HACTPaMBAETCS CETEBOM ajpec ¢ MOpToM M ayTeHTH(ukauums. Taxoke
MO>kHO BbIOpaTh nnpotokoi HTTPS (ecnu BeixitoueH, To padotaer mo HTTP). B nanHoMm ciydae nomodon
TECTUPYET BHEIIHUH cepBUC. Pe3ynbTaThl TECTOB MOXHO 3alpOCUTh, U OHU OTOOpa3sATCS TaKKe Ha
mucriee JoModoHa. B 3arpoce MOXXKHO BHIOpaTh BUJ MHIMKAIIMK PE3yibTaTa.

st pabotsl ¢ ceppepom 1o HTTPS HykHO 100aBUTEH cepTHU(PHUKAT B COOTBETCTBYIOIIEM pa3jeie

(paznen «HacTporikuy, Bkiaaaka «be3omacHoCTbY ).

Okpan BkIaku «CaMOIMarHOCTHKAy MPEJICTaBICH HUXKE.

»

Cucrema -~
CaMO,EI,VIaFHOCTI/I Ka
WMHdpopmauwms ob
yCTporcTBE HacTpolikn camoguarHoCcTUKK

[uckpeTHbIe BXOALI/BLIXOOk! [] Brrioun e sHyTpeHHMI cepanc

[MpAamMas TpaHcnALKA [[] Bkniounts BHelIHMIi cepBuc

OBCrnyMBaH1e cUCTEMbI [J Vicnonssosars HTTPS

CamoguarHocTuka URL BHelUHero cepeuca
XK XHKK XXX XHX:port

CuctemMHble noru Norux
KypHan BbI3OBOB

Mapons
}I{ypHan npoxolﬂ!ﬂs Taﬂmaw OXMAaHWA pe3ynsLTaToB BHELUHUX TECTOB

600
Pexunm paboThl 10-7200 ¢

WMHTEepKOmM -~
MocnegHWe pe3yneraThbl TECTOB

MnaH BbI30BOB MocneaHWe BpeMA NPOBSPKK: ???

Bxirouats/OTKIII09aTh BHEITHUI U BHYTPEHHUN CEPBUCHI, a TAKXKE BBIINOIHSTH 3apOC TUArHOCTUKU
MO>KHO U3 a/IMUH-MEHIO BbI3bIBHOM naHenu (I'J1aBHoe MeHI0 — CepBuc — CaMOIHATHOCTHKA).

BKn BHELIIHHiA cepum

OTnpame 3anpoc

Bxnanka «CucreMHbIe JIOTH)

Bo Briagke oroOpaxaroTcs Bee JIorH (coObITHs) naHenu. JJlaHHas BKIIaKa MpeIHa3HaueHa JIs
paboThI CHCTEMHBIX aJIMHHHCTPATOPOB U CIYKOBI TEXHUYECKOTO 00CTy KUBaHUs. [|JIs COXpaHEHUs Bcex
JIor-3amyceil Ha TOKaIbHBIHA JUCK, HEOOXOAUMO HaKaTh KHONKY BoIrpyska .

Take BO3MOKHO OTGUIBTPOBATH 3aMKMCH IO BBEICHHOMY 3HaUEHHIO. DKpaH BKIAIKU
«CucTeMHbIe JIOTW» MPECTABIICH HIKE.
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CucteMHble noru

duneTp C &

Jan 2 @3:22:51 dhclient: bound to 18.282.8.42 -- rensewal in 254 seconds. Y

Jan 2 @3:22:49 Tuner: [I] Remew/rebind IP address: 18.282.8.42, interface: eth@ .

Jan 2 @3:22:49 root: Renew/rebind IP address 10.202.8.42 on eth@

Jan 2 @3:22:49 dhclient: DHCPACK from 16.282.8.1

Jan 2 @3:22:49 dhclient: DHCPREQUEST on eth® to 108.282.8.1 port &7

Jan 2 @3:22:34 VAM: [I] Health up AL EXCELENT 'RTSP_SERVER3'

Jan 2 @3:22:34 VAM: [I] Health up AL EXCELENT 'RTSP_SERVERG'

Jan 2 @3:22:34 VAM: [I] Health up AI EXCELENT 'RTSP_SERVER7'

Jan 2 @3:22:34 VAM: [I] OpenlpcSemaphoreN suffix:Ailpc_Sip_lcl

Jan 2 @3:22:34 VAM: [I] OpenIpcSemaphoreN suffix:Ailpc_Sip_rmt

Jan 2 @3:22:34 VAM: [I] OpenlpcSemaphoreN suffix:Ailpc_RTSP_SERVER3

Jan 2 @3:22:34 VAM: [I] OpenIpcSemaphorel suffix:AiIpc_RTSP_SERVERG

Jan 2 @3:22:34 VAM: [I] OpenIpcSemaphoreN suffix:AiIpc_RTSP_SERVER7

Jan 2 @3:22:34 VAM: [I] ObtainListOfSubscribers AL cnt:5

Jan 2 @3:22:34 VAM: [I] CloseIpcSemaphoreN name:Ailpc WebRTC1

Jan 2 @3:22:34 VAM: [I] CloselpcSemaphoreN name:Ailpc Sip_lcl

Jan 2 @3:22:34 VAM: [I] CloselpcSemaphoreN name:Ailpc Sip_rmt

Jan 2 @3:22:34 VAM: [I] CloselpcSemaphorel name:Ailpc RTSP_SERVER3

Jan 2 @3:22:34 VAM: [I] CloseIpcSemaphoreN name:Ailpc RTSP_SERVERG

Jan 2 @3:22:34 VAM: [I] CloselpcSemaphoreN name:AiIpc RTSP_SERVER7

Jan 2 @3:22:34 VAM: [I] Health up VI EXCELENT 'RTSP_SERVER3'

Jan 2 @3:22:34 VAM: [I] CreateGroupedUsedVideosFormats VI cnt:2

Jan 2 @3:22:34 VAM: [I] OpenIpcSemaphorel suffix:Vilpc_Sip

Jan 2 @3:22:34 VAM: [I] OpenlpcSemaphoreN suffix:Vilpc RTSP_SERVER3

Jan 2 @3:22:34 VAM: [I] ObtainListOfSubscribers VI cnt:2

Jan 2 @3:22:34 VAM: [I] CloselpcSemaphoreN name:Vilpc WebRTCL

Jan 2 @3:22:34 VAM: [I] CloseIpcSemaphoreN name:Vilpc_Sip

Jan 2 @3:22:34 VAM: [I] CloselpcSemaphoreN name:Vilpc RTSP_SERVER3

Jan 2 @3:22:34 WebRTC: [I] CloseIpcSemaphoreN name:Ailpc_kebRTC1

Jan 2 @3:22:34 WebRTC: [I] CloselpcSemaphoreM name:Vilpc_kebRTCL

Jan 2 @3:22:33 WebRTC: [I] Management::(ClosellebRtcSession: client 'RubicomeliebApplO9BC254° closed

Jan 2 @3:22:33 WebRTC: [I] dtls_srtp: dtls-connection closed (Connection reset by peer [184])

Jan 2 @3:22:33 WebRTC: [I] dtls_srtp: dtls-connection closed (Connection reset by peer [184])

Jan 2 @3:22:087 WebRTC: [I] EmcodeVideo. ---- KeyFrame received

Jan 2 @3:22:087 WebRTC: [I] Set video encoder: H264 packetizstion-mode=1 (1848576 bit/s, 25.88 fps)

Jan 2 @3:22:87 WebRTC: [I] mediatrack: start video

Jan 2 @3:22:87 WebRTC: [I] Management::Peerconnection. stream established: 'video'

Jan 2 @3:22:87 WebRTC: [I] peerconnection: medisenc event 'Secure’ (video,RTP)

Jan 2 @3:22:87 WebRTC: [I] dtls_srtp: ---» DTLS-SRTP complete (video/RTP) Profile=AES _(M_128 HMAC_SHAL B0 o

\x________________________________________________________________] 3

B 5ore MmoxxHO mocMoTpeTh HH(pOopMaIHio o kadecTse npomeaniero SIP Be3oBa.

= = T
Aug 26 11:31:29 Sip: [I] audio PEEs @ (us)
Aug 26 11:31:29 Sip: [I] audio Receive. pkt.report: 381; lost: 8; Jitter: 4.48
Aug 26 11:31:29 Sip: [I] audio Transmit. pkt.report: 209; lost: 8; jitter: 4.48
Aug 26 11:31:29 Sip: [I] audio Receive. packets: 339; avg. bitrate: 48.8 (kbit/s); errors: a
Aug 26 11:31:29 Sip: [I] audio Transmit. packets: 317; avg. bitrate: 456.5 (kbit/s}; errors: a

CratucTtuka oToOpakaeTcs TOIBKO MO ay10 JaHHBIM.

1)
2)
3)
4)

5)
6)
7)
8)

Packets — o011iee KOIMYECTBO ayTMO MMAKETOB.

avg. bitrate — GUTpeNT COrIaCHO OTMPABICHHBIM U MOJYYCHHBIM ayIHO TIaKEeTaM.

€rrors — OIIKOKH BO BpEMs NepCaavuun IakCTOB.

pkt.report — KOTM4ECTBO MAKETOB, KOTOPHIE GPUKCUPYIOTCS ISl H3MEPCHHUS JUKUTTEPA, Tt
(Bpems mepenauu nakera Tyaa u ooparHo) u MOS.

lost — KoIMYecTBO OTOPOIICHHBIX TAKETOB.
jitter — qposxaHue cUrHasa.

MOS — cpenHsis OLieHKa CUTHajIa.

rtt — Bpems mepeiayu makera Tyjaa u oopaTHo.

OTtobOpakeHue MOCIeTHUX MSATH MapaMeTPOB HAYHETCS HE cpa3y, a IPUMEPHO yepe3 Sc mocie

Haydalia pa3roBopa, YTOOBI HE MCKA3UTh CTAaTUCTHUKY MIPOHCCCa YCTAHOBJICHUS CBA3U.

Bxianka «7KypHaJ BbI30BOB)
Bo Bkiagke oToOpaxkaroTcsi BCce BHI30BBI, COBEpIICHHBIC Ha TaHe . Ta0nuia TaHHBIX COIEPHKHUT
CJIEYIOIINE TOJIA:

Jlata 1 BpeMs BbI30BA;
No xBapTHpBI;

Howmep;

Cratyc 3BOHKA;
JnmATensHOCTS, M;
Turm 3BOHKA.
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Jlu1st coXpaHeHwust KypHasa BEI30Ba HEOOXO0IMMO HaXKaTh KHOIKY BBITPY3HUTH ¥y .

Dkpad BKIagku 7KypHaJ BI30BOB IIPEICTABIICH HIKE.

>KypHan Bbi30BOB

C & X

fata Bpems W KEapTUps
©1-91-1970 83:35:18
12-12-2021 15:42:04
18-12-2021 16:42:14
18-12-20821 16:43:25
19-12-20821 16:43:33

1
4
4
3
3
5
1
3
3
4
3
3
5

1g-12-20821 192.
1@-12-2821

18-12-2821

18-12-2821

18-12-2821

18-12-2821

18-12-2821

18-12-2821 192.
@3-81-1978 19:38:4 192.
@3-81-1978 19:31:25 192,
©3-91-1978 19:31:39 192,
@3-21-1979 19:32:18 192,
@3-91-1979 19:32:43 192,
@3-91-1970 19:33:49 192,
@3-91-1979 19:39:05 192.
13-12-2021 192,
13-12-2821 192.
13-12-2821 192.
13-12-2821 192.
13-12-2821 ip:1958192
13-12-2821

13-12-2821

13-12-2821

13-12-2821

13-12-2821 1995ip:1958192.
13-12-2821 1995ip:1998192,
13-12-2821 a9 192,
13-12-2021 5

13-12-2021 5

13-12-20821 5

13-12-2821 5

13-12-2021 1995ip:195@192.
13-12-2821 19951p:199@192.
13-12-2821 5

13-12-2821

95ip:0ea9ls

Homep
12
281167
2e1167
@e1les
@e1168
168.8.19
12
281168
281168
801167
281168
281168
168.8.19
168.8.
168.8.
168.8.
168.8.
168.8.
168.8.19
168.8.
168.8.
168.8.
168.8.
168.8.
168.2.

08091998192.168.2.14
02091998192.168.2.14
02091998192.168.2.14
08091998192.168.8.19

168.8.19:5868
168.8.18:5868
168.8.19

168.8.18:5060

168.5.18:5060
199

92.168.8.19

MpumaT
Nponycx
Nponycx
Nponycx
Nponycx

MpuHaT
Nponycx
Npomycx
NpuHAT

LnuTensHocTs,

CODOHEHEHHOR R WREN WO NS SO

LY

sIp

SIP
SIP
SIP
SIP
SIP
5IP
5IP
5IP
5IP
S5IP
5IP
S5IP

Tun zsomxa
sIP
sIP
sIP
sIp
SIP

npAMol BuECE

sSIP

SIP

s5IP

SIP

SIP

SIP

ApAMOH BuEGE

NpAMOR BmEcE

NpAMOR BuEoB

NpAMOA BHEC0E

NpAMOA BHE0E

NpAMOR BHEO0B

npAMol BuEcE

npAMoR SuEoE

npAMOR BuEOB

npAMoH BuEOE

i BezoB

i secson
AMOH BREOB

SIP npsi BmZ08
SIP npamoil BeEGE
SIF npAMmoi BmEoB
NpAMOA BHE0E
AManoroswi
Ananoroswit
sIP
AHANOr 0BbIR
SIP npamoil BuECB
AMOl BL3OB
ARBACT OBbIR
SIP NpAmMOR Besos

Bxianka «7KypHaJu npoxonoB»
Bo Britajzike 0ToOpaXkaroTcsi Bce MPOXO/Ibl Uepe3 ABEPU, KOHTPOIUpyeMble maHenbto. Tabnumna
JAHHBIX COAEPIKUT CIEAYIOUINE MO

JIn1st coXpaHeHMs )KypHalla IPOXO0I0B HEOOXOAMMO HAKaTh KHOIIKY BBITPY3HTH 1.

JlaTta u Bpems;

Tun nocryna;

Ne xkBapTupsi;
CooO1ienue;
JIMCKpETHBIE BBIXO/IbI,
Craryc.

3KpaH BKJIaIKH «}KypHaJI MpPOoX0aA0B» IMPEACTABJICH HUIKE.

RUBETEK
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YXypHan npoxoaos

C & X

Bxianka «Pe:xxum padoTb»

Bxiiagka moO3BOJSIET aKTHBHPOBATH PEXUM pabOThl MaHend. B 3aromoBke pexuMa MOXKHO
IIOCMOTPETH €ro CTaTyc. AKTHBALMS PEXXUMA 3aIlyCKAaeT HACTPOCHHBIE JIOTHYECKHE LEOYKH BO BKIIAJKE
Hacrpoliku. Jloruka JHCKpPeTHBIX BbIXOA0B. lIpy akTuBamuu pexuMa NPOUCXOOUT OTKIHOYCHHUE
KOMMYHMKAIUH [TAHEIIU, CTAHOBSTCSI HEAKTUBHBIMU KJIABUATYpa, CYUTHIBATEIN U BBI3OBBI.

PesxxuM 4pe3BbIYalHOM CUTyallUM MMEET BCTPOEHHBIE 3aBOJCKME HACTPOMKM M 3BYKOBOE
olnoBellleHHe. 3arpy3ka ayauodaiina NMpou3BOAMTCS BO BKJIAJKe 3BYKOBbIE YBeJIOMJICHHSI B II0J€
YpesBbyaitHasg cutyanus. [lonb30BaTesbCKUil peXUM HE HMMEET HACTPOEK IO ymoadaHuro. Jlius
YCTaHOBKM HACTPOEK pEeXHMa HEOOXOAMMO TMEpelTH BO BKIAJKY 3BYKOBbIE YBeIOMJICHHS.
ITosb30BaTe/ILCKUIH pesKUM. 3BYKOBbIE HACTPOIKY yCTaHABIMBAIOTC BO BKiIaake Hacrpoiiku. Ayano.

Pexum onoBelieHus: SKUIBLOB HMMEET BCTPOCHHBIC 3aBOJICKHME HACTPOMKH. [l yCTaHOBKH
MPOUTPBIBAEMOT0  COOOILIEHUS HEOoOXOAMMO HaxaTh KHONKY BbiOepute ¢aiij, 3atem ykazaTh
pacniosiokeHue ¢aiga W HaxaTh KHONKY 3arpy3uTbh. KopoTkas BCIUIBIBAIOIIas —IOJACKa3Ka,
NOSBIAIONIAACA TpH HaBeJeHHH Kypcopa Ha @, mosBonser 03HAKOMHTBCS ¢ TpeGOBAHHAMH K
3arpy’kaeMbIM (aitsam.

B pexume ycraHaBIMBaeTCs KOJMYECTBO IIOBTOPOB B OJHOM LIMKJIE M KOJIMYECTBO LUKIIOB. [Ipn
BhicTaBieHUHU (iara «C 103BOHOMY COOOIICHHE OYACT MPOUTPHIBATHCS TOJIBKO MMOCIE CHITHS TPYOKH.
[Tpu otcyrctBuM uara coobuieHre OyneT MpOUrphIBaThbCc aBTOMaTH4ecKu. B mone «auTeJbHOCTD
OIOBEIIeHUs)» MOXKHO 3a1aTh BPEMEHHOM ITPOMEXYTOK IIPOUTPBIBAHMS ONOBELICHU. Eciu ke 3HaueHue
Oyzet paBHO 0, TO OTOBEIIEHUE OTKIIOUUTCS MTOCTIE 3aJaHHOT0 KOJIMYECTBA LIUKIJIOB U IOBTOPOB.

Mapkep «Hcmosb30BaTh napa/uliejbHblil pe:kuMm (Toabko aaa KMD-100S)» mno3Bosser
BKJIIOYHMTD OMOBEIICHUE Ha BCE TPYOKH OJHOBPEMEHHO. JTO paboTaeT TOIbKO ¢ KomMmyTatopoMm Beward
KMD-100S.

IIpu Bxmrouennn Mapkepa «HMcmoan3oBaTh ayamogaiin pexmma YC 1 onoBelieHHsl Ha
AUHAMMK MaHeJIW» CHCTEMa HCIHOJb3yeT 3BYKOBOW (hailn, mpeaBapuUTENbHO 3arpy’KeHHbIH B OJIOK
YpespbruyaitHas cUTyalus pa3/ciia 3ByKOBbIe YBeAOMJICHHS.

B nosne UcTOYHMK omoBelieHUsI 3BYKa MOXXHO BbIOpaTh, I UMEHHO CpabOTaeT OMOBEIIECHUE:
TOJIBKO Ha TPYOKe, TOJIbKO Ha JIMHAMMKE WM Ha 000MX YCTPOHCTBaX cpasy.

[Tone Ipuopurer onoBemenusi (Tpyoka wm dunamuk). [TapameTp onpenensier ouepeaHOCTh
M0JIa4M 3ByKa MPH BHIOOPE HECKOJIBKUX UCTOYHUKOB. Ecnu BeIOpan npuoputer « TpyOkay, 3ByK cHavaia
BOCITPOM3BOJIUTCS HA TPyOKe, a 3aTeM Ha quHaMuke (1 HaoOopoT). [losle akTUBHO TONBKO MpU BEIOOpE
HECKOJIbKUX HCTOUYHUKOB 3BYKA.
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PeXXum onoBeLLeHWA XUNbLOB  Buiknioueto

Brno4MTL

=100

100

0-100 (npw 0, dhyHKLMA paboTaeT NOCTORHHO)
)CTh ONOBELEH

30

1-7200 (npw 0, dyHELMA OTEMOYEHE)
+ WcnonezoBate NnapannentHeli pesim (Tonsko gna KMD-100S)

[ Wcnonb3oeaTk ayavodaiin pexuma YC ana onoBelleHUA Ha AuHaMuK NaHenu
[1HaMuK u TpyoKa -
OUHAMNK -

Buioepute paiin @@ He aarpykeH

BOCNpPOM3BECTH HA NAHENH 3arpyanTb YOANWTb

VYrpasnenue (aiaoM OCYMIECTBISIETCS C TMOMOIIbI0 KoMaHi: «Bocmpou3BecTH Ha MaHeTW»
(Bocmipomn3BeicHUE), «3arpy3uThy (3arpy3Ka Ha MaHENb) U «YAAJTUTh) (YIAUICHHE U3 CUCTEMBI )».

[Ipy BKIIIOYEHUH MOJB30BATEILCKOI0 pe:KMMa Ha AWCIUICE MaHeNH OYIeT OTOOpakaThCs
COOOIIIEHUE «PEKUM TOJIH30BATEIS.

Pexxum aBTOCOOpa KiIOYEHl He MMEET IOMOJHMUTEIbHBIX HacTpoek. llpu BKiIIOUEHHH pexnMa
HE00X0MMO BBIOpaTh pese, KOTopoe OyIeT OTKPBHITO ¢ MOMOIIbI0 coOpaHHBIX Kitouel. [locme yero
HE00X0IUMO MTOOYEPETHO MOAHOCUTH KITIOUU K MaHEH.

[Ipu akTUBaIM peXMMa OTKPBITHS JBEpel JT0ObIM KiItouyoM naHenbs cuuthiBaeT UID kiroueit u
OTKpbIBaeT JBeph 0e3 coxpaHeHus B «IlnaHe BbI30BOB». B nmaHHOM pexume NMpU MOJHECEHUH K
BHEITHEMY CUYUTBIBATEIO TIOOOTO0 KITF0Ya (B TOM YKCJIE M HOBOTO) POUCXOIUT OTKPHIBAHUE 3aMKa JABEPH.
JIisi BKITIOUGHHUSI peXUMa HEOOXOAMMO BBIOpaTh pelie, KOTOpoe OYyJIeT OTKPHITO C MOMOIIBIO JIFOOBIX
kirouen. [locie yero Haxarh KHONKY « BKIKYMTHY) U MOATBEPAUTH JIEUCTBUE BO BCIUIBIBAIOIIEM OKHE.
JI1st OTKIIFOUEHMS pEKMMA CIEAYET HaXaTh KHONKY « BBIKJIIOYHTBLY» U OATBEPAUTH ACHCTBUE.

OcobeHHOCTH paboTHI:

Ecnu BBIOpaTh pesie OCHOBHOTO CUMTHIBATENS, TO JIOCTYN Yepe3 BHEIIHWN CUMTHIBATENb OyaeT
MOJHOCTBIO OrpaHWdeH. M HaoOopoT, ecam BHIOpaTh pesie BHEUIHErO CUYHUTHIBATEINS, JOCTYI dYepes3
OCHOBHOH CUMTHIBATEb OyJIeT HEAOCTYIICH.

AnanoruyHasi CUTyalust NPOMCXOOUT ©O€3 BHEIIHEro CUYUTHIBATENsl — OHAa Kacaercs
UCKJIIOUUTENILHO OCHOBHOTO CUMTHIBaTeNsl. ECin KITloY 3ariporpaMMHUpOBaH JUTsl YIIpaBJIeHHs ABYMS pelie,
a peKUM aKTUBHPOBAH TOJBKO I OTHOTO, TO OTKPOETCS TOJIBKO OJIHA JIBEPb.

YroObl IpeOTBPATUTH TaKUE CIydan, HEOOXOIUMO YCTAaHOBUTH BCE HEOOXOJMMBIE peJie.

[Mpu BriroueHun pexnMa «CBOOOAHBIA MPOXOA» B 3aBUCUMOCTH OT HACTPOEK BpPEMEHHU
OTKpPBIBACTCS IBEPh JUIsI CBOOOJHOTO MpoXoza. 3aKkphIBacTCs (MEpexXoauT B paboduii pexxuMm) b0 B
3aJlaHHBI BPEMEHHOW MOMEHT, JIN0O OTKIIOYCHHEM PEKUMA.

Jy1st BKITIOUEHUST peKUMa BBIOUPAETCSl HY)KHOE pesie (0JHO UM HECKOJIBKO), MPU HEOOXOIUMOCTH
3a/laeTcs JIeHb HEIeNH, BpeMs, Aara.

Heobxo00umo svibpams kax Munumym 00uH OeHv Hedenu. Bpems nauana He modicem Ovimo
PABHO KOHEUHOMY 8PEeMEHU.

Pasznuya mexcoy oamamu ne mosicem 6vimv 601bULE 00HO20 2004l.

Ecnu ykasamv nauanvnoe 8pems Oonvule KoHeyHo20, mo pexcum 6yoem pabomams ¢ () 00

@ BAKHO! He oonyckaemcsi 3anyck pexcuma oes peie.
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KOHEYHO20 6pEMEHU U C HAHYAIIbHO2O 8pEMEHU 00 24.

OkpaH BKIaaKku «Pe:knuM padoThI» IPEICTaBIEH HIXKE.

PexuM YpesBblMaiHON CUTYaLUWUKN  Buiknioueno

BrnouMTL

PexvM OnoBeLLEHUS XUMbLOB  BeiknioueHo

BEMIOUYHTL

-100

-7200 (np# 0, DYHKUMA OTKNHUEHE)
~ WcnonbaoeaTk napannenktHsid pexum (Tonsko ana KMD-100S)

[0 Wcnone3oeats ayanodain pexuma YC AnA onoBeLeHNA Ha AMHaMWK NaHenu

LuHaMuk U TpyOka -

PHOPHTET OOBELLIGHILA (TS
LuHamuk -

Beibepute dain 0 He 3arpyxen

BOCNPOM3IBECTH HA NAHENH

YAanuTs

Monb3oBaTenbCKUAl PEXUM  Buikmioueto

BiniounTe

Pexiim aBToCcCOpa KINOYEN  Buimiouero

BKNouMTH
Pene 1
Pene(BuewwHui)

[ OtknioumTs yBenomnenne "[locTyn 3anpelyeq’ Ans ypoBHaA WwWiidpoeanma SL1

PexuM oTKpbITUS ABepU MOBbIM KNHOYOM  BuinioueHo

BiniounTe

Pene 1

PexxumM cBODOAHOTO NPOXOAA  BuikniousHo

[[] Buibipats BpemeHHoil AManasoH
[ Buiopate ananasoen gar

[[] OToBpasuTh TEKCT Ha AMCMNEN O BKNKYEHHA PEXIMA

BKNIOYHTL CuctemHoe apema: MaThuua, 02.01.1970 03:06:41
f

Pene 1

« Kaxawii 0eHb ~ MH & BT & Cp & Y1 & M1 & C6 & Bc

RUBETEK
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PaboTa ¢ gomkHuKkamm

BoibepuTe ayauodann Q 3arpy:keH 3aBopckoit - NotifyDebtors mp3 (17 4 KB, 00:00:08)

BOCNpeM3BECTH Ha NaHenu 3arpyantb YOanuTs

]

OUC

Wwmnopt CSV 3kcnopt CSV

Ne kBapTHp Kniou-rapra Fomkeuk

88888 Q000AAAAAAAAAN Het A

2 000000545A0488 Het -

1 0000009104F888 Het A

4 00000088045A54 Het hd

5 00000088043448 Het -

3 00004000001111 Her -

KonuuecTBo anemeHTos Ha cTpaHnue 10 - 1-6u3b

B paznene Pa6oTa ¢ 10/KHMKAMU TTPEICTABICH (DYHKIIMOHAJ OMTOBEIIECHUS O 33J0JDKEHHOCTH TPH
ucnonb3oBanuu RFID-kimroua. @yHKIMS ONOBELIEHUS O 3aJ0JDKEHHOCTH aKTHUBUPYETCS MTHOBEHHO IS
BBIOPAHHOrO KItoYa. AyAMOCOOOIIEHHE YCTAaHOBJIEHO MO YMOJIYaHHIO, HO NPH HEOOXOJUMOCTH MOXKHO
3arpy3uTh COOCTBEHHBIM ayauodailll ajs TOJI0OCOBOTO YBeOOMIICHUs. Takke B TaOiuIe KIIOYeH,
IPUCYTCTBYIOIUX B IIJIaHE BBI30BOB YCTAaHOBUTH CTaTyC JOJKHUKA (BBIOpaTh 3HaueHue «/la»). Ilocne atoro
IIPU MTOTHECEHUH K JIBEPU KIII0UYA CO CTaTyCOM «JOJDKHUK», Ha TOMO(OHE MOCIe COOOMEHHS 00 OTKPBHITHH
JIBEpU MPOUTPAETCS 3arpy’KEHHOE 3ByKOBOE COOOIIIEHHUE O JI0JITE.

Tabnuiy kitoYel MOXKHO SKCHOPTUPOBATH M UMIIOPTUPOBATH. 3arpy>KEHHBIA 3BYKOBOH (aiin
OIOBEILEHHSI MO’KHO BOCIIPOM3BECTU HA MAHEHU C IOMOIIBIO KHOIIKH B BeO-uHTEpdeiice.

B Xypnane mpoxof0oB KJIIOYM TeNepb MOMEYAIOTCS CTaTycoM (DOJDKHUK WM HeT, is_debtor:
true/false).

Pa6oTta ¢ gormkHukamm

BriGepuTe ayauodaiin 9 JarpyxeH 3aeoncrkon (MP3, 17.4 KB, 00:00:08)

BOCNPOM3BECTH HA NaHENN 3arpyanTe YanuTe

Mownck MmnopT CSV 3KCMopT C3V

N2 KBApTHPE Kniou-kapra [lomssng

KonuyecTso 3nemeHTOE Ha cTpanuue 10 - 0wnad

3.2.4. Pazgen «MHTEpKOM)

Paznen MHTEPKOM CONEPKUT CIEAYIONIUE BKIIATKH:
e [Inan BBI30BOB

Hacrpoiiku kBapTup

Hacrpoiiku nepeaapecanmii

Kanutka. Jlnanazonsl kBapTup

[ ]
[ J
[ ]
e Bros

35



RUBETEK

Bxnanka «Ili1aH BLI30BOB)

Ha Bkianke npeacrapieHa Tabiniia JAHHBIX ¢ IPUBSI3KONH HOMEPOB, KOJOB OCTYTA, KIII0Ua-KapThl
K OIpEACIICHHOMY HOMEPY KBapTHUPHI U peJie.

B none ¢uneTp BBOmMTCS 3HaueHue i noucka. Ilocie BBonma 3HaueHuss B Tabmuie OyayT
0TOOpa)KeHBI BCE 3aIUCH, B JTFOOOM I10JIe KOTOPBIX, IPUCYTCTBYET HCKOMOE 3HAUCHHE.

Ha Bkiagxke BO3MOXXHO 100aBJI€HHME HOBBIX 3alMCed, a TakkKe peJaKkTUPOBAaHUE WIHM yAalleHUE
CYLIECTBYIOIIUX.

JloGaBneHne mpou3BOAMTCS 3arpy3kor uepe3 ¢aitn CSV unm B pydyHOM PEXHME C MOMOIIBIO
kHONIKY HoBBIii.

Jlnia ynanenus 3anuceit, HeOOX0IMMO UX OTMETHTD, a 3aTeM Ha)KaTh KHONKY YAAJIMTh.

Jlns peaakTHpOBaHUS 3alMCH, HEOOXOIMMO HakaTh KHONKY M3MeHHTh B COOTBETCTBYIOILEH
ctpoke. OxkHO PerakTupoBaHme BbI30Ba COOTBETCTBYET OKHY JloOaBJiieHMe HOBOro BbI3oBa. [locie
BHECEHUS BCEX U3MEHEHHI HEOOX0IMMO HaxaTh KHOTIKY OK.

Okpan Bknaaku «IliiaH BbI30BOB» MIPEICTaBICH HUXKE.

Rubetek SIP: He saperucTpupoBaH - . Monaoearens: admin ~ Buliitn

Cuctema v
[MnaH BbI3OBOB

WHTepkom
[ WckaTe obpatHblii kog  Mouck MMnopT CSV 3KCnopT CSV HoBbIi YAanuTe

MnaH BLI30BOB
o (o Bpews
a - Ifw Homep  HoMEp(nomonH) Twn 3B0HKa ‘:{ xona- Kniow-kapTa Pene  Pene(Brewsuii
Hactpoiku kBapTup fpoctyna
Pene
1,Pere

2 Pene V3MEHHTH HacTpoiiku

]

HacTpoiiku nepeagpecaLui EXTERNAL 4 2 SIP+AHANOroBbIN BECCpoYHO

Kanutka. [lnanasoHsl KBapTup 34 4444 44441 SIP+Mepeaapecalma BeccpoUHo V3MEHHTD HacTpoiika

BbizoB 0000AAAAAAAAAA Pene 1 Pene 2,Pene3  M3meHWTb HacTpoiirm

88388 2002 2003 SIP+Mepeanpecauns 1005 1o 122024

2 2002 2003 SlIP+MNepeanpecauma bBeccpoyHo 000000545A0488  Pene 1 Pene 2 M3MEHNTL aCTPOAKM

CeTb v

O 0O 0O o

1 220 3233 SIP+Mepeanpecauua beccpoydo 0000009104F888  Pene 1 Pene 2 MameHnTs HacTpoitku

Jlist pydHOTO M00aBJICHHS TaHHBIX HEOOX0IMMO HakaTh KHOTMIKY HoBbIi. B oTKphIBIIIEMCST OKHE
HEO0XOIMMO yKa3aTh CIEIyIOIue TaHHbIE:

e Ne kBapTHPBbI — HOMEP KBapTUPBI, K KOTOPOIl MPOU3BOIUTCS MPUBS3KA,

e Homep — HOMep, KOTOpBI HE0OXOAMMO HaOpaTh Ui 3BOHKAa B JAHHYIO KBapTupy. s
HaCTPOWKHM BbI30Ba 4epe3 NoMOGOH KAIWTKH HOMep ykasbiBaercs B (gopmare N@IP, rne N - Homep
kBapTHphl Ha [Togsezagnom nomodowne, IP - ip-agpec [loxbezgHoro noModoHa, mpu 3TOM Ha JOMO(OHE
HE0OXOUMO BKJIIOYHTH NPOKCUPOBAHME BXOISAIIMX BbI30BOB Ha BKIaake Hacrtpoiiku. Bxoasimme
BbI30BBI;

e Homep (momosiH.) — HOMEp yKa3bBaeTcss s Tuma Bbi3oBa SIP+AHamoroBeiii s
OJTHOBPEMEHHOTO BBI30Ba Ha aHAJIOTOBYIO TpyOKy u uepe3 SIP cepsep;

o Tun 3Bonka — tun 380HKa SIP/ SIP + SIP (mo3BossieT 0fHOBpEMEHHO 3BOHUTH IBYM a0OHEHTaM
SIP cepsepa) /SIP+Ilepeanpecanus (corimacHo HACTPOSHHOMY BPEMEHH Iepeaipecaliiy BHI30B UAET Ha
nonoaHuTeNbHBIN SIP HOMep) /AHanorossiit/SIP nmpsmoii BBI30B (aHAIOTOBBIN BBIXO) HIIM KX COYCTaHUE.
Bribop mpoOM3BOAMTCS W3 PACKPBIBAIOLIETOCS CHUCKA. Takke MpPeayCMOTPEHBI TaliMayThl MEXIY
cmeHoi 3BoHKa SIP/Ananorossiii (10, 20, 30, 60, 120 cexynn). [Ipyn HeoOxoauMoCTH yka3aHHBIN BHI3BIBHOM
HOMEP BO3MOKHO 3a0JI0KMPOBATH U C/IENATh HEJOCTYITHBIM JUIS BBI30BA;

o Koa nocryna — PIN-kox jy1st pa300KUpOBKH penie, cM. 11.2.5.2 «OTKpBITHE ABEPU»;

e Bpems koaa goctyma — cpok JeiicTBusi naHHOro koma. Koa mMoxer ObITh OecCpOUHBIM
WIN JACWCTBOBATH 10 KOHKPETHOTO BPEMEHHU, YKa3aHHOTO B HACTPOUKAX;

o Kuou-kapra — xoja kioya-kapthl. [l oToOpa)xeHHs] Koja Kitoya, HEOOXOIUMO IMOJHECTH
ero K BCTPOCHHOMY CuHMThIBaTet0. CUMTHIBATENb PACIONOKEH BOKPYTr 3KpaHa naHenu. Kox Oyzer
oToOpakeH B HHGOpMaIMOHHON cTpoke (11.3.2.1);

e Peise — pene, koTopoe OyaeT pa30IOKUPOBAHO NPU OTBETE HA 3BOHOK M3 KBAapTUPHI, BBojAE PIN-
KOJIa UJTM CUUTHIBAaHUM YKa3aHHOTO KJII0Ya;

e Pene (Buemnuii) — pene, koropoe OyaeT pa3dJIOKHMPOBAHO MPU YTCHUH KIIHOYA C BHELTHETO
cuutbiBaTens. [lociae BHeCeHHsI BCeX TaHHBIX HaxaTh KHOMKY OK.
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DKpaH okHa 100aBJIeHUs HOBOM 3alKCH MPEACTABIECH HIDKE.

[oBaBneHne HOBOro BbI30OBa

Ne KBapTUpL

Homep

Hon

ep(aononH.)
SIP v
Koa-poctyna

[[] BeccpouHo

00 MM _TTIT — - ]
Kniou-KkapTa
Pene
Pene(BHewwHUA)
OK OTMmeHa

@ BAKHO! ][5 00HOU K8apmMupvl HEBO3MOICHO CO30AMb 3ANUCH C OPYeUM HOMEPOM.

Bxnanka «HacTpoiilku KBapTHP»

Bxnaaka « HacTpoiika kBapTHP» MpeACTaBIsSeT cOO0N CBOJHYIO TAOJIMITY, B KOTOPOH OTpakeHBI
JaHHBIE TT0 HACTPOUKE KAXKIO0W KBaPTHPHI. BEIOOP PHHITOHA M PETYJIUPOBKA €r0 TPOMKOCTH, aHAJIOTOBOE
u 1UppoBOE HAIMPSHKCHUS, AHAJIOTOBBIE ayJUO HACTPONMKHU MPUBS3aHBI K OINpEAeIEHHOMY HOMEpPY
KBapTHUPBHIL.

B none «Ilonck» BBOIUTCS 3HaUEHUE JIJIs TOMCKAa HEOOXOAMMOro HoMepa kBapTupsl. [locie BBoja
3Ha4YeHUs1 B Tabuuie OyayT OoTOOpa)KeHBI BCE 3alUCH, B HOMEpPE KBAPTHPBI KOTOPBIX MPUCYTCTBYET
HCKOMOE 3HaueHUe.

Ha Bkiasike BO3MOXHO peJaKTUPOBAHNE CYLIECTBYIOIINX 3aHCEN.

Jlis penakTUpOBaHUs 3alHCH HEOOXOAMMO HaXkaTh KHONKY M3MeHHMTb B COOTBETCTBYIOLIEH
ctpoke. [Tocne BHeceHUs BCceX M3MEHEHUH HEOOXOAMMO HaKaTh KHOMKY OK.

3aaHHbIe HACTPOMKM KBAapTUP MOKHO BBITPY3UTh Ha KOMIBIOTEp B BUAE TabmU4HOrO (aiina
(9KCIOPT), a TAKXKE 3arpy3uTh HACTPONKH U3 TaKoro (aiiia (mmmopt). st 3Toro npeaHa3HauyeHbl KHOTTKH
HNmmopt CSV u Jkcnopt CSV B npaBoM BEpXHEM YIUIy 3KpaHa ¢ HACTPOWKaMH KBapTHP.

OkpaH Bknaaku «HacTpoiiku KBapTHP» IPEICTABIEH HIXKE.
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KypHan Bbl30BOB HacTpolikun kBapTnp
>KypHan npoxoaoB
¥p P Mownck Vmnopt CSV 3kcnopt CSV

Pexum pabortsl

Ne KBapTHpb! PuHrTon TPOMKOCTE PHHITOHA AHanorosoe HanpaKeH1e Lndposoe HanprkeHre

8 4 g 10
WHTepkom ~ 1 K 3nnee 15% “B, -~ ¥y | W78 Bodi5Qu UsMenuTs

1.1 Mo ymonyaruio 100% {.EZ r'b; ‘ﬁﬂge X678 Bsdi5Q1s UsMenuTs
IMnaH BbI30B0B ’ !

12 Mo ymonyaruio 100% {.87 "'DE:; ‘ﬁﬁge X678 Bsdi5Q1s UsmennTs
Hacrpoiikv keapTip ’ !

7 3 g 96 0 ~

13 Mo ymonyaruio 100% N 678 s & 15 Q15 UsmenuTs
KannTka. J1anasoHb! "Bv B; "B - Bad
KBapTHp 7 3 w96 ' N

101 Mo ymonyaHuio 100% “B QB' “B \_ 678 g 8, Wy 15; L 15 MamenuTs
Bhizos ' <

102 Mo ymonyaHuio 100% “EZ "’b; ‘ﬁBBG \_ 678 g 8; \!J 15; Q 15 MamenuTs

s " " Mo ymonyaHuio 100% {‘EZ ﬂ; ‘ﬁ;e \_ 678 ﬂ 8; \!; 15; Q 15 MamenuTs
1 Mo ymonyakuio 100% K.Ez n; = Bg 6 v 678 Besdi5Q1s UemenuTs

VcioBHBIE 0003HAYEHUS:

Y - TpyOka mojHsATa;

%  _ COCTOSIHHE ITOKOSI,

9 - KHOIIKA Ha)KaTa;

g - TPOMKOCTh JUHAMUKA;
- t-I}/BCTBI/ITG:.HBHOCTB

k!; MHUKpPO(QOHA;

- FpOMKOCTB AVNHaAMHUKa
Y 1py6rm

Jlis w3MeHeHUs JaHHBIX HEOOXOAMMO HaxaTh KHOMKY WM3MeHUTh. B OTKphIBIIEMCS OKHE
JIOCTYIIHBI CJIEYIOLIKE OISl I BHECEHUS] N3MEHEHMI:

e PuHrToH — BEIOOp pUHITOHA, TTO3BOJISIET M3MEHUTh MEJIOIMIO 3BOHKA Ha TPyOKe aOOHEHTa;

e I'DOMKOCTH PHUHITOHA — YPOBEHb T'POMKOCTH BCTPOEHHOTO AWHAMHKA TPYyOKU. I'poMKOCTBH
MO>KHO BEICTaBHUTH B Auana3oHe oT 15% 10 100% aubo BEICTaBUTH 3HAUEHNE « BRIKIIOUEH.

® AHAJIOr0BO€ HaNpsizKeHUe — yCTAHOBKA 3HAYCHUS HAMPSKEHUSI TP ONPE/IETICHHOM COCTOSIHUU
a0OHEHTCKOTO YCTPOUCTBA (COCTOSIHHE TTOKOsI, TPYOKa IMOIHATA, KHOTIKA Ha)kaTa). 3HaUYeHNEe HAPSDKCHUS
YCTaHABIIMBAIOTCS BpY4YHYI. WX MOXHO U3MEpPUTh HAa COOTBETCTByrOmmXx Kiemmax (Ex,Dx)
KOMMYTAaTopa MPH Pa3HbIX COCTOSTHUSAX a0OHEHTCKOIO YCTPOUCTBA;

o IludpoBoe HanpsizKeHHe — YCTAaHOBKA MAKCUMAJIBHOI'O 3HAYEHHUs HAIIPSDKEHUS I ITOAHATOU
uudpoBoit TpyOKH;

® AHAJIOrOBBbIE ayJAH0 HACTPONKH:

o ['poMKOCTH IMHAMHUKA — YPOBEHb I'POMKOCTH BCTPOEHHOTO TMHAMUKA TTAaHEIH.

e YyBcTBHTEJIBbHOCTH MUKPOGOHA — YPOBEHDb UYBCTBUTEIBHOCTH BCTPOCHHOTO MUKPO(OHA.

e IlpoxcupoBanmue, TPOMKOCTh JMHAMMKA TPYOKH — ypOBEHb IPOMKOCTH JUHAMHKaA TPYOKU
IIpU pa3roBOpeE.

[Tocne BHeceHUs] BceX M3MEHEHMH HakaThb KHOMKY OK. DKpaH OKHAa BHECEHUS M3MEHEHUU B
HAaCTPOMKHU KBapTUPHI HIXKE.
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HacTpolk1 NnceBOOHUMA
"
Mo ymonyaHuo

100%

AHanoroBoe HanpsXeHue
36
7.8

9.6

UndpoBoe HanpsxeHne

6.6

AHanoroebie ayavo HacTROWKH

OTmmexa

Bxianka «HacTtpoiiku nepeaapecanuii»

Bxnaaka «HacTpoliku nmepeaapecanuii» CoaepXuT TaOIUIy C MapaMeTpaMu Mepeaapecauy s
KBapTup ¢ Tunom BbizoBa «SIP+Ilepeanpecanusy.

OkpaH Bkiaaku «HacTpoiiku nepeaapecanum» IIpeiCTaBICH HUXKE.

Rubetek

SIP: [2] 3apervcTpypoBaH Bbi30B 3aBepLUéH

Monbaosarens: admin BuiTy

ypHan BbI3oBoB
HypHan npoxopos

Pesxum paboTsl

WHTepKom

MnaH BLI30BOB
HacTtpoitku ksapTup

Hactpotikn nepeanpecavmit

Kanutka. [uana3oHsi
KBapTUp

Bilaos

CeTe

Hactpoiika cetn

Hartnaiva nonton

Hacrpolikv nepeagpecauui

epexnioyer

OTKAKYeHO

Kaxabiii Aexe
15:00 - 0000

Kamgeiin aens
16:00 — 19:00

OTKMIOYEHO

OtrmoyeHo

OTKAKYEHD

OTKMIOYEHO

OTKMoYeHo

OTKMIOYEHO

Towex

Wwmnopt CSV Oxkcnopt CSV

ViamenuTs

ViamennTe

ViameHuT

ViamennTe

Wamennrs

VIBMEHUTE

HWT]

WamennTs

VIaMeHUTE

B none «Ilouck» BBOIUTCS 3HAUCHUE JIJIS IOMCKA HEOOXOAMMOro HoMepa kBapTupsl. [locie BBoga
3HaueHus: B Tabnuie OyAyT OTOOpa)Ke€Hbl BCE 3allMCH, B HOMEPE KBAPTHPbHI KOTOPBIX MPUCYTCTBYET

HCKOMOC€ 3HAUYCHHUC.

Ha Bknaznke BO3MOKHO peJaKTUPOBAHNE CYHIECTBYIOIINX 3aMCEN.
JUns penakTUpOBaHMS 3alMCU HEOOXOAMMO HaXaTh KHONKY M3MEHHMTb B COOTBETCTBYIOIIEH

CTpOKE.

Heo6xomumo HacTpouTh Tpaduk mepeampecanuu Uil BBIOpaHHOW KBapTHUPHL. BBIOpaTh pexkum:
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«Kaxnblii 1eHb» WIM KOHKPETHBbIC JHH HelesM. 3aTeM yKa3aThb BpEeMEHHOM HHTepBal (B ¢opmare
UY:MM) — BpeMs Hauaja ¥ OKOHYAHUSI ICHCTBHsI TIepeaipecaliuy.
[Tocne BHeceHHsI BceX M3MEHEHHHM HE00X0AUMO HaXXaTh KHONKY OK.

10
MNMepeknoYyeHne Ha 4ONONHUTENbHbLIA HOMER

« Kawablid 0eHb

03:00 c] 04:03

OK

HacTpoliika pacnucanms nepeagpecauum

v M v Br » Cp » Yt » It » Cb6 » Bc

OTMeHa

3a/laHHble HACTPOMKM KBapTUP MOKHO BBIFPY3UTh Ha KOMIBIOTEp B BUAE TaOmu4HOro Qaiina
(9KCTIOPT), a TaKKe 3arpy3UTh HACTPONKHU U3 TaKoTo (haiina (ummopt). i 3TOro npeiHa3HauYeHbl KHOTIKU

Hmuopt CSV u Ixenmopt CSV B npaBoM BEpXHEM YTy 3KpaHa ¢ HACTPOUKAMH KBapTHP.

Coxpanéunsiii daitn numeet croonbsl k;dm;sh;sm;ehsem, rae:

k - HOMEep KBapTUpHI,
dm - Macka JHS HEJCIH,

bur 3HayeHHne Jlennb Hemean
0 1 ITonenenbHUK
1 2 BropHuk
2 4 Cpena
3 8 YerBepr
4 16 IIaTanna
5 32 Cy66oT1a
6 64 Bockpecenne
Bce 6urel 127 Kaxneiit nenn

Ipumep:

YroOsl momyuuts [lonenensuuk, Cpena u Ilarauna nenats = 1 +4 + 16 = 21 u Tak nanee.

sh - yacel Hayana 0-23,
sm -MuHYTbI Hayana 0-59,
eh - yacer konma 0 - 23,
em - MUHYTHI KOHIIa 0-59.

@ BAKHO! Hacmpoums modxcno ne bonee 50 keapmup

Bxianka «KanurTka. /lnanazonsl KBapTup»

Ha BKJIAAKC YCTAHABJIMBAIOTCSA HaCTpOfIKH JJIs1 BBI3OBA ITOABE3IHBIX a6OHeHTOB, €CJIn ITaHCJIb
ycTaHoBjIeHa Ha KanuTke. [Ipu sTom Ha Bkiagke UuTepkom.Iliian BHI30BOB HE JTI0HKHO OBITH 3aITHCEH.
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Ha moabe3qHpIx maHensx, Ha KOTOpble OyAyT OCYIIECTBISATHCS BBI30OBBI JOJIKEH OBITh aKTUBHUPOBAH

nyHKT IIpokcupoBaHue BXOASIIIMX BbI30BOB HA aHAJOroBblii Ha Bkiagke Hacrpoiiku.Bxoasimme
BBI3OBBEI.

Ha Bkiagke BO3MOXHO A00aBlIiCHHE HOBBIX 3alKCeil, a TakKe pelaKTUPOBAHHME WIM yIaJCHUE
CYILLECTBYIOIIMX.

Jlob6aBneHne NMpOU3BOAMUTCS 3arpy3koil uepes ¢aiin CSV mim B pydyHOM peXUME C ITOMOUIBIO
kHonku HoBwlit. OkHO H00aBIeHNE HOBOTO JAMana3oHa KBapTUP COOTBETCTBYeT OKHY PenakTupoBaHue
AUANA30HA KBAPTHP.

Jlnia ynanenus 3anuceit, HeOOX0IMMO UX OTMETHTD, a 3aTeM Ha)KaTh KHONKY Y AAJIMTh.

Jlis penakTHpOBaHUS 3aMUCH, HEOOXOAMMO HakaTh KHONKY M3MeHUTh B COOTBETCTBYIOLIEH
crpoke. [Tocie BHeceHHs BceX M3MEHEHHI HE00X0IMMO HaXkaTh KHOMIKY OK.

OkpaH BkiIaaku «KamuTka. [lnanazonbl KBAPpTHP» NPEJICTABICH HIKE.

TInanasoHbl KBapTUp

Wmnopt CSV 3KcnopT CSV HoBBIM YaanuTe
O

O 10  yn TecToBas 1 10(

o

SipOOXKYYYY(@192.168.2 253 Sip MN3IMEHHTL

Okpan okHa «PeqakTHpoBaHue AMaNa30Ha KBAPTHP» MIPEICTABIICH HUXKE.

PenaktupoBaHWe AWana3oHa KBapTup

10

yn TecToean

100

SIp XYY YY@192.168.2.253

Ok OtmeHa

BrrzopH0i HOMED AOMKEH cofep:xaTe 'Y ¥ Y Y, 4718 NOACTAHOEKH HOMEPa KEApTHPEL X XXX OMUHOHATEHO, ©CTH VKa3aH, TO OH OVIST 3aMeHEH HOMEPOM JoMa.

B oTKpBIBIIEMCS] OKHE IOCTYIHBI CIETYIOIIUE MOJIS:

e JloM — HOMEp J0Ma;

® Ajnpec — aapec JoMa, TEKCTOBOE TOJIE;

e Hauayo Hymepauuu — HauyaJIbHOE 3HAYCHHE UHTEPBAJIa HOMEPOB, HA KOTOPBIE pa3pelieH
BBI30B;

e KoHen HymMepanum — KOHEYHOE 3HAUCHNUE UHTEpPBajia HOMEPOB, Ha KOTOPbIE pa3pellieH BhI30B;

e BbI3bIBHOIT HOMep — IPaBUIIO, 10 KOTOPOMY ITPOU3BOAMUTCS BBI3OB.

e Tun BbI30Ba — BEIOOP «SIP» niu «SIP nipsiMoit BBI30BY.

e PeJie — ykaspIBaeTcs pese, KOTopoe OyaeT pa3doIoKHpPOBaHO.

st ctpoku BbI3bIBHOIT HOMep ykaszwpiBaeTcsi 3amuch THna sip: XXXXYYYY@IP (Bmecto IP
BBeCTHU aapec cepBepa A SIP 3BoHKk0B, nnu IP anpec nanenu noabesna npu tune Bei3oBa SIP npsimoit
BBI3OB).
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Bxnanka «BbI130B»

Ha Bkiamke BO3MOXXKHO TPOM3BOAWTH BBI30B Ha YKa3aHHBIM HOMEp a0OHEHTa uepe3 web-
uHTepdeiic. s sToro HeoOxoaumo ykazate Homep aboHeHTa U Haxath KHONKY BbI3oB. s cOpoca
BBI30Ba HEOOXOIUMO HakaTh KHONMKY OTMeHa.

DKpaH BKJIAIKU «BbI30B» MpeICTaBIEH HUXKE.

[NpOW3BECTU BLIZ0OB

Bezos Oruexs

Tak ke BO3MOX€EH BEI30B ITAHEIN KAJIUTKU Ha ITAHETb B HoabeE3ac. ﬂ)’[fl 3TOT'0 HOMEP BBOAUTCA YEPE3
*
«» WA .

3.2.5. Pazmen «Cetb»

Pa3nen conepxut crienyromue BKIaIKu:
e Hacrpoiika cetu;

e Hacrpoiika nopros;

e (eTeBble yTUIIUTHI;

o llntepdetichl.

Bxuanka «Hacrpoiika ceTn»

Bxnanka conepKuT cereBble HaCTPONKY MaHeIu A7 MOAKIIOYEHUS CETH.

Jlist BKITtoueHust/oTKiroYeHus pexkuma padbotel DHCP HeoO6XoaumMo yCcTaHOBUTE/CHSTH TaJlOUKy B
ctpoke DHCP BkiI04eHo.

CeTteBble HACTPOUKH TIPOU3BOJISITCS COTJIACHO CETEBBIM HACTPOKaM MoAKIoUeHus (cm. m.3.1.2).
[Tocne BHECEHUS BCEX HACTPOEK HEOOXOIUMO HaXaTh KHONKY COXpaHHUTh.
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HacTpowku cetu

LAN

» DHCP ermioveHo

192.168.1.10

192.168.1.255

255.255.255.0

1500

192.168.1.1

192.168.1.1

192.168.1.1

VPN

[T L2tp VPN BrmioYeH

Cepsep VPN

Mons3cearens

Mapons

[ Wndposanue MPPE

Bpangmayap

[] BpaHomayap BenHueH

~ Pexam Genoro cnucka

BEEANTE ip OPEC MK MACKY CETH

3awwmTta ot DDoS artak

D BEMouKTs 3aluMTy o DDoS atak

16

16

250

30

Mapkep «Bximounts 3amuty or DDoS arak» BKIIOYAeT OrpaHUYEHUS 10 KOJIMYECTBY
MOJKJIIOUYEHUI. 3HAUEHUs] HAaCTPAUBAIOTCSA C IOMOILBIO COOTBETCTBYIOLIMX Mojeil. Mapkep «Bxmounts
aBapuifHOE OTKIIIOYEHHE CeTH» BKIIIOUAET PEKUM aBapUITHOTO OTKIIIOUEHUs CeTH (IIPU yCIIOBUU MEPETPY3KU
BXOJSLIMMHM TIaKeTaMu U 3aHATOCTH mponeccopa Ha 100% B TeyeHun 3amaHHoro Bpemenu). Cerb
OTKJIIOYAEeTCs Ha 3aJlaHHOE BpeMs mpu Harpyske npoueccopa Ha 100% M BBINOJHEHMHM BCEX YCIOBUH

HaCTPOCK.

B 6panamayape nipu BKItoueHHH Mapkepa «Pexxum Oemoro crimckay ¢gaeppoi padoraet mo 6emomy
CIHCKY, TO €CTh MOAKIIOYEHHUS TOCTYITHBI TOJBKO C 3aIaHHBIX aapecoB. [Ipu oTkiroueHnn Mapkepa dhaepBoi

paboTaeT 1o YepHOMY CIHCKY, TO €CTh MOJKIIOYEHHS] HEAOCTYITHBI C 33JaHHBIX aJJPECOB.

Bxianka «Hacrpoiika moproBy

Bxnazaka conep:kut HaCTpOUWKHU MOPTOB MpoTOoKoJa nepeaaun Buaeo RTSP ang noaxntouenus ceru,
a taxxe noptoB RTSP, HTTP, HTTPS, SNMP u SSH. /Inanazon ucnonab3yembix noptoB —oT 1 10 65535.
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HacTpoiika nopTtos

RTSP

554

HTTP

80

HTTPS
443

SNMP

161

SSH

22

CoxpaHuTs

[Tocne BBoia HOMepa MopTa HEOOXOJUMO HaXKaTh KHONIKY COXPaHUT.

Bxrnaaka «CeTeBble yTHIMTBI»
Bxianka cogep>XuT HACTPOMKH TECTUPOBAHUS CETEBBIX COSAMHEHUN. OTKPBITh CIIUCOK «Y THIIUTa» U
BBIOpaTh MHCTPYMEHT Ut auarHoctuku cetu (Ping wmm Traceroute). B crpoky «IP agpec» BBecTu aapec

oOpabareiBaeMoro o0bekTa. Haxarn >
JIOCTyITHBIE CETEBBIE YTHIIUTHI:
e Ping nmokaspiBaeT CKOPOCTH MEepPEeAauu TaHHBIX J0 XOCTa,
e Traceroute MoOKa3bpIBaCT MapIpyT Mepefadd NaHHBIX A0 XocTa. DKpaH BkiIaaku «CereBble
YTHJIUTBD TIPEJICTABICH HUXKE.

JUTSI TIPOBEPKY COSMHEHUM.

CeTeBble YTUNNTBI
Ping -

p angpec > X

Bxianka « MaTepdeiicnh»

Bxmanmka coep>KuT HaCTPOMKHU BKITFOUCHUSI / OTKITFOUEHHSI CETEBBIX HHTEP(EHCOB.

st SNMP unTtepdetica moxxHo ykazath IP anmpec B ctpoke «/loBepennbiii IP aapec», Torma
uHTepdeiic Oyner pabortars Tonbko ¢ HUM. [Ipu ycranoBke ¢uara «BriIIOUYUTh TOJNBKO MyONUYHBIE
KITFOUM» AOCTYI OyAEeT BO3MOXKEH TOJIBKO 10 myomaromMy kiatouy SSH. Ilycroe mose 1aét BO3MOXKHOCTh
paborats ¢ SNMP xommnbrorepam ¢ moosivu [P anpecamu.
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WEB uHTepdeinc
¥ Brnounts Hitp  (MoAAepxusaeTca B chopke HTTP)

« BrmounTts Hitps

API| nutepdpenc
" Brnwouwte Hitp

+~ Brniounts Hitps

Telnet uuTepdenc

 Brmouuts Telnet (MopaepxusaeTtca B cOopke HTTP)

MQTT Broker uHTepdcpenic

(] BxniouuTe nokansHbiid MQTT Broker (Monaep#usaerca B chopke HTTP)

Onvif uHTepdenc

[] Bisiounts Onvif

SnmpV2 uHtepdenc

[ Brroyute Snmp

SSH uHTepdienc (Mopaepxmsaerca 8 cbopke HTTP)
[] Bxnioumts SSH

D BHNIO4UTE TONBKO NMyBNUYHBIE KNIOYK

CoxpannTs

[Tocne BHECEHMST M3MEHEHU HEOOXOIUMO HakaTh KHOMIKY COXPaHMUTh.
3.2.6.  Paznen «Hactpoitku»

Paznen conepxut ciaeayromne BKIaIKu:
Ilonw3oBarenu;

Bpewms;

O6mue;

SIP;

WebRTC;

Jloruka quCKpEeTHBIX BBIXO/IOB;
Aynuo;

RUBETEK
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Buneo;

OSD;

3BYKOBBIE YBEIOMIICHUS;
IoT Cloud;

®oTO 110 COOBITHIO;
OOGHapy>KeHHE JINIT;
JleTekius IBHUKEHUSI;
OOGHOBJICHUE U PE3EPBUPOBAHUE;
CuutsiBarens Wiegand;
CuuTtsiBaTens NFC;
Syslog;

Webhook;

LCD nucrreit;
bezomacHoCTE;
AHajiorosas JHHHUS,
Bxopsiye BoI30BHI;
Hacrpotiku BLE.

Bxnanka «Iloan3oBaTean

Bxrnaaka coaepKuT CIHMCOK TOJb30BATENIe M X pOJIeH s TeKymied manenu. s moGaBieHuUs
HOBOTO TIOJIb30BaTENsl HEOOXOAuMO HakaTh KHONKY HoBBIi. B OTKpbIBIIEMCS OKHE BBECTH HMS
10JIb30BATENS, 1APOJIb U YKa3aTh POJb AJI1 HOBOM ydeTHoi 3anucu. Haxate kHonky Ok. [[nst ynanenus
MOJIH30BATENISl U3 CIIMCKA HaKaTh KHOMKY YAAJduTh. J[JI1 CMEHBI TTaposisi HEOOXOIUMO Ha)KaTh KHOTIKY

RUBETEK

H3MennTh NapoJib. B oTKpbIBIIEMCS] OKHE HEOOXOJMMO BBECTH CTApPBIi M HOBBIN MapOJIb.

BAKHO! Munumanvuas onuna 6600umoco napons: 4 cumeona. Ilapons modcem coodepoicams

crnedyiouue CUMBOIbL:
e Lugpwi: 0...9.

o [Ilponucnvie 6ykevl anenuiickoeo argasuma: A-Z.

o CmpouHvle OYK8bL IAMUHCKO20 anpasuma: a-z.
o Cneyuanvuvie cumgonwt: ! § % & * - 2.

Crnucok HOCTYNHBIX posiel IPUBENEH HUXKE. Beero Ha ycTpolcTBE MOTYT XpaHUTHCS MpaBa I0CTyIa Ha

10 monp30Barenen.

Tabmmma — 5 Criucok poJielt moJb30BaTeNen

HNmna HJocTynHble pa3aelibl
Poan H(/)JIL30B3TCJIH Npavesanne
1apoJb 1o PenakrupoBanme IIpocmoTp
YMOTYAHUIO
Hao6aroaarenan - et Cucrema/Uudopmanus OcrayibHBIE
- 00 ycTpoiicTBe pasnensi Oy iy
TyCTBIMU
IHoab30BaTenn rtsp et et Tonbpko mpocMOTp
RTSP rubi BHJIEO UEpe3
RTSP*
IMoab30BaTeb api_user N a PenaktupoBanue u
API api_password A A MIPOCMOTP TOJILKO
yepe3 API
Oneparop - Hacrpoiikn/Aymno | Cucrema/MHbopmanms Ocraibhble
- Nurepkom/Be13os/ 06 ycTpoiicTBe paszienet OyzyT
H3meHeHue TIyCTRIMH
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COOCTBEHHOT'O
TapoJst
admin
MHHHCTPATO
Al patop Rubetek34 BCE€ pa3ieibl BCE pa3JIeybl Her nocrymna k API

Taxke B okHe N0OaBJIEHHUs MOJIB30BATENSI MOXHO BBIOpaTh poib «IlepcoHaam3upyemblii» u
OTMETUTH MapkepamMu (yHKIIMOHAJ, KOTOPBIM OyIeT TOCTyIEeH JaHHOMY NoJb30BaTeno. B 3aBucumoctu
OoT N00aBJIEHHBIX MpaB OyAyT OTOOpakaThCsl Te WJIM HMHble BKIaAKu B BeO-untepdeiice. Crucok
JOCTYIHBIX BKJIAJIOK JJI Ka)KI0ro BUa MpaB U uHTep(elic BbI0Opa BapHaHTOB MPE/ICTABICHBI HIDKE:

1) IIpocmotp: Bknanaka «lIpsamas TpaHcanus.

2) OTKpbITHE, 3aKPBITHE IBEPH: BKIAIKA «JMCKpeTHBIE BXOAbI/BBIXOIBD).

3) Aynawmo - Hactpoiiku: BKIaaku « Ayano», «3ByKOBBIE YBEIOMIICHHUS», BO3MOKHO Ty/1a Ke
HaJ0 J00aBUTH MOAMEHIO « PUHTTOHBD) U3 « AHAIOTOBAS JTMHHUS.

4) Bwuaeo - Bce MyHKTHI yrpaBiieHus: BKIaAKu «Buaeoy», «OSDy.

5) Certb - Bce MyHKTHI yIipaBieHus: Bkiaaku «Hacrpoiiku cetny, «HacTpoiku mopToBy,
«CeTeBble YTUIIUTBD).

6) SIP - Bce myHKTHI ynipaBiieHus: BKIaAKU «SIPy», «Oomuey», « Bxomsmmey.

7) TpeBora - Bce MyHKTHI YIpPaBJICHUs: BKIaIKU «JleTexius nBuxeHus», «O0HapyKeHue Juip,
«DOTO 1O COOBITHION.

8) Homodon - Anpecarus KKM: Bkiiagka « AHanorosas THHHS (I00aBIEHBI pa3rpaHUICHUS
JUTSI CTPAHUIIBI).

9) HomodoHn - Hactpoiiku - YpoBeHb IMHUH B KBapTHUPE: BKIIAJKA «AHAIOTOBas JTMHHSD)
(oGaBieHbI pa3rpaHUYCHUS Il CTPAHULIBI).

10) lomodon - Hactpoiiku - FI3MeHeHrne ypOBHEH CHATHS TPYOKH, OTKPBITHS ABEPH: BKIAIKH
«AHanoroBas TMHUA», «HacTpoiiku kBapTHp» (100aBICHBI pa3rpaHUYCHHUS ISl CTPAHULIBI).

11) Homodon - Hactpoiiku - Bpemst oTKpbITHS JBEpH, BBI30Ba, pa3roBopa: BKIaAKU «O01uey,
«Jloruka MUCKPETHBIX BBIXOJOBY.

12) lomodon - Hactpoiiku - KBapTupa koHchepska: Bkinaaku «O0mumey, «Iman BI30BOBY.

13) Homodon - Hactpoiiku - CepBUCHBIN KO OTKPBITHS ABepH: BKIaaka «[11aH BHI30BOBY.

14) Homodon - Hactpoiiku - JIpyrue HacTpOUKH: BKIAIKH «JIOrMKa AUCKPETHBIX BBIXOIOBY,
«PexxuMbl paboThD», «JIUCKpPETHBIE BXOBI/BBIXOBD).

15) Homodon - TpeBora: Bkinaaku «JIoruka TUCKPETHBIX BBIXOA0BY, «O0mIme», «DoTo mo
COOBITHION.

16) Homodon - Kaptups! - Bce nmynktsl, UCKJIFOUA Sl n3menenue koaa OTKPBHITHS ABEPH U KOJa
peructpaunu RFID: Bknaaka «IlimaH BBI30BOBY.

17) Homodon - KBapTupsl - ©3MeHEeHHE KOJIa OTKPBITHS ABEPH U Kojna peructparuu RFID:
BKJIagKa «l1iiaH BEI30BOBY.

18) lomodon - RFID kmtoun: Brimanka «CunteiBatens Wiegandy», « CuntsiBatens NFCy.

19) Homodon - ucrneii: Brkiaanka «LCD mucrmeii».

20) Homodon - KanuTka: Brknaaka «Kamutkay.

21) OnoBemenue: BKiIaaka «Pexxum padoTh».

22)RTSP: goctyn k RTSP notoky.

23) Onvif - CobbITus: moanepxKa padoTsl mpoTokosa Onvif ¢ HOBEIMU MOJIH30BATEISIMU.

24) Cuctemusie - Madopmarnus: Bkinanka « Tadopmarus 06 ycTpoiicTey.

25) Cucremnsle - [lata u Bpems: BKiIaaka «Bpems».

26) Cuctemusie - [lonp3oBatenu: Bkiaaaka «llonp3oBaTenny.

27) Cucremusle - O0HOBIeHHE: BKIaIKa «OOCTyKHUBAaHUE CUCTEMBD».

28) Cuctemusie - COpoc HACTpoeK: BKiIaaka «OOCITyKUBAHHE CHUCTEMBDY.

29) Cucremusie - [lepesarpyska: Bkiaaka «O0CTy>KUBaHHE CHCTEMBbD.

30) Cuctremusie - CUCTEMHBIH KypHAIT: BKIaAKH «CHCTEMHBIC JIOTHY, <« JKypHaI mpoXo10B»,
«OKypHan BbI30BOBY.
31) Cucremnsie - Remote syslog: Bkinaaka «Syslogy.

B ponu «IlepcoHanu3npyemMslii» TakxKe MpeycMOTpeHa BO3MOKHOCTh U3MEHEHUS! COOCTBEHHOTO
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apoJs.

BAKHO! Yexb6okcvl 015 npag 0ocmyna nepcoHanusupyemvlix noiv3osameneti OMKI4ensl O
8cex, Kpome AOMUHUCIPAmMOpA.

[JobaBneHne HOBOro nonb3oBaTens

[None3oeatens

[NepcoHanuanpyemsii -
Mpumep 1 v

[MpaBa gocTtyna Ans nepcoHanmanpyemsbix
nonb3oBaTernen

MpocmoTp

OTKpbITHE, 3aKDLITUE ABEPK
Ayavo - HacTporiku

Bugeo - BCce NYHKTH yNpaeneHuA
CeTb - BCE NYHKTLI yNpaBneHnua
SIP - BCe NyHKTLI yNpaenexdua

10000RK

Jns mpocmotpa Buzaeo yepe3 RTSP nHeoOxomumo B menumaruieepe (Hanpumep, VLC) ykazaTth
CIIeYIOIINN aapec: rtsp://MMs_MmoJb30BaTeNs:NapoJib_MNoJb3oBaTesi@ip manenau/channell (taxxe
ecTh channel2 u channel3).

BAKHO! Ecnu y nepcoHanusupo8amHo20 NOAb308amMeNsi YCMAHOBIEHbl Npasda, KOMmMopwvle He
sxarouarom eed-exnaoku, maxue kax RTSP u Onvif - Cobvimus, mo npu nonsimke agmopuszayuu 8 6eo-
unmepeitice nosigIAemMcs OKHO 071 6600a 102UHA U NAPOJISL, A 6HU3Y OmMobpadcaemcs coooujenue «/s
mexyujetl poau unmepgetic He H0OEPHCUBAECNCA ).

nsa TeKyWen ponM uHTeppenc HE NoNOEDEMBIAETCH

OkpaH Bknaaku «Ilosb30BaTew» NpeacTaBiIeH HUXKE.
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[Tonb3oBarenu
1A NOMs30EaTEnA Pank HoBbii
admin ALMMHUCTPATOD W3MEHUTE VoanuTb 13MEHWTL Naponb
rtsp Monb3osaTtens RTSP W3MEHWUTE VoanuTb IA3MEHWTE NAPONb
api_user Mone3osatenk AP M3ameHnTe YOanuTe M3MeHnTE Napons
operator Onepartop M3MEHHTE VAanuTb M3MEHWTEL Naponb
observer Hafnwaarens W3MEHWUTE VoanuTb IA3MEHWTE NAPONb

BA’KHO! Ilpu 6occmanosienuu «Kougueypayuu o0omopona u3 pesepeHou Konuu  OJis
noavzosamerneti ¢ poivio Aomunucmpamop, Ilonvzoeamens RTSP u Ilonvzoeamens API 6yoym
yemarosnensl deponmmuvie napoau. /s nonvsosamenei ¢ poramu Habnodamens u Onepamop naponu
OOHYIAMCAL.

Bxitanka «Bpemsp»

Bxanka comepkuT creayronme 0I0Ku:
e Pe;kuM JeHb/HOYD

e CucreMHbI€

¢ YCTaHOBUTH BpeMs

brok «PeskuM JdeHb/HOYB» YCTaHABIMBACT BPEMEHHBIC HWHTEPBAIbI ISl TEpexoja pexuma
JIEHb/HOYb.

Pexum geHb/HOYB
07:30 o]

21:30 @

biok «CucremHbIe» yCTaHaBIMBAET YACOBOM MOSIC JJISI CUCTEMHOrO BPEMEHH, aJpec
NTP- cepepa st 0OHOBIICHHS BpeMeHU U (hj1ar «Y CTaHOBUTH BPEMSI BpYIHYIO).

BAKHO! Ycmanoenenue graca «Ycmanosums epems 8pyYHYIO» U COXPAHEHUE HACMPOUKU
npueedem K 0CManHosKe asmomamuiecko2o oonosnenus epemenu om NTP-cepsepa.

CucTeMHble
GIMT+3 -

ntp2 nip-servers.net
[ verakosuTs spema spydHyto

CoXpaHuTh

biiok «Y cTaHOBUTBH BpeMsi» MO3BOJISIET YCTAHOBUTH BPEMS BPYUHYIO.
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YCTaHOBUTE Bpems

DA MM TTTT o ee

YCTAHOBUTE

R | >

M Br C Yr Mr C6 Bc
P 16 06

17 07

14 15m1? 18 19 20 18 08

21 22 23 24 25 26 27 19 09

20 10

21 1

YAanuTs L. eroHA

Bxnagka «Oo6mue»

Bxnaaka comepXuT ciaeayronme OJI0Ku:
Br13oB

Cucremnble

Buemnsst knonka (MI'H)
Hactpoiiku DTMF

AKcejiepoMeTp

IMoncBeTka KIaABHATYPHI
OTKII0YHUTH YBeTOMJICHUS

bnox «BbI30B» 1103BOJIIET YCTAHOBUTD CJIETYIOIINE MTAPAMETPHI:

° Copoc BBeJIeHHOT0 HOMEpa — BpeMsi, 4Yepe3 KOTOpoe OyIeT COPOIICH BBEICHHBI HOMED.

° MakcumanbHasi NPOAOLKHTEIBHOCTh 103BOHA — BpPEMs, B TE€UEHHHM KOTOPOro OyIeT
IPOMCXOIUTH 3BOHOK BBI3bIBAEMOMY a0OHEHTY.

° MakcumanbHas NPOAO/LKHTEIBLHOCTh BbI30BA — BPEMsI, B TEUEHUU KOTOPOTO pa3pelieH
pasroBoOp MpH NPUHATHHN BbI30BA. [10 3aBepIIeHn 3TOro BpeMeHu, pa3roBop OyaeT cOpoIeH.

° 3anep:xka Bbi3oBa mexkay SIP u AT — 3HaueHue 3a1epKKu BbI30Ba B CeKyH1ax. PabGoraer B
TOM 4ucIIe )11 Tuna BeizoBa SIP+Amnanor, ecin 3Hauenune ero 6ombine 0, u s TUoB Bei3oBa SIP- (Bpemst)
- AnanoroBslii 1 AHanoroBsiii - (Bpemst) -SIP. Toraa 3Tu Tunsl BeI30Ba OyIyT MCHOIB30BATH BpEMS H3
HaCTPOMKH.

o 3agepkka ryaxos ¢ madeau s SIP u AT — 3HaueHMe 3a7€pKKU TYAKOB B CEKYHJIaX.
PaGoTaet B TOM umcie Jjis Tina BeioBa SIP+Awnaior, eciiv 3HaueHue ero oounbiie 0, U IJI1 THIIOB BBEI30Ba
SIP- (Bpewmst) - AnanoroBsiid. JlanHas (yHKIMS HAuHET 1M0/1aBaTh T'yIKM BbI30BA B IMHAMMK MTAHEIU Yepes3
3agaHHoe BpeMsl, eciik SIP cepBep eii€ He Hayasl BBI30B.

° Knonka SOS pa3pemena — akruBauusi kHonku SOS/112. Jlns akTUBAIMM yCTaHOBUTh
METKY.

o Homep BbI30Ba pis1t SOS - HOMeEp, Ha KOTOPBIN IPOUCXOAUT BBI30B IPU HAXKATUHU KHOIIKH
SOS/112.

° Knonka Koncbep:x pa3pemieHa — akTuBalusl KHOIKM BbI30Ba KOHChepoka. [l akTHBaLMu
YCTaHOBUTBH METKY.

° Homep Bb130Ba i1 KoHcbepsk - HOMeEp, HAa KOTOPBIM IPOUCXOAUT BHI30B IPU HaXaTHH
kHOTNKU KoHCchepxk.

e [lpono/zKaTh aHAJIOTOBBIM BBI30B — IPOAODKEHHE AHAJIOTOBOTO BHI30BA, JAXKE B Cllydae

otBeta Ha SIP BbI30B. [IpuMensiercs nis Tuna Be13oBoB SIP+anarnor.

e HrHopupoBaTh paHee MeAMa — INpH BbICTaBieHHH (iara Bo Bpems SIP Bei3oBa, He Oyzaer
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nepenaBaThes Meana nHhopmanus (ayIuo U BUJEO).

e Hcnoab3oBaTh KapTHUHKY «Pa3roBop» /il aHAJOroBBIX 3BOHKOB — TPU BBICTABJICHHOM
¢mare mocie Hayajga pa3roBopa IO AHAJOTOBOM JIMHUM Ha JUCIUIee OTOOpa)kaeTcsi COOOILIeHHE
«PasroBop». [Ipu cusiToM (hiare orobpaxaercs OTCUET BPEMEHU Pa3roBopa.

e BKIIOYNTH pe:KUM KAJINUTKH — TaHEIh aKTUBUPYET TOJBKO TUANA30HBI KBAPTUDP KAIHTKH,
UTHOPHPYS IJ1aH BbI30BOB. Eciii B AMana3oHax KalUTKHU yKa3aH TOJIBKO OJWH HOMEP A0Ma, HEOOXO0AUMO
Cpa3y BBOJUTH HOMEp KBapTHUpHI (06e3 ykazaHus noma). [ljisi akTUBAIllMU yCTaHOBHUTH METKY.

e 3apeplieHHe 3BOHKA — CIIHCOK C YCIOBUEM, I1OCJIE KOTOPOTo OYI€T OKOHYEH BBI30B:

* Ilo oKOHYAHHIO BEI30BA;

* [Ilo oTkpbITHIO ABEPH;

* UYepes 1c mocne OTKPHITHS IBEPH;

* Uepes 2¢ mocie OTKPBITHS ABEPH;

* Yepes 3¢ nocie OTKPHITHS IBEPH;

* Uepes 4¢ nocie OTKPBITHS ABEPH;

* Yepes 5c nmocie OTKPBITUS IBEPH;

* Uepes 6¢ mocie OTKPBITHS ABEPH;

* Yepes 7c mocie OTKPBITUS IBEPH;

* Uepes 8c mocie OTKPBITHS ABEPH;

* Yepes 9c nocie OTKPHITUS IBEPH;

* Uepes 10c nmociie OTKpBITHS ABEPH.

o Tun xkondepenuun — Tun BeizoBa SIP+SIP npsimoit Be13oB, SIP+SIP. [Tepeuens Tumos:

* be3 xoH(epeHInHU - TOT, KTO MEPBBIM OTBETHJI HAa 3BOHOK (Sip MJIM Sip NPsAMOIi), HAUMHACT
pasroBop, B TO BpeMs KaK BBI30B JIJIsl BTOPOr0 aDOHEHTA MpeKpaliaeTcs.

* Kondepenuus - oquH abOHEHT MOJHUMAET TPYOKYy, 3BOHOK IPOJOJDKACTCS K APYroMmy,
KOTOpBIM Tak)Ke OTBEYaeT, M BCE MOTYT OJHOBPEMEHHO OOIIAThCA C BBI3BIBAIOLIUM.
3aBepIeHre pa3roBopa MPOUCXOANT, KOT/Ia IOCIEeIHUI aOOHEHT MOJIOKHT TPYOKY.

* Kondepenmms ¢ nmpuoputetom miis SIP mpsmMoro BbI30Ba - MPOMCXOAUT Kak OOBIYHAS
KOH(EepeHIMsI, HO 3aBEpUICHHE pPa3roBOpa OCYILIECTBISETCS B MOMEHT, KOIJA IOJOMXKHT
TpyOKy SIP mpsimoii.

* KoHpepeHuus ¢ paBHOIIPAaBHBIM 3aBEPILICHUEM - Pa3rOBOP MpPEKpaIlaeTcs, Koraa JIo0on u3
a0OHEHTOB KJIAJIET TPYOKY.

BAKHO! Ecnu ons 36ouxa SIP+SIP ycmanosnen mun xoughepenyuu « Kongepenyus, npuopumem

SIP npamou 6vi1308», mo on 6yoem @yukyuonuposame ananrocuuno muny «Kougepenyua c
PABHONPABHBIM 3A8EPULEHUEM).
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BbizoB

COpoc BBEQEHHOND HOMEDPA, C©

13
1-100
Makc. NpoaoMAMTENEHOCTE G3B0HE, C
120
1-1800
Maxc. npogon+MTenbHOLTE BLIS0EA, ©
120
1-1500
Sanepwra Bei30Ea mexay SIP wn AT, ¢
0
0, 1-360
Ja0epEKa ryakoe ¢ Nakenu ana SIPw AT, ¢
0
0-3
[[] Knonka SOS paspeweHa
Homep Bbi30Ba gna SO3
o~
0764
[[] Knonka KoHcbep:x paspelsena
HoMep Bbi30Ba ONA KOHChEpH
o
0/G4

~ TpoOon#aTs aHanoroBbli BLIZ0BE
~" WrHopMpoBaTs paHHee Meaua
+" MCnonk30BaTe KAPTUHKY "Fasroeop” ANA aHANOTOBbIX 3BOHKOB

[[] Brni4MTE peskuM KanuTrM

JaBeplIeHWe 3B0HEE *

Mo OKOHYaHWH BLI30EA -

Twn KoHgepeHLMIA *

KoHpepeHUMA -

Tun zeoHka” SIP+SIP npamon Buizos, SIP+SIP

brok «CucreMHbIe». BIOK M03BOJISIET TPOU3BOIUTH BKIIOUCHHE/ OTKIIIOUeHHE onvif U H3MEHSTh
pasmep Oydepa s sior daiina.

CucremHele

[C] onvif sknioder

Pasmep Sydepa syslog

1024

10 - 4096
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biok «Buemnsisi kHonka (MI'H)». biiok mo3BosisieT yCTaHOBUTH BXOJl, K KOTOPOMY OHa
OyJeT MOAKIIOYEHa, a TaKKe HOMEp, Ha KOTOPBI OyIeT MPOU3BeIeH BBI30B IIPHU €€ HAXKATHH.

BHewHAR kHonka (MIH)
He eoi0paH -

HoMep Bbi30Ba ANA BHEWHER KHOMKK

brnox «Hactpoiiku DTMF». biiok 1mo3BoJiieT yCTaHOBHTH KOJBI, NMPH HAOOpPE KOTOPBIX
MIPOUCXOUT Pa30JIOKUPOBKA COOTBETCTBYIOIIETO PEJie MTAHEIH.

Jnuna xoxa ot 1 1o 8 cumBonioB. Ko moxket coctosaTs u3 mudp ot 0 10 9, 6yks A...F u
CHUMBOJIOB «*» 1 «#». Koz pene 1...3 — ko aBepu moabe3a, KO yIaIEHHOTO pene — Koa KanuTku. [1o
ymom4anuio nojie «Koa yaaneHHoro peney mycroe.

[Tone «IIporokoa aasi ucxoasamux DTMEF» sBisercs BbIIagarONuM CIHCKOM C BBIOOPOM
poTokosioB «SIP_INFO», «RFC2833» u «Inband».

BAJKHO! [logedenue pazdeneno mexcoy cgopmuposannvivu dtmf kooamu ceccuu, Koz20a
NPOUCXOOSAM TOKATIbHBLE 360HKU, U YOALEHHLIMU 360HKAMU HA CUN.

Ecnu none 3anonneno ma KaaumouyHom OoOMOGQOHe, MO NpU JOKANbHLIX 360HKAX OYOVym
ucnoavzosamocs dtmf koowt uz nonei «Koo Pene 1», «Koo Pene 2» u «Koo Pene 3».

Ipu axmusayuu nepexnouamens « Bkirouums enympennuti DTMF npomoxon (Kaiumxa)» 6 ciyyae
OMKPbIMUsL KATUMKU Oyoem ucnonvzosamscsi ko0 us noisi «Koo yoanemnoeo peney, unaue 6yoym
ucnonvzosamvcs dtmf kool ceccuu.

Hactpownku DTMF

ono
1

bnox «AkcesiepoMerp». bI0K 1103BOJISIET yCTAaHOBUTH YyBCTBUTEIBLHOCTh aKCEJIEPOMETPA.

AkcenepomeTp
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biok «IloacBeTka KJIAaBHATYPbI».

biiok mo3BoJisieT yCTaHOBUTH apaMeTPhl MOJICBETKU KIIABUATYPhl B HOYHOE U AHEBHOE Bpems. Jlms
aBTOMATHUYECKOTO MEePex0/1a M0 AaTYUKY OCBEIICHHOCTH, HEOOXOIMMO aKTUBUPOBATh COOTBETCTBYIOIIHI
napamerp.

o JIIUTeJBLHOCTHh MOJACBETKH KJIABHATYPbI, C — BpEMs IOCJIC TIOCJICTHETO0 HAXKATHs, B TCUCHUN
KOTOPOTO KHOIIKH KJIaBHATYPHI OYAYT MOJICBEUCHBI.

o PexxuM JeHb/HOYb MO JATYNKY OCBEIIEHHOCTH — (iar, BEICTABJICHUE KOTOPOTO, IMO3BOJISCT
MaHEeJIM ABTOMATUYECKH TIEPEKITIOUaThCS MEX Ty THEBHBIM U HOYHBIM pexkuMoM. Eciu diar He BhICTaBIIeH
MEPEKITIOUYCHNUE OCYIIECTBIISIETCS IO BPEMEHHBIM TapaMeTpaM PEKUMOB, KOTOPhIE YCTAaHABIMBAIOTCS B
0110ke Pe:kuM JeHbL/HOYb.

e J[HeBHAas SIPKOCTH — IPKOCTH (DOHOBOI IMOJICBETKH KJIABUATYPHI B IHEBHOE BPEMSI.

e HouHas IpKOCTBH — SIPKOCTh (POHOBOH MOACBETKHU KJIIABHATYPHI B HOUHOE BPEMSI.

o VpeanuuTh sipkocTth — Hamxarme kiuaBum//lerekuusi ABMKEHHE — SIPKOCTh MOACBETKH
KJIABUATYPHI ITOCIIC HAXKATHS WU TIPU OOHAPYKCHHUE JTBUKCHHUSI.

MNogceeTka KNAaBUATYPEI

15

HAprocTte 20 -
YBENMUMTE APKOCTE - HaxaTtue knasvw/eTeruma QBMHeHIA

—e

biiok «OTKJII0YNTH YBEeIOMJICHUS».
briok mo3BoJisieT OTKII0YATh OMOBEIIEHUS OTKPBITUS JBEPHU (3BYKOBOE COOOIICHUE W WHIUKAIUIO
Ha JIUCIIIEE) I BRIOPAHHOTO OJHOTO MIJIH HECKOJIBKUX pelie.

OTKNHYUTE YESOOMMEHWA

[Tocne BHECEHUS BCEX HACTPOEK HEOOXOAUMO HakaTh KHONKY CoxpaHuTh. Bximanka «SIP»
Bxanka conepkKuT JaHHBIE ISl MOAKIIOYCHUS U HACTPOUWKH NBYX SIP-akkayHTOB (OCHOBHOTO U
JIOTIOJTHUTENBHOI0), YCTAHOBJICHHBIX Ha MMaHEH.

®opmar 3anucu <sip:user@domain;uri-params>;addr-params
3anuce MPOU3BOAMTCSA B OJHY CTPOUKy Oe3 mpoOenoB. Mexay mapamMeTpamMH CTaBUTCS TOYKa C
3anAToil — ; | B KOHIIE CTPOKH JOMONTHUTEIBHBIX CHMBOJIOB HET.

[TapameTpsl 115 uri-params:
e transport={udp, tcp}

ITapamerpsl it addr-params:
e answermcde={manual, early, auto}
e audio codecs=opus/48000/2,pcma, ...
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audio_source=alsa, default

audio player=alsa, default

auth_user=username

auth pass=password

call transfer=no

mediaenc={srtp, srtp-mand, srtp-mandf, dtls_srtp, zrtp}
medianat={stun, turn, ice}

mwi=no
outbound="sip:primary.example.com;transport=tcpl
outbound2=sip:secondary.example.com
ptime={10,20,30,40, ...}

regint=3600

pubint=0 (publishing ofY)

regq=0.5

sipnat={outbound}
stunuser=STUN/TURN/ICE-username
stunpass=STUN/TURN/ICE-password
stunserver=stun:[user:pass]@host[:port]

video codecs=h264, h263, ...

IIpumep 3anucu:
<sip:123456789@jintercom.ru:9060;transport=udp>;auth_pass=abcldef234gj;regint=3600;media
nat=t urn;stunuser=11;stunpass=11;stunserver=turn:turn.intercom.ru:3478

Hactpoiiku noakmtoueHust SIP BKIIOYAIOT ClIeAYIONIUE MOJIS:

e TaitmayT peructpanuu — BpeMs OkuaaHus peructpauu Ha SIP cepBepe, 1o HCTEYEHUIO
KOTOPOTO PErucTpaIus A0JDKHA OBITH BO30OHOBIICHA;

e llHTepBan HUKIA PETUCTPALIMU — BPEMS MEXIY LIUKJIAMU PETUCTPALIUU;

e KoanyecTBO MOMBITOK PETUCTPALIMU B LIUKJIE - KOJIMYECTBO MOMBITOK PETMCTPALUN. DKpaH
BKiaaku «SIP» npencraBineH Huxe.

SIP

<5ip:13863396@a2.intercm. pik- =
comfort.ru:9060;transport=udp>;auth_pass=udnccxGckopfdafxregint=1

<sip:12345678@a3.intercom. pik- 2
comfort.ru:9060;transport=udp>;auth_pass=udnccxbckopfdaicregint=1.

6

66

CoXpaHuTe

[Ipu norupoBaHuM sl OTCICKMBAHUS 3BOHKOB HCIIOJNB3YETCS CKBO3HON HIEHTH(UKATOp B
3aronoBkax. Bce umcxomsmue SIP cooOmieHus copepkaT CKBO3HOW wuaeHTH(UKaTop. Ecim 3BOHKH
nsoiuele SIP + SIP nokanbHelii y HUX Oyaet oOmmii id. [Ipu Bxozsem 3BoHKe uaeHTudukarop oepercs
u3 npuxoasmiero INVITE.

[Ipu norMpoBaHMM HCHOJB3YETCS YyHAICHHBIA syslog 1t cOOBITMII C HY)XHBIM YPOBHEM
morupoBanus <69>. B nmokansHOM syslog coobmenus 0yayT momedeHsl [N]-Notice.

Tak >xe mpu oTKpwITHH pene uepe3 Web Oyner BBIBOOUTHCS HE Ha3BaHME Opaysepa, a UMS
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IMOJIB30BATCJIA U €TI0 POJIb.

Brimagka «WebRTC»»

Bxnanka copepxut ganable o STUN mnum TURN cepBepax, KOTOpBIE SIBISIFOTCSI CEpBEpaMH -
moMoIITHMKaMHu U1t ooxoma NAT.

STUN cepBep — 3TO IPOCTO CepBep B HHTEPHETE, KOTOPBIN BO3BpAIaeT 0OpaTHBIN aapec, TO eCTh
aZpec y3ia OTIpaBUTeNs. ¥Y3ell, HaXo a1 3a poytepom, ooparaercs kK STUN cepBepy, 4TOOBI TPONTH
yepe3 NAT. [Taker, npumenmmii k STUN cepBepy, COOEpKUT aApec NCTOUHUKA — aJIPeC pOYTEPA, TO €CTh
BHEIIHUM azpec Hamero y3na. Ot1ot aapec STUN cepBep u oTnpasisieT 00patHo. Takum oOpa3om, y3emn
noiyyaet cBoi BHemHui IP agpec u mopt, yepe3 KOTopblid oH noctyneH u3 cetu. danee, WebRTC c
MIOMOILBIO 3TOT0 ajpeca CO3JaeT JONOJIHUTENILHOIO KaHAuAaTa (BHEIIHUM aapec poyTepa M MOpT).
Teneps B Tabmune NAT poyrepa ecTh 3amuch, KOTOpash NPOMYCKAaeT K HamleMy Y3Jy IaKeThl,
OTIIPaBJICHHBIE HA POYTEP IO HY>KHOMY IIOPTY.

WebRTC

STUN cepeep

stun:stun.l.google.com:19302

CoxpaHnte

B ctpoxke ITosib30BaTeb yka3bIiBaeTCs MMs ITOJIb30BaTENS Ha cepBepe, B cTpoke Ilapoasb — napons
JUTsl aBTOPU3ALUH.

ITo ymouaHuio B HaCTpOMKax ykasaH cepBep stun:stun.l.google.com:19302.

Bxutanka «Jlormka JTUCKpeTHBIX BHIX010B)

Bxnaaka comepKUT JIOTHUECKHE HACTPOMKHM BBIXOJOB Ha MAHENH VISl PA3JIUYHBIX COCTOSHHM.
JlanHasi BKJIaJgKa TpeqHA3HA4YeHA I WHKCHEPHBIX cIykO0. JtoOble M3MEHEHUss MOTYT NPUBECTH K
HECTaOMJILHOM paboTe MaHelu.

OCHOBHBIE HACTPOUMKHU:

® 3aBOJICKME HACTPOMKHM A repkoHa, nojkiatoueHHoro k Pese 3 ctpoxa Input C closed
(3akpertue asepu) U Input C opened (oTKpbITHE ABEPH).

Jloruka pa0otsl ipu 3ambikanuu repkoHa Input C closed (3akpbiTHe ABEpH) - CUTHAI 3aKPBITHUS.
Jloruka paGoTsl pu pazmeikanuu repkoHa Input C opened (0TKpbITHE ABEPH) - *KAEM TailiMep, €CITH
TaiiMep MpoIIeN, a CUTHAM 3aKPBITUS HE MTOCTYNUJ, TO CUTHAJI HEHOPMAJIbHOTO OTKPBITHSL.

Jloruka guc KPETHLIX BLIXOO0B
CobuiTie

ene 1 Pene 2 Pene 3 Eunep TexcT aucnnen

Signal Closed' &
nput C closed

Wait(50s) €3

Input C opened Signal ‘Abnormal Opened’ €

® 3aBOJCKHME HACTPOWKH JUIsl OCHOBHOM ABepH noakatoueHHoM Kk Pesie 1 ctpoka Input A closed
(3aKkpeITHE ABEPH).
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Toruka AWCKPETHLIX BLIXOO0B
CobbiTne Pene 1 Pene 2 Pene 3

Signal 'Exit button pressed €3
Switch OFF ©
Wait{3s) €

Input A closed

Switch ON €

Signal 'Opened’ &

Eunep TexcT gucnnen

® 3aBOJICKHME HACTPOMKHU AJIS TONOJHUTEIBHOM IBEPH, NOAKIIOUeHHOU K Peste 2 cTtpoka

Input Bclosed (3akpbiTue nBepn).

Noruka AWUCKPETHBIX BbIX0O40B
Cobkitie Pene 1 Pere 2 Pene 3

Signal ‘Exit button pressed” €3
Swiich OFF ©
Wait{3s) @

- au— Switch ON @

Signal '‘Opened’ €

Bunep TekeT aucnnes

® 3aBOJICKHME HACTPOWKH peXMMa YpE3BbIYaHOM cuTyaluu - ctpoka Extreme Situation

comand.

Jloruka AUCKPETHBIX BbIXOO0B

CobbiTie Pene 1 Pene 2 Pene 3

Switch OFF & Switch OFF &

Extreme Situation command

Bunep TekeT Aucnnes

Loop 3 times &
Voice 'Exireme situat’ €

Wait(20s)

® HACTPOMKM I10JIb30BATEIBCKOr0 PEXKUMa yCTaHABIUBatOTCs B cTpoke Custom Situation

comand. [Io ymoiyanuio cTpoka mycrasi.

OOuwmii Bz 3kpaHa BKIaaAku JIornka AucKpeTHBIX BHIXOA0B IIPEICTABICH HIDKE.
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Norvka AMCKPETHbIX BLIXOLOB

Cobbitve Pene 1
Switch ON €
System-run
Swilch OFF
System-faull

nput A closed

nput A opened

nput B closed

nput B opened

nput C closed

nput C opened

Unlock command

Lock command

Signal ‘Exit button pressed’ &
Switch OFF

Wait(3s) ©

Switch ON ©

Signal ‘Opened €

Switch OFF &
Wait(3s) @

Switch ON @

Suitch ON €

Custom Situation command

Switch OFF @

Extreme Situation command

Pene 2

SWichON @

Swilch OFF @

Signal 'Exit button pressed’ €3

Swilch OFF @
Waitj3s) 8
Switch ON €

Signal ‘Opened @

Switch OFF &
Wait(3s) €

Switch ON €

Switch ON €

Switch OFF @

Pene 3

Signal 'Closed’ €3

Wait(50s)

Signal ‘Abnormal Opened’ &3

Bunep TexeT gucnnen
wait(3s) €
Vaice ‘Door open' &
Print 'Previous state’ €
Sound OFF &
Loop 3 times €
Voice ‘Extreme situat' ©
Wait(20s) @
COXpaHnT:

B ctpoke Teker AncnJies: yka3plBaeTcs BEIBOAUMBIN TEKCT MPU CpabaThIBAHUN JIOTHYECKOM
HaCTPOMKHU.
B ctpoke bunep yka3piBaeTcst 3ByKOBOW CHTHAJI JUIsl AMHAMUKA [TAHEH P CpadaThIBAHUN
JIOTUYECKOM HACTPOUKH.

Bxnaaka «Ayauo»
Bxutanka coepuT ayuo HaCTPONKH:

Cucremuble
SIP pexxuma BbI30Ba

AHaNOroBOro pexumMa BbI30Ba

Webrtc
3BYKOBBIX COOOIIECHHIA

OnogeneHuit KuaboB yepe3 AT

RTSP notoxka.

JIOCTYIIHBI CIIEAYIOLIUE TaPAMETPHL:
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e ['poMKOCTH TMHAMHKA - YPOBEHb IPOMKOCTH BCTPOEHHOTI'O INHAMUKA TTAHEIH.
e YyBcTBUTEJBHOCTH MUKPO(OHA - YypPOBEHb UYBCTBUTEIHLHOCTH BCTPOCHHOI'O MHKpPO(OHA.

Jlis pydHOM YCTAaHOBKM YpPOBHA HEOOXOAMMO CHSTh METKY ABTOMATHYeCKas peryJiupoBKa
YyBCTBHUTEJILHOCTH MUKPOGOHA.

e Bxoasiuii 3BOHOK, TPOMKOCThH IHNHAMHKA - YPOBEHb TPOMKOCTH JMHAMHUKA TPYOKH.

e [IpokcupoBaHue, TPOMKOCTh JUHAMHUKA TPYOKHM - YPOBCHb I'DOMKOCTH JMHAMHUKA TPYOKH
IIPU pasroBoOpe.

o Pexxum 00paboTKH 3BYKA - BHIOOP PEKUMOB 00paOOTKHU 3ByKa U3 CIIHCKA.

e PexxnM KoOMIIEHCAIH X0 - BHIOOP PEKUMOB KOMIICHCAIINH X0 U3 CITHCKA.

CuUcTeMHble

POMKOCTb AMHAMMWKR

~ AKTMBHOE LUYMONOAABNEHHE

[] AsTomariyeckan perynipoBKa YyBCTEMTENEHOCTH MUKPODOHA
YyYBCTBUTENBHOCTL MUKPOMOHA

Pexamm obpaborin 3syka

OGbI4HBIA (ronoc) -

Pexaam komnercaum so *

YCUNEHHOE 3XONOAABNEHNE v

CoXpaHnTh

SIP

POMKOCTb AMHAMMWKR

YYBCTBMTENBHOCTL MUKPOGOHA

BxofALWiA 3BOHOK, TPOMKOCTE AMHAMMUEKA

CoXpaHnTh
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AHanoroebIn
FpC‘JKCCTb AWHAMUKE
‘~|'_-,'3CTE-HT€,‘IbiDC_3 L-IHHpDCDDHa
MPOKCHPOBAHWE, TPOMKOCTE AWHAMUKS TPYOKKH
[ WrHopupoBaTh WHAMBMAYANbHLIE AHANOMOBLIE AYANO HACTPOHKK
COXpaHL‘ITb
Webrtc
‘~|'_-,'3CTE-HT€,‘IbiDC_3 L-IHHpDCDDHa
COXpaHMTb
3BYKOBbIE COOBLEHMS
V—pC‘dKCETh AWHAMKWKA
COXpaHMTb
OnoBeLleHne XunbLoB Yyepes AT
I'pC MKOCTb AHHAMKKa TPYOKK (ToNbKo AnA KMD-1008)
COXDEHHTb
Aynuo rtsp
Kogex *
G711a -
YyBCTBWTENBHOCTE MHKPOGOHA
COXpaHHTb

Omnogsemnienue xmwibloB uepe3 AT padoraer Tonbko mass KKM KMD-100S.

JIy1s1 aHAJIOrOBOM JIMHUU CYLIECTBYET BO3MOXKHOCTD PErYJIMPOBKHA IPOMKOCTH B PEXKUME PEATLHOIO
BPEMEHH, ISl 3TOTO HEOOXOJMMO aKTHBHUPOBATh YEKOOKC B moje «MrHOpUpOBaTh WHAWBUIYAJTbHBIE
aQHAJIOTOBBIC ayAHO HACTPONKI.

JIy1st 3BYKOBBIX COOOIIEHUHM JTOCTyIHA HACTPOMKA TPOMKOCTH JUHaMuKa, a misg RTSP mocrymen
BBIOOp ayAMOKO/I€Ka U UyBCTBUTEIBHOCTH MUKPOQOHA.

®opwmatsel koaekoB Ayano RTSP:

e PCM 16bit;

o (G711a

o G711y

e 16 KHz (na ocaoBe PCM 16bit);
e 16 KHz (na ocnose G711a);
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e 16 KHz (na ocnose G711u).

[Tocne BHECeHMs HACTPOEK HEOOX0IMMO HaxaTh KHONKY COXpaHHUTh.

Bxnangka «Bugeo»

RUBETEK

Bxilagka comep)kuT HacTpOHMKM BUICOINOTOKA MPH BbI30Be abOoHEHTa. JIsi HAaCTPOEK JOCTYITHBI

CJIEYIOIINE apaMeTpBbl:

o Pexxum OutpeiiTa - BEIOOp perkrMa OuTpeiiTa u3 cnucka. JlocTymHbI CleyIoIre BapUaHThI:

CBR, VBR, CVBR, AVBR, FixQP, QVBR;

e CooTHOILIEHHE CTOPOH 4:3 — BKITIOUEHNE/OTKIIIOUCHHUE Pa3pelieHUs BUJIEO C COOTHOIICHHEM

CTOpPOH 4:3;

Pa3mepbl n3o0paxkeHuii ¢ COOTHOLIEHUEM CTOPOH 4:3 :

— 352x288

— 640x480

— 704x576

— 720x480

— 720x576

— 1280x%960
- 1920x1440

Pa3mepbl n3o0paxkeHuii ¢ COOTHOLIEHUEM CTOPOH 16:9 :

— 352%288

— 640x360

— 704x576

— 720%x480

— 720x576

— 768x432

- 1280x720
— 1920x1080
— 2560x1440

e CHammoOT — HaCTPOIiKa pa3Mepa CHUMKA U300paKeHus;

e KaHaJjbl — HACTPONKU KaHAJIOB;
e RTSP ceccum — akTUBHBIE CECCUU IPOCMOTPA BUAEO O NpoTokoixy RTSP.

[Ipumeyanue: MakcumanbHOe KoruecTBO noakatodeHuit RTSP — 5 mir.

Bugeo

Fexim Grmpeiita
AVBR -

[J CootHowetue cTopoH 4:3

CHanwot

Pasuep usoGparern
640x360 -

Kanane!

1 1920x1080

2 1280x720

3 640x480

Rtsp ceccumn

BuTpeit

5 Mbps

3 Mbps

1 Mbps

Mpodmne

Baseline

Baseline

Baseline

[inn WebRTC

T
4

T
4
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o HacTpoiiku n300pakeHusI BKIIFOYAIOT B c€0s1 CIIETYIONMINE TapaMeTPhl:

(@]

Pexum padorbl — nepexinoueHue pexuma padbotel UK-moaceerku (ABTomarnyecku (Smart

IR)/Bxmrouena/BrikiroueHa).

o Ilopor Bk/IHYeHUS] HHPPAKPACHOIO PeKMMA - HACTPOHKA MOPOTa BKIIOUYECHUS PEKUMA
«Houb».

o IllupuHa rucTepesuca - 331epXKKa Ipu Nepexoie B pexuMe «JleHb-HOUbY.

O Bpemsi ©3MepeHHs 0CBEIIEHHOCTH - BPEMs, B TECUEHUU KOTOPOTO IPOU30MIET MEPEKITIOUECHHE

pPEXUMa, IMOCJIIC U3AMCHCHHUA 3HAYCHHS OCBCIICHHOCTH.

O O O O O O o0 O O

SIpKocTh MOACBETKH - ycTaHOBKA sipkocTu nojaceerku MK nuonos.
WDR — BKIIOYEHUE/OTKITIOUEHUE IMIUPOKOTO JUHAMHUYECKOTO THaIa30Ha.
BLC — BxinIoucHUE/OTKIIOYECHHE KOMIICHCAI[UHU 3aIHETO CBETA.

OTTEeHOK - HACTPOIKa OTTEHKA BUIEOMOTOKA.

SApxocTh - HACTPONKA IPKOCTU BUIAECONOTOKA.

KonTpacr - HacTpoiika KOHTPACTHOCTH BUIEOMOTOKA.

HachIeHHOCTD - HaCTPOMKa HACBIILIEHHOCTH [IBETOB BUACOIOTOKA.
HlymonoaaBiieHune - HACTPOMKA IIIYMOIIOIABJICHUS] BUAEOMOTOKA.
I'amMma - HacTpOMKH raMMbl H300paKEHUSL.

DeHb (cTapT ¢ 07:30) W3obpaxeHue

WK-noaceeTka

Pex#im paSoTs ]
AsTOMaTHYECKM (Smart ... =

—|:II|IO' BKNHYEHWA .

LupuHa ructepesnca, % S

—.

BpemA W3MEPEHMA OCEELLEHHOCTH, C l

_.

FApPKOCTh NOACBETKM o yMONYaHW -
e

LWymonogaeneHune

KomneHcaums
[J wor ®

YpOBEHb [

HopmaneHoe v

—.

OTHIHERD - [eTekuwnsa gBnxeHNA
3HaveHue KOMNEHCALWH fueHm

P 100

BAKHO! Hacmpoiiku 6uoeo KOHu2ypupyomcs He3asucumo 0Jist OHe8H020 U HOUHO20 PeCUMd

pabomoi.

o Jlerekuusi IBUKEHUSI - YCTAHOBKA 30HBI IeTeKIUU ABMKeHUs [lognepxuBaeMblii pa3mep

BHJICO JIJISI KAXKJOTO KaHala yKa3aH B TaOJIUIE HIDKE.

Kanan Pa3mep Buaeo
1280x 1920x 2560x
352%288 1640%360 |640x480 [704x576 (720x480 [720x576 790 1080 1440
Kanan | + - - - + + + + +
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1

Kanaa
2

Kanaa
3

BAJKHO! Pexomenoyemcs 6bicmasisims pazpeuienue Ha nepeom Kanaie eviule, yem Ha 6Mmopom, a

HA 6MOpOM 8blUle, HeM Ha mpembem.
3anpeu;eH0 ycmanaesiueaniob 00UHAKOBbLE paspeuenuss Ha nepeom u 6mopom Kanaiax.

B cnyyae ecau ma nepsom kaumane cmoum maxcumanvHoe paspeutenue 2560%1440, mo
MAKCUMANbHO 803MOJICHOE paspeuienue Ha 6mopom kanane — 720x576. Ecau na nepéom xaunane cHu3ums

paspeuwterue 0o 1920x1080, mo na emopom moxicHo 6yoem gvicmasums 1280%720.

Paspewenue mpemvezo xanana (640%480) ne mosicem dvimo usmerneno. Kanan ucnonvsyemces 014

()emekuuu u pacno3naearust iuy.

[Tocne BHECeHMsI BCeX HACTPOEK HEOOXOAMMO HakaTh KHONKY COXPaHUTD.

Bxinagka «OSD»
Bxrnaaka mo3BoJiieT yCTaHOBHTH OTOOpa)K€HWE Ha BHJICONOTOKE JAaTh/BPEMEHHM W TIOJIHUCH

ycTpoiicTBa. [y akTuBaMKu 0TOOpaKEHUSI HEOOXOAUMO YCTaHOBUTH METKY.

paspenieHusX TEKCT MOKET He BMEIIAThCs M OyZIeT 00pe3aH 1Mo pa3Mepy dKpaHa (B TOM cliydae

OToOpaxxkaTh NOANMUCH — (JIar BKIFOYCHUS/OTKIIOUEHUS OTOOPaKSHHUSI TTOIIHCH.

Hoanuck — r06ast MoJIb30BaTEIbCKAs MOANUCEH He Oosee 64 cuMBoIOB. Ha HEKOTOPBIX

otobpaszutcs coobmienne «On channel(s) [Homep(a) kanana(-oB)] the text exceeds the video size and will

be cut off!»)

e  OroOpaxkaTh 1aTy U BpeMsl — (hj1ar BKIIOUEHUS/OTKIIOYECHUSI OTOOPaXEHUS JaThl U BPEMEHHU
B (hopmarax:

o JJAMMITIT;

o MMJAAITIT;

o ITTT.MM.JJ.

e  24x yacoBoi — ¢uar ucnoabp30BaHus 24-4yacoBoro (hopmaTa BpeMEHH.

e Jlenn Heaenu — (hiar BKIIOUSHUS/OTKIIFOUECHUST OTOOpAKSHUS THS HEICTIH.

O O O O

OkpaH Bkiaaku «OSD» npeacTaBiieH HUXKE.

IMonoxenne OSD — Bb1OOp MostokeHUST 0TOoOpakenust OSD:

Caepxy cneBa;
Cgepxy cnpaBa;
Cuu3y cieBa;
CHuzy cnpasa.
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0OSD

OTobpaxath Noanch

ololo

OTobpaxars Oary U Bpems

MM.Onrrrr v
24x 4acosoi

OeHb Henenu

Caepxy cnesa -

COXpaHHTb

Bxnanka «3ByKoBbIe yBeAOMIICHUS

Bxuiazxa mo3BosisieT yCTaHOBUTH ay1nO(aisibl I CIEAYIOMNUX COOBITHA:
JIBepb OTKpBITA

Omnodka

3ByK /103BOHA

HaskaTue kj1apuu

IHonb30BaTEIBLCKHI PEXKUM

UYpesBblyailHasi CUTyalu st

3aBepuieHue pasrosopa

WuTtepodeiic orobparkaer MeTagaHHble ayauodaiina: HaumeHnoBanue, popmat (WAV/MP3), pazmep
U JTIUTEIBHOCTD 3anucu. Takke oToOpaxaeTcs: CTaTyc 3arpy3ku U €ro MpoUCX0oxkIeHUe (3aBOICKON WIN
MOJIb30BATEIbCKU).

DKpaH BKJIaJIK1 «3BYKOBbI€e YBeJOMJICHHUS» [IPEICTABIEH HUXKE.

[Bepb OTKpLITa

BuiGepiTe paiin @) 3arpywen saBopckoi - DoorOpen.wav (16.8 KB, 00:00:01)

BoCnpoM3BECTH Ha NAHENW 3arpy3nTb YOanuTe

Owmnbka

BribepuTe dain 0 3arpy#eH 3aBoAckoi - Errorwav (13.2 KB, 843 mc)

Bocnpon3secTn Ha naHenu 3arpy3nTb YOanuTe

3BYK J0O3BOHA

BuiGepuTe paiin @) 3ampymen 3aBoacKoi - Ringing.wav (60.5 KB, 00:00:03)

BOCnpon3BECTH HA NAHENU 3arpysuts YOanuTs

HaxaTtue knasuim

BuidepuTe paiin @) 3arpywen saBoackoit - Beep.wav (2.0 KB, 128 mc)

BocnpoM3BECTH Ha NaHenn 3arpyanTb ¥OanuTe
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Monb3oBaTenbCKUIA PeXUM

Buibepute paiin @)  He sarpywen

BOCNpoOW3IBECTH Ha NAHENK 3arpy3nTb YO0anuTe

YpesBhivanHaga cuTyauns

BeibepuTe aiin e 3arpy:eH 3aBoAckol - ExtremeSituation wav (164.1 KB, 00:00:10)

BocnpoW3BecTH Ha NaHenu 3arpy3uTs YoanuTs

3aBeplueHne pasroBopa

e 3arpyseH 3aBoAckoi - EndConversation.wav (11.5 KB, 735 mc)

] BENouMTE yBEOOMMEHWE

Ha3BaHue 3ByKOBOI'0 yBeIOMJICHUSA Orpannyenust o0bema Orpanunyenust o0bema
-waf .MP3

JIBepb OTKpHbITa 256 830
Ommbka 100 830
3BYK J103BOHA 256 830
Haxatue kiaBuium 100 830
[Tonp30BaTENbCKUNA PEKUM 256 830
UpesBbluaiiHas cuTyanus 256 830
3aBeplICHHE pa3roBopa 50 830
PexxuM onoBenieHust JKUIbLOB Yepes3 256

830
AT
CymMmapHbIit 00beM 3ByKOBBIX (hailloB HE MOXKET MpeBbIaTh 830 KOANT.
[Tpu mombITKE 3arpy3uTh (aityi(bl), MpeBHIIAIONTUH(HE) TOMTyCTUMBIH 00HEM TOSIBUTCS
YBEJIOMJICHHE.

Jlst 3arpy3Kku He00X0AMMO HaXaTh KHONKY Bei0epuTe (paiiii, 3arem ykas3aTh pacronoxenue ¢aiina
Y Ha)KaThb KHOIIKY 3arpy3HTh.

KopoTKas BCILIBIBAIONIAs MOICKA3Ka, HOSABIAIONIAACS TIPH HaBeJeHHH Kypcopa Ha @, mossomser
03HAKOMHTHCS C TPEOOBAHUSAMM K 3arpy’KaeMbIM (haiiiam.

BAKHO! Ilpu naxcamuu na kHonky Bocnpoussecmu na nanenu, 36K 80CHpOU3B00UMCSL MOILKO
Ha naxenu 0omMopoHua.

Jlns  y#aneHus 3BYKOBOTO YBEIOMIICHHS OIPENEICHHOTO COOBITHS, HEOO0XOIUMO BBIOpATh
Ynanursk, a 3ateM HaxaTh OK.

BA’KHO! Ilpu ycmanoske Ha 0OMOGDOH NpedvlOyuux 6epcuti NPOULUBKU 3acpyiceHHble patiibl
0yoym asmomamuuecku yOaieHbi.

BAZKHO! 1o ymonuanuto ¢rae « Bkirouums ygedomienuey 0 coovimus 3agepuienue pazosopa
He evicmagnen. Jlia axkmusayuu OaHHOU QYHKYUU HeoOX00UuMo noOmeepoums Oelucmeue 80
BCNIILIBAIOUEM OKHE.

Bximagka «IoT Cloudy»

Bxnanka comep uT HeoOXoauMble HACTPOWKH Ui MOAKIIOYEHHS K oOlayHoMy cepBepy. s
HaCTPOMKHU JOCTYITHBI CIIEAYIOIINE TapaMeTphI:

o OOHOBHUTH cepTU(PUKATHI - HACTPOUKH TOJTYICHHS CepTH(HUKATA.
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e Coeaunenne k loT cepBepy - HaCTPOIKH ayTeHTH(PHUKALINHI IS TOJKIIOUYEHUS K 00JIauHOMY

cepBepy.

OkpaH Bkiaaku IoT Cloud npencrasieH HIKe.

OBHOBUTL CepTUPUKATHI

URL xocTta *

/apitv1icertificates

access_control

CoepnunHeHue K lot cepeepy
[] vcnonssosars TLS

URL xocTa

fapitv1/products

Mapons *

OBHOBWTL

[[] WrropwpoBaTh sanpockl k NNAHY BLI30BOB

0

Maponk

CoXpaHWTb

Bxnangka «@®oT1o mo coOLITHIO
Bxuiagka comep)XUT HACTpOWKH COXpaHEHHs (OTO ¢ KaMepbl IPU HACTPOCHHBIX COOBITHAX. [l
HACTPOWKH JJOCTYIIHBI CIIEAYIOLINE TapaMETPh:
e Hactpoiiku FTP - nactpoiiku cepBepa, Ha KOTOpBIA OyIayT coxpaHsaThcs (otorpaduu. s
COEJIMHEHUS YKAa3bIBAIOTCS: aJpec cepBepa C IMOPTOM, MMs IOJIb30BaTelNs, Mapoib A AOCTyHa U
JTUPEKTOPHS I coXpaHeHust poTorpaduii.
e @010 N0 COOBITHIO - IEPEUCHb BO3ZMOXKHBIX COOBITHI, IIPU KOTOPBIX MPOUCXOAUT COXpPaHEHHE
dotorpaduu Ha yCTaHOBIECHHBIN cepBep. [t 1o6aBieHrst HOBOTO COOBITHS HEOOXOAUMO HaXaTh HA 3HAK

«+t» ¥ B MEHIO BBIOpaTh HEOOX0quMOE coObITHE. J[1s1 yaneHus COOBITHS HEOOXOIMMO Ha)KaTh Ha 3HAK
«X» B CTPOKE COOBITHSI.

DKpaH BKJIaJKU «P0TO M0 COOBITHIO» MPEICTABICH HUXKE.
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$oTO N0 COBLITUID

HacTpowku FTP

Agpec

192.168.0.201:21

example com port
Monb3oBarens

fip_user

ftp_dir

®oTo no cobbiTMio

Bxop no obuenomosomy RFID kniody €
Bxog, no ksapTupHomy RFID wioqy €
Bxog, no oTcyTcTByWLemy RFID &
Bxop, no obuwenomosoMy BLE kniovy (]
Bxog, no ksapTupHomy BLE kniouy €3
Bxog, no oTcyTcTByoLLemy BLE €

Bxop, no oOWEoMOBOMY KOy [x]

BX0/, N0 MHAMBUAYANbHOMY Kol &)
TMonbiTka BX0Aa N0 OTCYTCTBYloWeMY Kony &)
OGHapyxeHre nuua &

OTKpbITA ABEPL, NOMOGIOH. TpyOka. &
OTKpbITa ABEps, APl €3

OTKpLITA ABEP, KHOMKA Bbixoaa &
Bri30B KBApTHPL )

Bri30B KOHChEpka 9

BbI30B KOHCLEPXKA KHOMKOM AnA MIH &)
Bhlaos S0S @

MonbiTka AeMonTaxa €

3anycK cucTembl

=+

CoxpaHuTb

Bxianka «O0HapykeHue JIUID

RUBETEK

Bxnaaka conepKuT HaCTPOUKHU (YYHKIIMH paCIIO3HABAHUS JTUIT JJISI TOCTYTIa Ha O0BEKT / TOMEIIICHUE.

Jnist HaCTPOEK JAOCTYIHBI CIEAYIOINEe OJIOKH:

o CepBaep - HACTPOWKH cepBepa, HAa KOTOPOM XPAHSITCS HCXOAHBIC AJaHHBIE (hoTorpadun) imil. B

moJie «3ampocy MPOIMUCHIBaeTCS MyTh K pabouelt mamnke Ha cepBepe, €Clii OHa He KOpHeBast

(HEOOs3aTENBHBIN MTapaMeTp).

Cepsep

Hactpoiikv getekumm nuu

cfbb9b64-d019-4ac5-b426-9cbd45c6besB

62.84.124.56:8080

62.84.124.56:8080

KR XK KKK XXX -port

3anpoc

OO X XXX XXX -port

e Hacrpoiiku neTeKIuM - HACTPOUKH 7S 3aIycKa (yHKIIUU PacTiO3HABAHMS JIUIIA
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e 30Ha pacno3HaBaHM$ - HACTPOWKHU 30HbI AETEKIINH JIUIIA

HacTporku geTekumu

BriknmoyeHo

Fre]

540

Pasmepebl 30HbI MHTepeca

10

COXpaHHT

Bknanka «/lerekumsi ABUKEHU S
Bxiagka comep)XUT HAcTpOMKH (YHKLIMM JETeKIMM JABWXXEHHS Ul J0oCTyna Ha OOBEKT /

nometneHue. J{is HacTpoWKH TOCTYIHBI CIEeTyIONINE TapaMeTphl:

RUBETEK

3ona aBu:keHMs A5 Onvif - mo3BoJseT BU3yalbHO HACTPOUTH 30HY paOOTHI IETEKIUH JBMKEHUS IS

coOnITHii B Onvif.

YyBCTBUTEJIBHOCTD B THEBHOE BpeMsl 1 UyBCTBUTEJLHOCTH B HOYHOE BpeMsl - HaCTpoiika
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MO3BOJISIET YCTAHOBUTH UyBCTBUTEIBHOCTh ICTEKIIUHU IS COOTBETCTBEHHOTO peskuMa paboTel. OHa
BBIIIIE, YeM OOJIbIIIe 3HaUYCHHE (BIPABO).

MuHuMajbHBIH pa3Mep 00beKTa B ITHEBHOE M HOUHOE BpeMsi, % - 3aaercs pa3mep o0bekTa B % OT
TUTOIIAH Kajpa.

CoOpiTre JleTeKkuusi ABUKEHUSsI TPOUCXOIUT MPH OJTHOBPEMEHHOM BBIIMTOJTHEHUH JBYX YCIIOBUH:
1) muomans ABMKYyIIErocs 00beKTa O0NIbIIe MUHIMATBLHOTO pa3Mepa 00beKTa, yKa3aHHOTO B
HaCTpOMKax;
2) HABUTAIONIUICS OOBEKT HAXOAUTCS B BHIOPAaHHOW O0JIACTH.

[Tocrne 3aBepiieHus COOBITHS IETEKINHU CIEAYIOIIas CpaboTKa MPOUCXOAUT Yepe3 5 cekyHa. [s

HEOOJIBIIUX 00BEKTOB HEOOXOUMO 3a7]aBaTh MaJICHbKHUIT MUHUMAJIBLHBIN pa3Mep 0ObEKTa.

[Tpu pazmepe o6wvekTa 0% OeTeKTOp CpadaThIBAET MPU HATUYHH XOTS ObI OJTHOTO JBUKYIIETOCS
0JI0Ka pa3MepoM 8X8 MHUKCeeH.

Pa6ora ¢pynkiuit [loacBerka kiaaBuatypbl u OGHapyKeHHe JIUII M0 IBUKEHHIO 3aBHCHUT OT
HacTpoeK MUHUMAaJBHBIN pa3Mep 00bekTa 1 UyBCTBUTEIBHOCTD, U BCET 1A UCITOJIB3YETCS TUIOIIA/Ib
BCEro Kajpa.

Dkpad BKIaAKU «P0TO M0 COOBITHION MTPEICTABICH HIDKE.

SHpROHEIE SRR HacTtpoiku getekunm OBMKEHNS

loT Cloud

3oHa aswxeHua ona Onvif

PoT0o No cobbITUIO

OBHapyxerne nuy

[etexuus aBuKeHs

OB6HoBNEHNE W
pesepBUpoOBaHne

CuntbiBatens Wiegand

CunteiBatene NFC

Syslog

BeibpaTte BCcE OyucTnTb BCE
LCD gucnnewn
BezonacHocTb Obuue HacTpo#KM

YyBCTEBUTENLHOCTEL B IHEBHOS BpEMA
AHxanorosas nMHUA

Bxnanka «O0HOBJIeHHME M pe3epBHPOBaHUE)

Bknanka conepKUT HACTPOHKHM cepBepa Uil OOHOBICHHS NMPOrPaMMHOTO oOecriedeHus! U
aBTOMATHYECKOT0 yJJAJIEHHOTO PE3epBUPOBAHMSI HACTPOEK MaHenu. DKpaH BKiIaaku OOHOBIeHHE
pe3epBUPOBAHKE MPEICTABICH HIKE.
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HacTpolikn o6HoBneHnA

HacTpolika pesepsupoBaHma

BeiKnoHeHo bl

Bxnaaka «CuutbiBaTesab Wiegandy

Bxnanka conep)XKUT HAaCTPOMKM BHEIIHETO CUMTHIBATENs. JJii HACTPOEK AOCTYMHBI CIEAYIOLIUe
apaMeTphbI:

e Tunm Wiegand — nporokon mig mepegayd JaHHBIX MEXIY KOHTPOJUIEPOM YIIPABICHUS
JIOCTYTIOM M CUMTHIBaTeIsIMU. TUN ycraHaBiuBaeTcsl U3 cnucka. [lepedeHb BceX THUIIOB CUMTHIBATEINS
Wiegand yka3zaH B TEXHUUECKHX XapaKTEPUCTUKAX TTAHEIH.

e OTKIIYUTH YBeIOMJIEHHS 1JIsl BHEIIHEr0 CUMTHIBATE ISl

e (OOpaTHBII NOPSAA0K CYUTHIBAHUA JAHHBIX

e CBeTOIMO/ NMPH HAXKATHM — BBHIOOP TIOJCBETKH I CUUTHIBATENS PU OXKUJAHUU (HE MHTaTh,

MUTaTh KPaCHBIM, MUTaTh 3€JICHBIM).

ITpumepsl onucaHyst HHIUKALNN:
JIBepb OTKPBITa — MUTAET 3€JEHBIM OBICTpEE, YeM IIPH OKUIAHUU.
Ommodxa — ropuT KpacHbIM CTOJIBKO BPEMEHH, CKOJIbKO MUTAeT KJIaBHaTypa y JOMO(QOHA U HAAIIUCh

«JlocTym 3anperen».

OkpaH Bkiaaku «CunurbiBaTeab Wiegand» npecTaBieH HUXKE.
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CuutbiBaTens Wiegand

Wiegand-26 -
D OTENHYKTE YBEOOMNEeHWA ANA BHEWHEND CHMTLIEATENA

[[] OBpartHbIit NOPAAOK CHHTHIBAEMBIX AaHHBIX

He murate A

COXpaHuTb

Brimagka «CunteiBaTtean NFCy»

Bxuagka conepKuT HaCTpOHKN BHYTPEHHETO cunThIBaTels. [ HacTpoeK AOCTYIHBI /1Ba OJIoKa:

e CuntbiBatesb NFC — comepXUT HAacCTpOMKM CUMTBIBATEINS:

o [Ilepuoa cuurbiBanusa NFC, Mc — Bpems, B TE€UEHHH KOTOPOIO MPOUCXOIUT OIMPOC
cuuThIBaTels, B quana3one ot 500 go 65000;

o OTKJIIYUTH YPOBEeHb 0e30macHoCTH SL3 — BKITIOUEHNE/OTKIIIOUCHNE YPOBHS 0€30MaCHOCTH
SL3 HEeoOX0MMO YCTaHOBUTH COOTBETCTBYIOIIYIO METKY;

e Hcnoab3oBaTh AJHHY uid KJII0Ya — BKIIOYEHNE/OTKIIIOUEHUE BOZMOKHOCTH MCIOJIb30BaHUS
uid kiroua 1000 JINHEI;

e JlnuHa Koaa, 0aiiT — IyTMHA KJTI0Ya, KOTOPYIO HEOOXO0IMMO CUNTATh;

e (OOpaTHbIii MOPAIOK CYNTHIBAEMBIX JAHHBIX — BKIIOUEHUE/OTKIIOUEHUE 00OpAaTHOTO OPsAKa
CUMTBIBAHUS JAHHBIX;

o Ilouck npsiMoro u 0GPaTHOro KOJa — BKIIOUECHNE/OTKIIIOYEHUE ITOUCKA MPSIMOTO U 00paTHOTO
KOJIa;

e BKIIOYMTH NOJIEP/KKY YTEHHA KJIH0YA B PA3HOI Pa3psiAHOCTH — BKIIIOYCHHUE/ OTKIIIOYCHHE
YTEHHUS KIIIOYEH B Pa3HOM pa3psiIHOCTH.

Hacrtpoiika 1aéT BO3MOMKHOCTH OTKpBIBaTh JBEpU KaK C BHELIHETO, TaK U C BHYTPEHHETO
CUMTBIBATENS, AK€ €CIIM Y HUX pa3Hasi OUTHOCTb.

[Ipu axkTUBaMU AaHHOW (YHKIUHM ABEPh OTKPBIBACTCS, €CIHM IIOCJIEIOBAaTEILHOCTh OaiTOB
3aMMCaHHOTO KOJIa COBMA/IAET C 000 MOCIe0BATEIbHOCTHIO, HAWJIEHHOM B TPOYUTAHHOM KoJie. Takxke
BO3MOKEH OOpaTHBIN MPOIIECC: €CNIU MOCIEI0BATEIbHOCTh IPOUYNTAHHOTO KOJa KII04Ya BCTpPEYaeTcs B
m000M MecTe KoJia Ipu BbI3oBe. [Ipu 3TOM cpaBHEHHE ITPOU3BOIUTCS IO HE MEHEe YeM TpEM OalTam.

[Ipu BrmoyeHnn ¢GyHKIMK «BKIIOUUTH MOANEPKKY YTEHHUS KII0Ya B PA3HOM paspsIHOCTH
UTHOPUPYIOTCA:

e OOpaTHBII MOPAOK CUUTHIBAEMBIX TaHHBIX.

e [lowuck mpsiMoro u oOpaTHOTO KOAA.

[Ipu BrIIOYEHWUW ONIMHU TOSBIAETCS NpenynpexaeHne. Haxkare Ok uisi TOATBEPKICHUS
nerictBus. [ orMeHsl — OTMeHA.

Bbl AeNCTBUTENBHO XOTUTE BKITKOYUTE 3TY ONUMKO?

BKNioYeHne [aHHOM ONLUMK MOXET NPUBECTI K HEKOPPEKTHOMY NOWUCKY KMouer B Dase, eCnu HeKOTopbIe
KMok BYOYT UMETE OAUHAKOBYIO NOCNEA0BATENLHOCTL TPEX DART 3TO MOMET Bbi3BaTb KOH(MMKTLI NpK
OTKPLITUM ABEPEA PA3NUYHLIMN CYUTLIBATENSMI.

OK OTMeHa

BAZKHO! Ilo ymonuanuro ¢pyHKyus omrirouenda.

OkpaH Bkiagku «CunteiBareab NFCy npeacraBieH HUXKeE.
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CunteiBaTens NFC

MNepwog cumtoisanna NFC, mc

5000

500-65000

" OTKNHYWTE ypoBeHe GesonacHocTi SL3
+ OTKNHYKUTE YpoBeHb Ge3onacHocTh SL1

[[] Wcnonesosats gnusy uid knroya

JnuHa koga, SanT

3

[ OBpaTHbiit NOPAACK CYUTLIBAEMBIX JAHHBIX
[C] Mouck npAmoro 1 obpatHoro koaa

[C] BrntouuTh noanepsxky YTEHUA KNKOYaE B PASHOI PaspAOHOCTH

CoxpaHuTb

[IpemycMoTpeHa BO3MOXKHOCTh akTUBaMu ypoBHeu Oe3omacHoctr SL1 u SL3 mo ormenpHOCTH
nu60 B coBOKyNMHOCTH. [Ipu Hamuuyum akTHBHOTO MIMGPOBaHUSA ayTEHTU(UKAIMS BBITOJHAETCS IO
kimoyaM. B orcyrcTBue nmdposanus — no uaeHtupukaropy UID.

o Jlanusnlie Mifare - conepxut HacTpoiku kapT-kitoueid Mifare ¢ 3ammroit SL1 u SL3.

[laHHble Mifare
YpoBeHb wudpoeaHms SL3

® [lanHble SL3 coxXpaHeHsl Ha yCTpoicTee

CeKTop

0-39

BnoK

Knioy, hex cTpoka

COXpPaHWTL

YpoBeHb wudposaHua SL1

® [JanHble SL1 coxpaHeHsl Ha yCTpoicTee

CeKTop

0-39

Bnok

Knioy, hex cTpoka

COXpaHWTb

Jlig ynajneHusi COXpaHEHHBIX HACTPOEK YPOBHS MIM(POBaHUS HEOOXOOUMO yKazaTb MOJENb
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IPOJYKTA.

Bxnanka «Syslog»
Bxrnaaka comepXUT HACTPOWKH yHallEHHOTO cepBepa, Ha KOTOPBIA OyAayT myOJMpOBaTHCS JIOT-

COOOIICHHUS C TAHEIH — €r0 afpec, IPOTOKOJI OOMEHA M yPOBEHB JIOTUPOBaHUA. DKpaH BKIaIKU «Syslog»
IIPEJCTABIIEH HIKE.

Rubetek SIP: [2] 3aperucTpupoBaH

3ByKoBbIE YBEAOMINEHMA Sy5|og

loT Cloud Hactpowku Syslog

$oto No cobbITHO
192.168.55.240:514

OBHapyxeHve nuy oToKo
udp v
[leTekuna ABMKEHWUA

OBHoBnEHKe K Debug -
pesepBupoBaHue

Cuuteieatens Wiegand

CuuteiBaTtens NFC

Syslog

JIOCTYITHBI CIIeTyFOIINE YPOBHH JIOTUPOBAHUS:

0 - (Emergency) cuctema He pabOTOCTIOCOOHA

1 - (Alert) cucrema TpeOyeT HEMEIJICHHOTO BMEIIATEIbCTBA

2 - (Critical) cocTosiHUE CHCTEMBI KDPUTHUECKOE

3 - (Error) cooOGmienust 06 ommobkax

4 - (Warning) npenynpexJIeHus 0 BO3MOXKHBIX Mpoliemax

5 - (Notice) cooOrieHns 0 HOpMaIbHBIX, HO BAXKHBIX COOBITHSIX
6 - (Informational) uapopmManroHHBIE COOOIIEHHS

7 - (Debug) oTnamoyHbie COOOIICHHMS

Kaxxnprit cieqyronuii ypoBeHb BKIIFOYAET Bee Npeabiaymue. Huke npencrasnena pacmmdpoBka

BUI0B COOOIIECHUIL.

[C] - (Critical) cocTosiHME CUCTEMBI KPUTUIECKOE

[H] - (Informational) madopmarimoHHbIe COOOIICHUS

[N] - (Notice) coob1ieHusi 0 HOpMAJIbHBIX, HO BaXXHBIX COOBITHIX
[D] - (Debug) oTnamodnbie cooOmEeHUs

[1] - (Informational) nadopmMaroHHbBIE COOOIICHHS

[W] - (Warning) npeaynpexieHusi 0 BO3MOXKHBIX MpodiieMax

[E] - (Error) cooOmienus 06 ommobkax

Bxnagka «Webhook»
Bebxyk (webhook) — 3T0 MeToa aBTOMAaTHYECKOTO OIOBEHICHUS MEXKIY BEO-TIPHIIOKEHUSIMH,

ucnons3youmit HTTP POST-3anpock! 11 nepeaayu TaHHBIX 0 COOBITHSAX B PeaIbHOM BPEMEHH.

ITomns HacTpoeK 1S 3a1poCoB:
CepBep - yka3bIBaeTCsl CETEBOU agpec cepBepa webhook u HoMep mopra.
KoneuHnas Touka - myTh Ha cepBepe.
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ITpoTokomn - Be16op npotokosnia HTTP unu HTTPS nist paboTs! ¢ cepepom.

Tun aBTopm3aruu - basosas wiu TokeH. bazoBas TpeOyeT BBoaa joruHa u maposis, TokeH BBOaA
TOKEHa.

[lepron cucTeMHBIX COOBITUH - 3a7a€Tcsi BpeMsl MEPUOJUYHOCTU OTHPaBKU HHPOPMAIUU O
COCTOSTHUM CHCTEMBI.

®oT0 No cobbITHIo

Webhook

OBHapyxeHWe nuu
Hactpoikn Webhook

[eTekuus aBuKeHMs

Cepeep
QOBHoBNEHKE 1

XK XK XXX -port
pesepBuUpoBaHne
. KoHewHan TouKa
CuwmTbiBaTens Wiegand P
webhook
MpoTokon

CumntkiBatens NFC HTTP v
Tun asTopM3ali
Syslog Basoman -
Webhook
TNorux
LCD pucnnei
Mapone
BezonacHocTe

Mepunog cucTemtbix cobumit
300
AHanoroeas nuHKUs

5-3600c

B paznene Criucok coOBITHII MOXHO BBIOpaTh, Kakue COOBITHS OyIyT OTIPABISATHCS Ha CEpBep.
CoObITHSI 100ABIAIOTCSA B CIHCOK C MOMOIIBIO KHOIKH «+», TOSBIIAIONICHCS IPH HAaBEICHUH Kypcopa
MBILIH Ha pasfen. [ ynaneHus cCOOBITHS U3 CUCKa HEOOXOAMMO HaXaTh 3HAYOK «X».

Cnucok cobbiTUA

CoBblTWA AETEKTOpa ABWUHEHWA

CoBbITHA OTKPLITUA OBEPH

Co0bITUA CBA3AHHLIE C 3NEKTPOHHBLIMK KNKYaMKA
CoObITUA CBA3AHHLIE C KO4AMH JOCTYNA
CoBbITHA KHONKWM SOS

CoBbITWA KHOMKN KOHCbEPIK

CHCTEMHLIE COOBITUA

CoBbITHA BbI30Ba

-+

st pabotel ¢ cepBepom o HTTPS nyxHO 106aBUTH cepTU(hUKAT B COOTBETCTBYIOIIEM pa3jieiie
(paznen «HacTporikuy, Bkiaaka «be3omnacHoCcTby).

BAJKHO! Cepmuguxkam webhook ne xpanumcs 6 xongueypayuu. Ilocne copoca nanenu 00
3A600CKUX HACMPOEK U nociedyiouell 3azpy3ku Konguaypayuu xuoy webhook 6yoem omcymcmeosamo u
Heobx00uMo bydem 3azpy3ums €20 3aH080.

Bxnanka «LCD pucnieii»

Bxuiagka coepkuT HaCTpOKM 0TOOpaKeHHUs COOOIICHHS Ha IMCIUIee MaHeu. J{Jis akTuBaluu 3TOH
(GyHKIMH HEOO0XOIMMO YCTaHOBUTH COOTBETCTBYIOIYI0 METKy. B mone «3acTtaBka» TOCTYNHBI
CJIEYIOIINE BapUAHTBHI:

e  CrannmaptHoe coobuieHue («1o0po moxamoBarTe).
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e (CooOmeHue B Tpu CTPOKHU (MaKCUMAJIBHBIN pa3Mep Kak10i cTpoku 20 CHMBOJIOB).

e berymas ctpoka (ue 6o1ee 100 cumBomnoB). TaiimayT cMeHbI cuMBOIIOB OT 1 710 100 Mmc.

e I[luxknnueckoe coobuieHrne (MaKCUMaIbHBIN pa3Mep Kax1oi cTpoku 15 cumBosoB). TalimayT
CMEHBI cTpok oT 1 10 60 c.

e CranmapTHOE N300paXeHHE.

e [lomp3oBaTenbckoe u3oopaxkenue (pacmmpenue — bmp, 320x200 nukceneit, 256 setoB). s
3arpy3ku ¢aitna Haxatb «Breioepute daitm» [lanee otkpoetcst okHo «IIpoBomHUKa» 115
BBIOOpa (paiina. B okHE MPOBOHMKA TIEPEUTH IO HEOOXOIUMOMY TTYTH, BBIOpaTh (haiii u
MOJITBEPIUTH BEIOOp HaXKaTHEM KHOMKH «OTKPBITHY» UM JBOWHBIM KJIMKOM MBIIIIH.
[Tonp3oBarenbckoe N300paKeHNe, YCTAHOBICHHOE Ha MaHelu, 0TOOpakaeTcsl B HaCTpoMKax
JICTLIIES].

e Tekymiee Bpems.

Okpan Bkiaaku «LCD pucniiein» nmpeacTaBiieH HUXKE.

LCD Oucnnewn

Hactpoiiku gucnnes

CTaHaapTHoE CooDLWEHHE hd

COXpaHuTh

Jl1g coXpaHEeHHsI BHECEHHBIX M3MEHEHUHN Ha)kaTh KHONKY « COXpaHUTB.

Bxnanka «be3onacHOCTbY

Bxmanka coiepsKUT JOMOHUTEbHBIE HACTPOUKH MOJIUTUKH MTAPOJIEH YUETHBIX 3aIUCe, OJIOK s
3arpy3ku ceptudukaToB https Ha maHens, ymparieHue kmrodamMu SSH w maponb ans Bxoma B
aJMUHUCTPATUBHBIN PEKUM MMAHEIIH.

Jliis aktuBanuu GyHKITUHU TIOJUTHKY ITApOJIei HEOOXOAMMO YCTAaHOBUTH COOTBETCTBYIOIIYIO METKY.
MunumanbHas JIMHa maposist 4 CMMBOJIa, MakCUMaibHas — 64.

BAZKHO! Ilpu évicmasnenuu ghnaza «napoisb 001HCeH COOMBEMCmMBE08ams mpedosaHusim
CIIOAHCHOCMUY NAPOJIL OOJIHCEH COOEPIHCAMb CedyIouUe CUMBObL:

o [ugpuwi: 0...9;

e [IponucHvle Oykevl anenutickozo argpasuma: A-Z;

o CmpouHble OYKEbl IAMUHCKO20 angasuma: a-z;

o Cneyuanvuvie cumeonvi: ! § %0 & * - 7.

Bpemsi aBTOMaTH4YeCKOr0 BHIX0/1a U3 CHCTEMbI — BPEMs, 10 UCTEUEHUIO KOTOPOTO MPOU30i1eT
MEPEToAKIIOYCHHEe U HEeoO0XoauMo OyaeT NTpONTH MOBTOPHYIO aBTOpH3aiuio. BeicraBneHue «0»
OTKJII0YAeT QyHKIIHIO.

[Tepen 3arpy3koii cepTUhHUKATOB HEOOXOIUMO IMOOYEPETHO BBHIOpaTh: KOPHEBOM cepTUdHKAT,
cepTuduKaT cepBepa, KJI0Y cepBepa. YKa3arh NyTh K ¢ailiaMm 1 3aTeM HaXaTb KHONKY 3arpy3uTh.

BAKHO! Daiinvt cepmughuxamos 00194CHbL Ob1Mb C2eHEPUPOBAHbL U COXPAHEHbL HA KOMNbIOmepe,
€ KOmMopo2o npoucxooum nookurouenue Kk web-unmepgeticy nanenu.

[Ipu HaxaTun Ha KHONIKY /{00aBUTh/3aMeHUTDh MyOJUYHBIN KJIKHY OTKPHIBAETCA MOAATIBHOE OKHO
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nobasneHus kio4ya. B HeM HeoOxonumo nponucaTh Kitod. JluHa Kito4a He MOKeT ObITh MeHee 50 u

oonee 1024 cumBoinoB. IlogmepxkuBaeMbie TUTIBI Kiatoued ssh-rsa, ecdsa-sha2-nistp256, ecdsa-sha2-
nistp384, ecdsa-sha2-nistp521, ssh-ed25519.

BAKHO! [1lycmoii ko4 006as8ums He803MONCHO.

[ob6aBuTb/3amMeHUTb NyBNUYHBIR KoY

ecdsa-sha2-nistp521

AAAAF2V]ZHNhL XNoYTItbmlzdHA IMJEAAAATbmlzdHA IMJEAAACFBAFIX
YwskC3uRUYStvG7IG9IWuNEhuSabEL re+u055sus0Zg/ton214Q2j0796Rw6cogxr
VeHMtTKwLk62WBiDowBi+zqdUvpDUx3z] YNhSKLOD+NI0yIns 1+ TFxAf1 Qne
4FvwIEbwNWEwWY ldvingVSxLd/Hz+QZ3fHaARGxGHET433g==
privet@example.com

271/1024

Ok Otmena

[Ipn HaxxaTuM Ha KHOMKY YAAJUTh MyOJMYHBINA KJII0Y, T00aBICHHBIN KIIt0Y OyJeT yaalleH u3

IIaMATH.

[Ipu naxatunm Ha kHONKYy IlocMoTperh MYyOJMYHBIA KJIKOY, OTKPOETCS MOJAJbHOE OKHO C

100AaBJIEHHBIM KIFOUOM.

DKpaH BKJIAIKU «be30MmacHOCTh) MPECTABIICH HIKE.

MonuTtrka napone

Ceptudpukatel Https

[} Napons gomxeH oTeeuaTs TpeGOEaHUAM CNOKHOCTH

CoxpaHuTs

KopHegoi ceptudmrar

Ceptudpmkar cepeepa

Knwou cepeepa

Kophesoi ceprudomiar (Webhook)

KopHeson ceptudmear (Camogmardoctuka)

YOanuTk BCe CEpPEEPHbIE CEPTUMMKATE

Ypanute 'Kopresoi ceptudonkar (Webhook)'

¥aanuTe ‘KopHeeoi cepTudukar (CamoguarHoctura)’

3arpyauts
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Yaanute nyGRMYHLIR Koy

MocmoTpeTs MyBnMUHLE Koy

HacTpoikn agMmuHucTpatopa

NobaeuTh/3aMeHUTs MyBNMUHBIA KoY

CoxpaHuTs

Bxnanka « AHAJ0rOoBast TUHUNT

Bxnaaka comepXut HaCTpOMKH aHAIOTOBOTO BBIX01a oMo oHa. /{7151 HACTPOEK TOCTYITHBI

CIIEYIOIINEe OJIOKHU:

e Pexum padoThbl - ycTaHOBKA pexXuMa pabOThI aHAJIOTOBOTO BhIXOa: BeIkiTtoueHo,

Amnanorossii, LludpoBoii.

Pesam paborel

AHANOMOELIA

AHanorosaga nNnMHUA

® PuHITOHBI - BEIOOp PUHITOHA, O3BOJISIET U3MEHUTh MEJIOJMIO 3BOHKA Ha TPyOKe

abOHEHTa U YCTAaHOBUTH €r0 TPOMKOCTb.

PWHITOHBI

FPOMKOCTb PUHITOHA

[ P ——

o yMONYaHWio

K 3nusze

TUwuKHa

Ha npekpacHom ronyoom [yHae

RUBETEK

e KommyTaTop KOOpPAMHATHO MATpW4HbIH (TaiiMmuHru) - BeiOop Tunma KKM, nHactpoiika
BPEMEHHBIX MHTEPBAJIOB NPH HaboOpe HOMepa (CTapT- U CTON-UMITYJIbCa B MC, @ TaK)K€ BBICOKOTO U
HU3KOTO YPOBHS CUETYMKA MMITYJIbCOB C MKC) M yKa3aHHE HOMEpa KBapTUPbI, C KOTOPOrOo HAUMHAETCS
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HyMepalus B IOIbE3IE.

KoMmmyTaTop KOOpOAMHATHO MaTPUYHbIA (TAMMUHIN)

Tun kxm *

KKM-108 v

bop konmuecTea KKM *

Bel
3 -

KeapTupsl B nogbeane HauyvHaTcA ¢ HoMepa 3anonunTe

1

OumcTuTe Bee Tabtnuuel KKM 1 Tabnuyy undgpoBoi TpyOKK

11 EQRAR
1 /50000

e Hacrpoiika anpecaumu KKM - BusyanbHas MaTpulia pacrnpeleieHuss HOMEPOB
Ha KOMMYTaTOpe, Uil ONIPEACIICHUs a/ipeca KBapTUPHI.

[TocnenoBarenbHOE ABTO3AMOJHEHUE SYEEK MPOMCXOAMUT MOCIE YKa3aHUs HOMEpa KBApTUPHI, C
KOTOpPOIl HauyMHAeTCs HyMepauus B TMOAbE3[e U HaXKaTUS KHOMKH «3amoJHMTh». MakcuMaiabHOe
3Hauenune — 50000.

B none «Bri6op kommuectBa KKM» MOKHO 3a1aTh KOJTHYECTBO KOMMYTAaTOPOB (paboTaeT A Tex
KKM, B KOTOpbIE MOKHO BKJIIOYATh HECKOJILKO MTYK). B COOTBETCTBMHU € 3aJaHHBIM KOJIMYECTBOM HUKE
OyZeT 0TOOPaKEHO TO K€ KOJIMYECTBO TAOIHUIL aApECaIlHH.

Onmust ounctku Tabaun, KKM MeHsieT Bce HOMepa B TaOiMiax agpecanuy Ha Hynu. Ha saeiiku
KKM c Hynsim# BBI30B He OyIeT OCYIIECTBIATHCSA. HyIl MOXKHO BpYUYHYIO IPOU3BOJILHO PEIAKTUPOBATH
3HAYEHUS, yCTAaHABJIMBAs B JIIOObIE SYCHKU.

Taénuua agpeccaumn KKM gna 1 coTHM Ta6nuua agpeccaunn KKM ana 2 coTHH
oo o1 o2 o3 o4 os ne o7 o8 os oo a1 a2 o3 o4 os os a7 ns oe
Eo [100 |[10 [[2o J[30 |[s |[s0 [0 |[0 |[s0 |[s0 | E0 [200 |[1o |[120 |[130 |[140 |[150 |[160 |[170 | [180 |[1%0 |
E1 |1 R N N R G 1 [1o1 [ |12 |13t | [1a1 | [1s1 |11 | [171 | [181 | [191 |
E2 (2 |[12 J[22 |[32 |[42 |[s2 |[s2 |[r2 |[s2 |[s2 | Ez (102 | [m2 |[122 | [132 |[1a2 |[152 |[1e2 |[172 | [182 |[192 |
Es (3 |[13 J[2 |[3 [ [ |3 |2 |3 [ | Es [103 | [m3 |[123 |[133 |[143 |[183 |[1e3 |[173 |[183 |[193 |
E4 (4 | [14 J[24 [ |[#4 J[ma |[e4 |[ra |[s4 |4 | E4 [104 | [114 | [124 | [1324 |[1a4 | [154 |[1e4 | [174 |[184 |[194 |
Es (5 |15 [[zs J[35 |[s5 |[55 |[e5 |[5 |[s5 |[s5 | Es [105 |[15 |[125 |[135 |[145 |[185 |[165 |[175 | [185 |[195 |
Ee 8 |[16 J[26 [ |[46 |[s |[58 |[re |[es [ | Es (106 |[116 | [126 | [136 |[146 | [156 |[1e6 | [176 | [186 | [196 |
E7 7 |7 _J[2 |[37 |[4r _J[s57 _|[s7 [ J[er o7 | E7 (107 | [117 | [127 | [137 | [1a7 | [1s7 | [1e7 | [177 | [187 | [197 |
Es (8 |[1& |[2 [ [[4 |[s8 |[e8 |[r8 |[ee [ | Es (18 |[m8 |[128 |[138 |[148 |[158 |[1e8 |[178 |[188 | [198 |
Es (9 |[19 J[2 [ [[49 J[sa |[s9 |[re |[ea |[es | Es [109 | [119 | [129 |[139 |[1a9 |[159 |[1ee | [179 | [189 | [199 |

[Ipy HEoOXOIMMOCTH MOKHO IPOBEPUTH COOTBETCTBHE BBHI3BIBAEMOIO0 HOMeEpa (pU3MYecKOMY
MOJKIIIOUEHUIO, M, €CITU HYXXHO, BHECTH HM3MEHEHHS. 3HAUYCHUS sSUeeK B TAOMUIIAX MOXKHO MEHSTh
MIPOU3BOJILHO, HE JI0IycKasl TyOJIupoBaHue.

e Hacrpoiika aapecaumu undpoBbIX TPYOOK - BHU3yallbHass MaTpulla COOTBETCTBUS
¢dusnyeckoro Homepa nu(PpPoBoil TPYOKH ¢ HACTPOESHHBIM (TTOAMEHHBIM) HOMEPOM.

IlocnenoBarenbHOE aBTO3ANOIHEHUE AYEEK MPOUCXOOUT IOCIE yKa3aHUs HOMEpa KBapTUPBI, C

KOTOPOW HAYMHAETCSA HyMEpamus B TOJIBE3JC W HAKATHUSI KHOIKH «3amoJHUTBL». MakcuMaibHOE
saauenne — 50000.
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*Hucno Bozne AueiiEy - 370 duavueckil HoMep Uudhposoit TpyOKY (HACTPAMBAETCR NEPEMEIMKaNM ), 3 3HAUEHWNE B RYEIKE - NOAMEHHEIA HoMEp
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T
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]
75 [

76 [76 | 91 [a1 | 106 [106 | 121 [121 | 136 [136 | 151 [151 | 166 [166 | 161 [121 | 196 [196 | 211 211 | 226 [226 | 241
77 (77 ] 92 (92 | 107 [107 | 122 [122 | 137 [137 | 152 [152 | 167 [167 |62 [182 | 197 [197 | 212 [212 | 227 [227 | 242 [242 |
78 72 | 9393|108 [108 | 123 [123 | 138 [138 | 153 [153 | 168 [168 | 163 [123 | 196 [198 | 213 213 | 228 [228 | 243
7979 ] 94 (94 |09 [109 | 124 [124 | 139 [139 | 154 [154 | 169 [169 | 184 [134 | 199 [199 | 214 [214 | 229 [229 | 244 [244 |
80 [0 | 95[95 | 110 [0 ] 125 125|140 [140 | 155 [155 ] 170 [170_| 185 [135 | 200 [200 | 215 215 | 230 [230 ] 245
81 96 [96 | 111 [111_ | 126 [126 | 141 [141 ] 156 [156 | 171 [171_ | 186 [186 | 201 [201 | 216 [216 | 231 [231 | 246
82 [s2_ | 97 [e7__| M2 [M2_ 127 [127_] 142 [42_| 157 [157 | 172 [i72_| 167 [187 | 202 [202_| 217 217|232 [232_] 247
83 (83 | 98 (98 | 113 [113 ] 128 [128 | 143 [143_ | 158 [158 | 173 [173_ | 188 [138 | 203 [203 | 218 [218 | 233 [233 | 248 [248 |
84 [a4 | 99 [99 | 114 [114_] 129 [120 | 144 [144 | 159 [159 | 174 [174_| 189 [129 | 204 [204 | 219 (219|234 [234 | 249 [249 |
85 (85 | 100 [100 | 115 [115 ] 130 [130 | 145 [145 | 160 [160 | 175 [175 | 190 [190 | 205 [205 | 220 [220 | 235 [235 | 250 [250 |
86 [86_ | 101 [101_] 116 [116_ | 131 [131_] 146 [146 | 161 [161 ] 176 [176_ | 191 [181 | 206 [206 | 221 [221 | 236 [236_| 251
87 87 | 102 [102_ | 117 [117 ] 132 [132_ | 147 [147 | 162 [162 | 177 [177_|192 [192 | 207 [207 | 222 [222 | 237 [237 | 252 [252 |
88 103 13 133 [133_| 148 163 178 [178_ | 193 [193_ | 208 [208 | 223 223 | 238 [238_ ] 253
89 (89 | 104 [104 | 119 [119 | 134 [134 | 149 [149 | 164 [164 | 179 [179 | 194 [194 | 209 [209 | 224 [224 | 239 [239 | 254 [254 |
0 105 [105_ | 120 135 150 165 180 [180 | 195 210 [210_] 225 240 [240] 255

IIpy HEOOXOOUMOCTH MOXKHO TPOBEPUTH COOTBETCTBHE BBI3BIBAEMOI0 HOMeEpa (PHU3MUECKOMY
MOJIKITIOYCHUIO, M, €CIIM HYKHO, BHECTH HM3MEHCHHs. 3HA4YCHHUS sYeeK B TAaOIUIIAX MOXKHO MEHSTH
MIPOU3BOJILHO HE JI0IycKas AyOinpoBanue. Yncio Bo3ne s9eiky - GU3nUecKuit Homep HuppoBoi TpyOKH
(HacTpanBaeTcs IepeMbIYKaMH), a 3SHAYCHUE B STYCHKE - TIOAMEHHBIH HOMEp.

® AHAJIOrOBbIH PeKUM (HANPSIZKEHM 1) - YCTAHOBKA 3HAYEHUSI HAMPSKEHUSI IPU ONTPEAETICHHOM
COCTOSIHUM a0OHEHTCKOTO YCTpOicTBa. 3HaUCHHUE HAPSHKEHHS YCTaHABIMBAIOTCA BPYyUHYI0. MIX MOXKHO
U3MepUTh Ha cooTBeTcTByrommx kinemMax (Ex, Dx) kommyTtaropa mnpu pa3HBIX COCTOSHHSIX
a0OHEHTCKOTO yCTpOMCTBA.

AHanoroBbIW peXuM (HanpaXeHWA)
3.81

8.6

10,75

o Iludposoii pesxumM HaNPsIZKEHHUsI - YCTAHOBKA 3HAYCHUS HAMPSDKSHUS 711 TUPPOBOTO
pexuma.

[Tapametp «Hampsokenue oOHapy ) eHus TpyOku, MBy» HCTIOIB3yeTCs Py MOAKITIOYSHUN IUPPOBOH
TpyOKku uepe3 amantep KAD2501. Ilpu noakimoyeHN TPyOKH HAmpsMyro K ToMOQOHY HE0OXOauMO
yctanoBuTh 3HaueHue 150 mB. I[1o ymomuanuto — 200 mMB.
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LUndpposor pexumM (HanpaxeHWA)

TpyGka NogHATA, MaKkCHMaNsHoE, B

6.6

UnthpoBOn peXum (TaUMKHHIK)

220

220

e}

RUBETEK

o Iludposoii peskuM (TaHMMHIN) - 3HaYCHHUE BPEMEHHBIX HHTEPBAJIOB ITPH HA0Ope HOMEpa IS
U(pPOBOro peKUMA.

[Mpumevanue: Vi3MeHeHNE TAHMUHTOB JIOJKHO BBITTOJMHATHCS KBAJTU(PHUIIMPOBAHHBIM TIEPCOHATIOM
BO n30eKaHWe HApYyIICHUsI pab0TOCITIOCOOHOCTH aHAIIOTOBOM JIMHUH.

IIprMeHNTH KO BCeM KBAPTHPaM — [I0JIMEHIO, B KOTOPOM HaXOJATCsl YeKOOKCHI AJIsl IPUMEHEHUS
KaX/10i1 oTenbHOM HacTpoliku. Ipu akTuBanuy yekOokca U HaxxaTuu KHONKU IIpuMeHuTh BHIOpaHHBIE
HACTPOMKH IPUMEHATCA KO BCEM KBAPTHUPAM.

MpUMeHUTL KO BCEM KBapTUpam

[] PunrroH

[] MpOMKOCTE PUHITOHA

HanpaxeHMe B COCTOAHKMMW NOKOA
[[] HanpaxeHue npu NOAHATAW TPYDKK
[[] HanpaxeHne NpW HawaTUi KHONKW
[[] YyBCTEMTENBHOCTE MIUKpOThOHA

[ TpomkocTs AMHamMuka

[J MpokcupoBaHWe, rPOMKOCTE AMHAMMES TpYBKK

HN3mepeHue aHAJIOrOBOM JIMHMHU — TO3BOJISIET ONPEACINUTD HAMPSKEHUE HA OTIEIbHOMN JIMHUU U
YCTaHOBHTDH HAJIMUME HEUCTpaBHOCTEH. Il M3MEpeHHUs: HANPsDKEHUS] aHAJIOTOBOM JIMHUK HEOOXO0IMMO
yKa3aTb HOMEp JIMHMM M Haxarb KHonky Crapr. Jlnd mnpekpameHus H3MEpeHUs HalpsiKeHUs

HE00X0IMMO HakaTh KHONIKY CToll.
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MamepeHne aHanoroson nuHMu

Hanpsxenune: 10.67 V (HenpaBunsHaa NonApHOCTL 3axara
KHOMKA OTKPLITUA ABepu/Pa3pele NHMW OTcyTcTEME AT)

e H3mepeHne aHAJIOI0BOI JIMHUM ISl CIINCKA KBAPTHP — [03BOJISET ONPEAEIUTD HAIPSDKEHNE
AHAJIOTOBOM JIMHUM A7 KKI0M KBapTUPBI U3 33JaHHOTO ANANa30Ha, yCTAHOBUTh HAIMYME HEUCTIPABHOCTEN
Y aHAJIOTOBOT'O HAIPSKEHUS BO BCEX COCTOSTHUSAX.

MsmepeHme aHanNoroBow NMHUK ANA cnmncka KBapTnp

[Onana3oH KkBapTUp

Crapr  Cron

partment: 1,
artment: 2,
partment:
partment:
partment:

e not normal, s
ot normal,

Woow oo

7.88, butten pre
d: 7.88, button pre

Jlnst u3MepeHusl HalpsDKEHHsI aHAJIOTOBOW JIMHUM JUISL CIIMCKA KBapTUP HEOOXOAMMO YKa3aTh
IUana3oH KBapTUP Ul U3MEPEHHs M HakaTb KHONKY CrapT. CHUCOK ¢ M3MEpSAEMBIMH IOKA3aTEIAMU
Oyzaer oToOpakeH Huxke. 11 peKpalleHust U3MEpPEeHUs HalpsbKEeHHsI HE0OX0IMMO HaxaTh KHONKY CTor.

Bxnangka « Bxoasinmuye BLI30BbD)

Ha Bxiagke BO3MOXXHO BKJIIOYHUTH/OTKIIOYUTH IPOKCUPOBAHUE BXOJSIIMX BBI3OBOB HA
AHanoroBblii 17151 iepeaapecanun ¢ SIP Ha aHamoroBeie TPyOKH.

Jlnst mprieMa BXOJSIIMX BBI30BOB HEOOXOIMMO yKa3zaTh HOMep B mosie «CoOCTBEHHBIN HOMEp IS
BXOJIALINX BBI30BOBY. B citydae coBnanenus 3HaueHus B « CoOOCTBEHHBIN HOMEP /17151 BXOISIINX BEI30BOBY,
¢ KakuM-1100 HoMepoM B [1nane BbI30BOB, «COOCTBEHHBIH HOMED ...» UMEET MpUopuTeT. To ecTh eciu B
[Inane BBI30BOB, 3TOT HOMEpP HACTPOEH Ha AHAJIOIOBBIA M Pa3pEIIEHO «IIPOKCUPOBAHUE BXOMSIIMX Ha
AHaJOTOBBINY, TO BXOASIINI BEI30B HE OYAET MPOKCHPOBATHCS.

Bxianka «Hacrpoiiku BLE»

JlaHHBIN pa3nen npeaHa3HayeH Ui BKIOYeHUs: pyHKUuU paboTsl ¢ BLE MeTkamu u HacTpoiku
COOTBETCTBYIOIIMX MapameTpoB. Obecneuena noaaepxkka BLE-cepBuca na minatdopme 10S.

Mapxkep «Braounts BLE» BKiII04aeT u BHIKITIOYAET (PyHKIMIO OOMEHa TaHHBIMU 110 HHTepdeiicy
Bluetooth ¢ au3kum snepronorpednenrnem (Bluetooth Low Energy, BLE).

Mapkep «BrIH0OYNTH cpadaTbiBaHHe 10 AUCTAHIMM) aKTHUBUpyeT uTreHue BLE-MeTku npu
MIOSIBJICHUU €€ B 30HE UTCHMUSL.

Mapkep «BRJIIOYUTH cpadaTbIBaHUE N0 KHOMKe)» akTUBHpyeT ureHne BLE-MeTku no HaxaTuio
KHOIIKM Ha HEW.

C nomompio nomyHka JlucraHums cpadaTbIBaHUsI MOXXHO HACTPOUTH 30HY UTEHHS METKHU
(paccrosiHUE OT MaHENH, Ha KOTOPOM METKa OYJIET CUMTHIBATHCS ).

BAKHO! Pecynamopul oucmanyuu 058 MEMKU U NPUTOHCEHUSL 00eOUHEHDL.
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Wutepoeiic Bknanku «Hactpoiikm BLE» npencrasieH Huxe.

HacTtpowku BLE
v BKNW4YKMTE BLE

MeTka:

v/ BENHOYMTE CpadatuiBaHWe No AUCTaHLUMK

v BENOYMTE cpabatbiBaHWe No KHOMKE

MOBHNbHOE NPUNOKEHWE!

v' BENOUYMTE cpabatbiBaHWe No AUCTaHLUMK

v BENo4nTE cpalartbiBaHue No KHOMKe

OucraHyna cpabatbiBadnA no npubnuKeHio, A6

Brme (<1 M) Oaneiue (~ 20 M)

OMcTaHUMA cpabaThiBaHWA No KHonke, AB

Brive (<1 m) Janbwe (= 20 m)

COXpaHWTb

B crarychHoii ctpoke u norax kimound BLE uMeroT coOCTBEHHBIE THIIBI:
type: 20 - MeTka: mo KHOIIKE
type: 21 - MeTka: o IMCTaHIIUA
type: 22 - AHAPOUI: 11O KHOTIKE
type: 23 - AHAPOUI: 11O JUCTAHIUN
type: 24 - IOS: no kHomKe
type: 25 - 10S: no gucranuuu

Rubetek SIP: [1] 3aperucrpuposaH Bbizos aasepluéH BLE-knio4 HesepeH (type: 21, code: 70AES0) Monsaosatens: admin  Buiitn

ot Cloud - BLikiomTh, CuCTenHO Bpena [1ATHAG, 24.04.2026 15:39:54
®oT0 no cobeiTuio
OBHapyxeHue nuL, Pene 1

Netexuna asuxeHua

OBHoBneHue n
pesepBIpoBaHue

CuwTwisatens Wiegand
CuuTbisarens NFC
Syslog

Webhook Pabota ¢ gomkHmKaMu

LCD nucnnen [ ]

4. Texnuuyeckoe 00CayKUBAHHE

4.1.  Mepsl 6e30maCHOCTH

4.1.1. Mepbl 6€30MaCHOCTH MPU YCTAHOBKE M IKCILTyaTallUU MaHEIH JOJDKHBI COOTBETCTBOBATH
TpeboBaHusIM «lIpaBriI TEXHUYECKON SKCIUTyaTallud AJICEKTPOYCTAHOBOK moTpedutenei» u «IlIpaBun
TEXHHUKHU 0€30MaCHOCTH MPH IKCILTyaTalluy JJIEKTPOYCTAHOBOK MOTPEOUTENEH .

4.1.2. Tlpu npoBeJeHUH PEMOHTHBIX Pa0OT B MOMEIICHUH, T/Ie YCTAaHOBIIEHA MAaHEb, JI0JDKHA OBITh
o0ecriedeHa 3aliuTa OT MEXaHUYECKUX MOBPEKICHUIN U MOMaJaHus Ha HEe CTPOUTEIbHBIX MaTepHalloB
(mobernka, Kpacka, IbLIb U TIp.).
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4.2.  IIpoBepka paboTOCTIOCOOHOCTH
4.2.1. TlpoBepka pabOTOCIIOCOOHOCTH MMAHENN AOJKHA MPOBOJAUTHCS MPHU TUTAHOBBIX WJIH JAPYTHX
MPOBEPKAX TEXHUYECKOT'O COCTOSIHUS YCTPOICTBA, HO HE PEXKE OJHOTO pa3a B 6 MeCsIEB.
4.2.2. TlpoBepka paboTOCTIOCOOHOCTH BKJIIOUAET B CEOSI:
° BHEIITHUI OCMOTp IMaHEeIW Ha OTCYTCTBHE CIIEJOB BIIAaTM M MEXAaHHMUYECKOTO MOBPEKICHIS,
° NPOBEPKY HAJAE)KHOCTHM KOHTAaKTa MPHUCOEAMHEHHBIX K TIaHeNd TMPOBOJOB, IpHU
HE0OXOIMMOCTH 3aMEHUTh HEUCTIPABHBIE MPOBO/IA;
®  TECTOBBIN BHI30B Ha A0OHEHTCKUH MYyJIbT C MMaHEIH, TPU 3TOM IPOBEPSAETCS:
MIPOXOXKICHHUE BBI30BA HA A0OHEHTCKUA MyJIbT
Ka4yeCcTBO 3ByKa IIPHU OTBETE
cOpoc BbI30Ba
OTKpBITHE BEPU
° OTKpbITHE ABepH ¢ omoibio NFC-kiroua;
° BBI3OB JHUCIIETYepa (B Cliydae HACTPOMKH JTaHHOM OTITNH);
° nposepka Bepcuu 110.

O O O O

5. XpaHenue

5.1.  VYcnoBus XxpaHeHHs NAHENIN AOJKHBI COOTBETCTBOBATh yciaoBusM 2 o 'OCT 15150-69.

5.2.  XpaHHUTh YCTPOWCTBO CIEAYET HA CTEJJIaXKaXx B YIIAKOBAHHOM BH/IE.

5.3. PaccrosiHMe OT CTEH U MOJIa XpPaHWJIUINA J0 YNAaKOBOK C YCTPOMCTBOM JIOJKHO OBITH HE
menee 0,1 M.

5.4. PaccrosHHE MEXIYy OTONMUTEIbHBIMH YCTPOMCTBAMU M YINAKOBKOW C MAHEISIMHM JOJIKHO
ObITE He MeHee 0,5 M.

5.5. B nomeunieHuu 10JKHBI OTCYTCTBOBATH Naphl arPECCUBHBIX BEIIECTB U TOKOIIPOBOAAIIAS
IIbLIb.

6. TpancnoprupoBanue

6.1. Tlanenb B ymakoBKE MOKET TPAHCHOPTUPOBATHCS BCEMH BHJIAMH TPAHCIIOPTA B KPBITHIX
TPAHCIIOPTHBIX CPEICTBAX U B FTEPMETU3UPOBAHHBIX OTCEKaX CaMOJIETa.

6.2.  YcinoBus TpaHCHOPTUPOBAaHUS JODKHBI COOTBETCTBOBATH ycioBusM 5 (OX4) mo 'OCT
15150-69:

® TeMIeparypa okpysxatomiero Bozayxa or Munyc 50 °C no mmtoc 50 °C;

®  OTHOCHUTEIbHAs BIAXKHOCTb Bo3Ayxa 110 95 % npu Temneparype mioc 40 °C.

6.3. CpoK TpaHCHOPTUPOBAHUS U MPOMEKYTOUHOIO XPAHEHUS HE JIOJHKEH MPEBBIIATh 3 MeEC.
JlomyckaeTcsi yBeIMUMBATh CPOK TPAHCIIOPTUPOBAHUS U MPOMEKYTOUYHOTO XPAHEHHUS! YCTPOWUCTBA MPHU
MEePEeBO3Kax 3a CYET CPOKOB COXPAHSAEMOCTH B CTAIMOHAPHBIX YCIOBUSX.

7. YTuiamzanus

7.1. VYTunuzanums yCTPOMCTBA NPOU3ZBOAMTCS C YYE€TOM OTCYTCTBHSI B HEM
TOKCHUYHBIX KOMIIOHCHTOB.
7.2.  CopepxaHue AparoleHHBIX MaTEpHAIIOB HE TpeOyeT ydeTa MpU XPaHEHHH, CIIHCAHWH,
YTUIM3aluu.

8. T'apanTus u3roroBuTE/IA

8.1.  IlpeanpusTHe-U3rOTOBUTENb  TAPAHTUPYET  COOTBETCTBUE  MAHEIU  TEXHUUYECKUM
XapaKTepUCTHKAM IPH YCIOBUHU COOJIONEHUS MOTpEOUTENEM MpaBMil TPAHCIOPTUPOBAHUS, XPAHEHUS,
MOHTaXka M SKCIUTyaTalllH.

8.2. TapaHTHiiHBINA CPOK IKCIUTyaTaruu 24 Mecsia co THS BBOJA B DKCILIyaTaIuio, HO He Oojee
36 Mecs1eB cO AHS BBITYCKA.

8.3. B TedeHue rapaHTHITHOTO CpOKa PEMOHT BBILIECAIINX U3 CTPOS MaHEIEH OCYIIECTBIISIETCS
MPEeANPUATHEM-U3TOTOBUTEIEM O€3BO3ME3/IHO MPH COOTIOCHUH MOTPEOUTENeM yKa3aHUN IO MOHTaXY
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Y SKCIUTyaTaluu.

8.4. Ilpu HampaBieHUHU YCTPOMCTBA B PEMOHT K HEMY 00s3aTEIHHO JJOJKEH OBITh IPHIIOKEH aKT
C OIMCAHUEM HEUCIIPABHOCTEMN YCTPOUCTBA.

8.5. T'apaHTus He BCTyHaeT B CUIIY B CACAYIONIMX CAYYasaX:

®  HecoONIOJICHHE JAHHOTO PYKOBOJICTBA IO IKCILTyaTallly;

® MEXaHHMYECKOE MOBPEKICHUE YCTPOUCTBA;

®  PEMOHT YCTPOMCTBA APYTUM JULIOM, KpoMe N3roToBUTENS.

8.6. TapaHTus pacmpoCTpaHseTCs TOJNbKO Ha TMaHenb. Ha Bce o00opyaoBaHHWe Apyrux
MIPOM3BOJIUTENEH, HCIIONB3YIOIIEECs COBMECTHO C YCTPOHMCTBOM, PACIPOCTPAHSIOTCS MX COOCTBEHHBIE
rapaHTuy.

9. Cgseaenusi 0 Npou3BoOaMTEIE

9.1. HaumenoBanue opranuzauuu npoussoaureis: OOO «3ABO/] ITPUBOPOB»

9.2.  KOpummueckuii anpec: 302026, OpnoBckas 06macTs, r. Open, yin. Komcomonbsckas, 1.
102A, momerr. 1

9.3. Tenedon: +7 (4862) 51-10-91

9.4.  DnextponHas noura: info@zavodpriborov.com
10. CBeneHusi 0 NoCTABIINKE

10.1. HaumenoBanue opranuzanuu nocrasumka: OO0 «PYBETEK PYCy»

10.2. HOpunmueckuii azapec: 121205, r. MockBa, TeppUTOpHUs HMHHOBALMOHHOIO LIEHTPA
«CkonkoBo», bonbmioit 6ynsBap, 1. 42, ctp. 1, 1 atax, gvacte momemenus Ne 334, pabouee mecto Ne 31

10.3. Tenedon: 8-800-777-53-73

10.4. DnexrtponHas moyrta: support@rubetek.com

10.5. Cair: https://rubetek.com/

11. CBenenusi 0 pexkjaaManusax

11.1. PexknaMamMmoHHbIE TNPETEH3UH NPEABSABIAIOTCS NPEANPUATUIO-TIOCTABIINKY B CilIydae
BBISIBJICHHSI JIe()EKTOB U HEUCIIPABHOCTEH, BEYIINX K BBIXOJy U3 CTPOS yCTPOICTBA paHee rapaHTHIMHOTO
CpoKa.

11.2.  Appec npeanpusitus-usrorosutens: 121205, r. MockBa, TeppUTOpHUsI MHHOBALMOHHOTO
nentpa «CkoiakoBoy, bonbimoit OymnbBap, 1. 42, ctp. 1, 1 atax, gacte momenieHus Ne334, pabodee mecTo
Ne31

11.3. B peknamManimoHHOM aKTe€ YKa3aTh: THI YCTPOUCTBA, Ne(EKThI K HEUCTIPABHOCTH, yCIIOBHUS,
MIPU KOTOPBIX OHU BBISIBJICHBI, BpEMsI C Hauaja 3KCIUTyaTallii yCTPOMCTBa.

11.4. K akty HE0OXOAMMO MPUIOKHUThH KOIUIO TUIATEKHOTO JOKYMEHTa Ha YCTPOMCTBO, MACIOPT
Y 3aI10JIHEHHBIN TApaHTUNHBIN TAJIOH.
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