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BBenenue

Hacrosiee pykoBoICTBO MO 3KCIUTyaTalMK MPETHA3HAYCHO JIJIS1 OMTMCAHUS TIPUHITUIA PAOO0ThI, HACTPONKH,
MOHTa’Ka M 3KCIUTyaTallud MHOT0a00HEHTCKOM BhI3bIBHOM manenn RV-3437 «K RUBETEKY (nanee «manenny).

Heo0xo1uMo 03HaKOMUTHCS C U3JI0)KEHHBIMU B PYKOBOJICTBE MHCTPYKIHSIMH, TIEPE] TEM KaK MOJKIII0YATh,
HACTPauBaTh, IKCIUTYaTUPOBAThH WIIH 00CTYKUBAThH TTAHEb.

MoHTaX W SKCIUlyaTalus MaHEeNIH AOJKHBI MPOU3BOJIUTHCS TEXHHUYECKUM IEPCOHAIOM, H3YUYMBIIAM
HaCTOsIIIEe PyKOBOJICTBO.
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1. Onucanue u padora

1.1. Haznauenue

MmoroaboHeHnTckass Bbi3biBHas maHenb RV-3437 «RUBETEK» mnpennasHaueHa s JUCTAHIIMOHHOMN
ayJ1o- U BUAEOCBSI3U C TOCTEM M UCKJIFOUEHUS HECAaHKI[MOHUPOBAHHOT'O JOCTYIIA B TOABE3bI M ITAXKU JI0Ma
IIOCTOPOHHUX JIUII.

[Tanens nomyckaeT ycTaHOBKY KaK BHYTPH ITOMEUIEHUH, TaK U Ha yJIUILIE.

[Tanens paccunTaHa Ha HENPEPHIBHYIO KPYIJOCYTOUHYIO pabOTy M OTHOCHUTCS K BOCCTAHABIIMBAEMBIM,
HEPUOINYECKH 00CITY>)KHUBAEMbIM H3ACITHIM.

Cpoxk cimy>x0b1 manenu coctanisiet 10 yer.

1.2. TexHuueckne XxapakTepUCTUKHI

Tabmuma 1 — Texuuueckne XapakKTEPUCTHUKH TTaHETH

ITapamerp \ 3HaueHne
OcHoBHbIE MapaMeTpbl aHeJIU

[Tutanue DC: 12 B (+-20%)
[ToTpebisiemMast MOIITHOCTh He Oosee 13 Bt
Tok norpebnenus He Oonee 1.1 A
OT TIEPETIOFOCOBKH, OT MPEBBIIIECHUS UMITYJIHCHOTO
HaNpsHKEHUs
Ethernet (RJ45) - 1 mt.,
Wiegand - 1 mr.,
RS-485 - 1 mr.,
NuTtepdeiico Cyxoi kontakt NO NC - 2 mir.,
JIMCKpeTHbIE BXOABI - 2 IIT.,
NFC - 1 mr.,
AHAaJIOrOBBI BEIXO/ - 1 MIT.
JlnameTp moJKIr04aeMbIX TPOBOJOB He Ooiee 1,5 MM
RFID cuutsiBatens kapT NFC ¢ monnepxkoit Mifare
Plus SL3

Wiegand-26,32,34,40,42,56,58,64

3amura

BcTpoeHHBIN CUUTHIBATEINb KITHOUEH

[Tonnepkka BHEIIHUX CUYUTHIBATEIIEH
KJIFOUEr

ITapamMeTpbl KJIaBHATYPbI
Hudpossie - 10 miT.,
Br130B - 1T,
Knaonku Copoc - lmr.,
Konceepx - 1 .,
SOS/112 - 1 .

Tun kHOTOK MEXaHUYECKHE

[ToacBeTka KHONIOK €CTh, C U3MEHSIEMOM SIPKOCTBIO
ITapameTpbl Kamepbl

Pazpenienre 0OCHOBHOTO ITOTOKA BUIEO 2560%x1440 (2K, QHD)

ropu3oHTadbHbIA 120°
BEepTUKaIbHBIN 90°

Pa3mep matpuiipl kKamepbl 1/2,8

Pazpemenue cencopa 5 Mn

G.711 nns SIP

PCM 16-bit u G711 ana RTSP
Buneo koaek H.264

MakcumanibHasg CKOPOCTh EpPeAavy BUIEO 251ps

VYt 0030pa

AyIro KoJiek
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[Tonnepsxka Outpeiita

CBR/VBR/CVBR/AVBR/FixQP/QVBR c¢ Bapuanueii
ot 512 kour/c 1o 8192 kbut/c

[IpoTokoa nepeaaym BUAEO RTSP
PexxuMm neun/HOYB €CThb
JleTeknys TBUKEHUS €CThb

ITapameTrpsl Aucmes

Tun nqucniest nomodoHa TFT LCD

Pazpemenne nucnies 76x284 nukceneit

Pa3mepsl (quaroHasne) aucries 2,25 nroiima

IToaceBeTka mucries €CTh
JlonoJIHUTe/IbHBbIE MapaMeTPbl

JlaTauk OCBEIIEHHOCTH €CTh

JlaTyuk nemoHTaxa €CTh

BHYTpeHHsIs1 EMKOCTb KIIHO4el 50 000 mT.

KommuectBo SIP akkayHTOB

2* (OCHOBHOM M pE3EpPBHBIN)

ITonnepxuBaemblie SIP akkayHTbI

SIP (RFC 3261), SIP v2 (RFC 3515)

[TognepxuBaeMpie TPOTOKOJIIBI

IPv4, HTTP, HTTPS, FTP, DNS, NTP, RTSP, RTP,
TCP, UDP, ICMP, DHCP, ARP, SIP, ONVIF

VY nanenHas 3arpy3ka KOHQUTypauu

€CTh

V nanennoe ooHosieHue [10

CCTh

JKeIJIyaTalliOHHbIE IAPaMeTPhbl

Tum MoHTaXKa

YHUBEpCAJIbHBIN (BPE3HOM, HAKJIATHON)

Jlnamna3zoH pabouux Temreparyp

ot munyc 45 °C no mmoc 55 °C

OTHOCHUTENbHAS BIAXKHOCTH BO3ayXa

ot 10% 1o 90%

["abapuTHbIE pa3mepsl

265x110%40 mm (6e3 yCTaHOBOYHOTO KOpOOa)
265%110%46 MM (c HaKIATHBIM KOPOOOM)
265%110x50 MM (c Bpe3HBIM KOPoOOM)

Crenenn 3anuThel [P 66
Crenens 3amuThl 1K 08
3amuTa OT JIEKTPUYECKOI0 UMITYJIbCa 90 kB, 3 Br

Macca

He 6osee 0,8 kr (6€3 ycTaHOBOYHOTO KOpoOa)

[Mpumeuanue: B o1vH MOMEHT BpeMEHHU MOXET OBITh aKTUBEH TOJBKO oAnH SIP-akkayHT.
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1.3. Buemnwnii Bua nanenu
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1 - JIuuesas nanenb
2- Kpenuienue kopoba
3- Muxkpodon
4- OcHOBaHuE NaHe
5- Kamepa
6- KpemieHne repMeTU3UpyoLe KpbIIIKH
7- Qucment

8- Pazbem RJ-45 (Ethernet)

9- UK monacserka

10 - KiteMMHBI€ KOJIOAKH

11 - Knonka Reset

12 - Mudposas kaaBuaTypa

13 - Knonka «Bp130B»

14 - Knonka «Copoc»

15 - KHormnka BbI30Ba KOHChEpKa

16 - KHonka BbI30Ba SKCTPEHHBIX CITYkKO
17 — TunamMuk

18 — IlogcTpoeuHsblil pe3ucTop AJIs PEryJIMPOBKH SXONOJaBICHUS

Pucynok 1 — Buemnuii Buj naxnenu
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L.5.

PacnuHoBKa KJIEeMM ITaHEIn
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Pucynoxk 2 — PacnuHoBKa KJIEMM MaHETH

Tumosas cxeMa BHEITHUX COCAUHEHUN ITaHEeIN
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Beizsifrans nawvens

*Mooenvb ouooa yKasaHa 6 KaqecmeepeKOMedeeMod. Bo3moowcHo ucnonvzosanue aHanozos ¢
napavempamu He meHee:

Maxcumanvroe nocmosinnoe oopamuoe Hanpsoicenue - 1000B.
MaxcumanvHolii (cpeoHutl) npsamot mox Ha ouoo - 3A.
MaxcumanvHoe npsmoe Hanpsicenue - 1,7B npu 3A.

Pucynoxk 3 — TunoBasi cxema BHEITHUX COCMHEHUIN TTAaHEIN
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@ BAJKHO! Koumaxm Wiegand +12B nenv3si ucnoivzosamv O0as NUMAHUSL 3AMKO8 U OpyeuUx

nepugeputiHblx ycmpoucms.
1.6. KommiiekTHOCTB

Tabauua 2 — KoMIIeKTHOCTh ITaHelIn

HaumenoBanue

KoauuecTBoO, IIT.

IIpumeyanue

Buneonomodon MHOroaboHeHTCKHIA yiauaHblii RV-3437
«RUBETEK»

1

YI0THEHUE KPBIIKU

['epmeTn3upytoias Kphliika

VYiioTHeHue kadend

[IpmxuMHas IIaHKa KPBIIIKH

Habop kpenexHbIX BUHTOB

[Tacopt

["apanTUiiHBINA TAJIOH

[ | et | e [ (YD [ | et

2. Hcnmoan3oBaHue M0 HA3HAYEHHUIO

2.1. IToaroroBka K HCHOJIL30BAHUIO

BHUMAHHE! Echu nanens HAxoOuiacs 8 YClo8UiX OMPUYAmenbHol memnepamypul, HeoOXooumo
8bloepocams ee He MeHee 4 uacos npu komnamuou memnepamype (25 £ 10 °C) ona npedomepawerus

KOH@QHCGL{MM 6lacu.

[ToaroroBuTh pabouee MECTO, BCKPBITh YIAKOBKY, YOAUTHCS, YTO KOMIUIEKTHOCTh MaHeIn

COOTBETCTBYET Ta0muIe 2.

[IpoBecTn BHEMIHUN OCMOTpP, YOEOUTHCS B OTCYTCTBUM BUAMMBIX MEXaHUYECKUX TMOBPEKICHUN

(CKOJIOB, TPEIIMH, BMSITUH) U CIIEIOB BJIarH.

2.2. Paszmerienne nanenu

[Ipu mpoexkTHpoBaHUM pa3MEIICHUs YCTPOIicTBa HEOOX0IMMO pyKOBOACTBOBaThcs IlpaBuiamu

YCTPOWCTBA JIEKTPOYCTAHOBOK.

JlomyckaeTcsl ycTaHOBKA MaHeN Ha BEPTUKAIBbHYIO IOBEPXHOCTh BPE3HBIM CIIOCOOOM MOHTaXka ¢

MIOMOUIBIO CHEUATLHOTO BPE3HOTO KOpooa.

@ BAKHO! Bpesnoti kopob nanenu nocmasusiemcs 0moenbHo.

2.3. MoHTaX U MOAKIIIOYEHHUE

BHUMAHHE! Moumasic npou38o0ums moOAbKO HPU OMKIOYEHHOM HANPSNCEHUU NUMAHUSL.
IIpoxnaoka npo6o006 u TuHULL C85A3U OCYUeCmENsemcs 00 8bINOJIHEHUS MOHMANCA NAHEU.
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MoHTaK B CTEeHY

BrIpexbTe 0TBEPCTHE B MOHTUPYEMOU
[TOBEPXHOCTH.

BAKHO! Pexomenoyemvble pazmepvl omeepcmus
VXL <I'=248 %101 *%50mm.

[TomecTuTe B OTBEpCTUE BPE3HOU KOPOO H
yOeauTeCh, 9YTO BCe KaOeNu IS MOIKIFOUCHHUS TTAHETN
CBOOO/IHO IPOXOJIAT Yepe3 OTBEPCTHE IS Kabemnei u
HE MEIIAI0T MOHTAXY MaHEIH.

HamerbTe ycTaHOBOUHBIE OTBEPCTHS BPE3HOT'O
KopobOa. [IpocBepnuTe 8 OTBEPCTHII M YCTAHOBUTE
r00eIIst IUISL BUHTOB.

BAKHO! Bo3moorkcna ycmano8Kka 0CHOBAHUSL C
LCNONIL308AHUEM YEeMEHMA UU Hea2PeCCUBHbIX
KAeAUUX COCMABOB, O/ IMO20 HEOOXO0OUMO
BanoaHumo 3a30p MeHcO0y OCHOBAHUEM U CIEHO.

I locne 3acmuiganus cocmasa npucmynums K
VCMAaHOB8Ke MOHMANCHOU NIACMUHbL KDENJIeHUSL.

[TomecTuTe OCHOBaHKE BPE3HOTO KPEIUICHUS B
MOATOTOBJIEHHOE OTBEPCTHE.

AKKypaTHO MPOJIOKUTE BCEe KaOeIH B OTBEPCTHUS
U1t Kabereid. 3akpenuTe OCHOBaHHE C TIOMOIIIBIO
caMope30B U3 Habopa JUIst KPEIJICHHS BPE3HOTO
KopooOa.

[Tocne noaxitoueHnst UHTEP(ENCOB K MaHETH
HE00X0IUMO YCTaHOBUTH YIIIOTHEHUE U
TEPMETU3UPYIOLIYIO KPBILIKY [TaHEIIN.

BAKHO! Tunosas cxema éneutHux coeOurerull
npedcmasiena na pucymke 3.

YcranoBuTh nmaHenb. COBMECTUTH OTBEPCTHUSA
KpEIUICHHS BpE3HOTO KOpoOa M OTBEPCTHS HA MMAHEH.
3ahUKCUPOBATh HU3 U BEPX MMAHEIN C TTIOMOIIBIO
BUHTOB M3 Ha6opa JUIA erHJIeHI/IH.
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MoHTax B IBEPHOE MOJOTHO

BrIpexbTe 0TBEPCTHE B MOHTUPYEMOU
[TOBEPXHOCTH.

BAKHO! Pexomenoyemvble pazmepvl omeepcmus
VIXIIIX['=245 %98 x42mm.

[TomecTuTe B OTBEpCTUE BPE3HOU KOPOO H
yOeuTeCh, 4TO Bee KaOeyu sl MO JKITFOYCHHUS TaHeI T
CBOOOJIHO IIPOXOIAT Yepe3 OTBEPCTHE ISl Kabemne 1
HE MEIIA0T MOHTaXYy MaHEeIH.

OTMETBTE U NPOCBEPIUTE KPETIEIKHBIE OTBEPCTHS.

AXKypaTHO TIPOJIOKUTE BCe KaOenn B OTBEPCTHUS
s Kabesiel. 3akpenuTe OCHOBaHUE C TIOMOIIIBIO
CaMOpPE30B M3 HAOOpa JUTsl KPEIJICHHUS BPE3HOTO e
KopooOa. _

3adukcupynTe Bpe3Hoi Kopoo ¢ MOMOIIbIO
3aKJICTIOK.

B

[Tocne noaxitoueHnst UHTEP(ENHCOB K MaHETH
HE00X0IUMO YCTaHOBUTH YIIIOTHEHUE U
TEPMETU3UPYIOLIYIO KPBILIKY [TaHEIIN.

o =
BAKHO! Tunosas cxema 6HeutHux coeOutHeHutl
npedcmasiena Ha pucymke 3. ]
—
YcranoBuTh nmaHenb. COBMECTUTH OTBEPCTHUSA ggg
KpEIUICHHS BpE3HOTO KOpoOa M OTBEPCTHS HA IMAHEIH. 8
3adUKCUPOBATh HU3 U BEPX MMAHEIN C TTIOMOIIBIO = ey

BUHTOB U3 Ha6opa AJId KPCIJICHUSA.

2.4. IlogkaroueHue maneaIu

ITo ycnoBusiM 37€KTpo0O€30MaCHOCTH M A O0eCledYeHUs NOMEXO3aIlMIIEHHOCTH BbI3bIBHAs IaHEb
noModoHa JomKHa OBITh 3a3eMiieHa. [lanenp 3a3eMiseTcst ocpeICTBOM KopoOa, K KOTOPOMY MPUKPYUUBACTCS
TO0MO(]OH (C MOIHBIM aTOPUTMOM 3a3eMJICHUS KOp00Oa MOKHO 03HAKOMHTHCS B PYKOBOJCTBE 10 KCIUTyaTaI[uH
111 KpETJICHUs TaHETIH ).

2.4.1. ITogkroueHne MUTaHUS

IL]I}I OpraHu3allii MUTAaHUS TaHCIIW HATIPSAMYIO OT 6JIOKa IINTaHUus H€O6XOZ[I/IMO PYKOBOACTBOBATLCA
CXEMOMH, IPEACTABICHHON Ha PUCYHKE 3.

MortHoCcTh 0J10Ka MUTAaHUS BBIOUPAETCS C YYETOM MOTPeOIIIeMOil MOIIHOCTH MaHeNu M UX KOJIUYEeCTBa.
[Tpu pacuere 06s3aTeIbHO YUUTHIBAIOTCS IIOTEPU MOLITHOCTH Ha Kaberne. JlnaMeTp moIKII09aeMBbIX KU TOJKEH
ObITE He MeHee 0,4 MM.
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2.4.2. IMoaxirouenue Ethernet

s obecrieueHus: paboOTOCIIOCOOHOCTH TMAaHETH HEOOXOIUMO IOCTOSIHHOE HAIWYUE TMOAKIIIOUEHUS K
cepBepy. [lonkimoYeHne MOXET OCYIIECTBISATHCS HAIPSIMYIO, €CIM HCIOJIB3YETCs JIOKAIBHBIA CepBep, WU
4yepe3 UHTEePHET €CIIH HCIIONb3yeTcs yaAaneHHbIH cepBep. CKOPOCTh JIOKATBHOW CETH U CETH MHTEPHET JOJHKHA
obITh HEe MeHee 10 Mout/c.

[Tonkmrouenue ocymiectBisercss yepe3 nmopT RJ-45 ¢ momompio kabenst Ethernet. Bo3moxHBI nt00ObIE
CXEMBI TIOJIKITFOUEHUS C UCTIOIh30BaHUEM pOyTepa, KOMMYTaTopa (CBHTYA), IEPCOHAITBHOTO KOMITBIOTEPA.

[TonkmroueHne K MHTEPHETY JOJDKHO 00€CIIeYnBaTHCS O3 TOMOTHUTEIHLHON aBTOPU3AIIH TTAHEIH.

J1Jis TOAKITFOUEHUsT HEOOXOAMMO BBITIOJTHUTH HACTPOWUKH MaHEIH COTIACHO 1.3 JaHHOTO PYKOBOJICTBA.

[TapameTpsl KaOest ¥ €ro TEXHUYECKUE XapaKTEPUCTUKH JIOJDKHBI 00eCIiedrBaTh HEOOXOIUMYIO CKOPOCTh
COCJIMHEHUS M KaYECTBO CBSI3H.

2.4.3. ITogkmroyeHne CUNTHIBATEIS

Ha manenu npenycranoBien cuuthiBatenb NFC-kapT ¢ mogaepkkoil ctangapra mmdposanus SL3, HO
TaKkKe BO3MOKHO TMOIKIIOYCHHE JJOTIOTHUTEILHOTO CYMTHIBATENS, COOTBETCTBYIOIINX MHTEpdeiicy Wiegand.

Cxema MOAKIIOYCHHUA CUUTBHIBATCIIA NPCACTABJICHA HA pPUCYHKC 3.

Hactpolika napameTpoB CUMTHIBATEN S TPOU3BOAUTCS COTJIACHO 1. 3 JAHHOT'O PYKOBOJICTBA.

2.4.4. TToakmroueHne 3aMKOB

B naHenu ycTaHOBIIEHBI ABa peiie, KOTOpbE paboTalOT B ABYX PEKUMaX «HOpPManbHO OTKpbIToe» NO n
«HOpMaNIbHO 3akpbiToe» NC CcOCTOSHHE NMpH OTKIIOYEHUHM nuTaHus. s BeIOOpa pexnMa HEoOXOIuMO
MPOM3BECTH MOJKIIOUEHHE ITPOBOJIAa OT 3aMKa K cooTBeTcTBYIOIIeH Kiemme (NO/NC) pere.

«HopmanbHO OTKpBITOE» COCTOSIHUE ITPOU3BOIUT OTKPBITHE 3aMKa ITPU OTCYTCTBUN HANPSYKEHUS TUTaHUS
MIAHEIH.

«HopmanbHO 3aKpbITOE» COCTOSIHME YIEPKMBAaET 3aMOK B 3aKpPBITOM COCTOSSHUM IIPU OTCYTCTBHH
HaIPsDKCHUS TUTaHWUS MTaHEIH.

[Tanens mopsepKUBaeT MOJAKIIOUYEHUE IBYX JBEPEH/BXOJ0B. YTNpaBICHHWE M HACTPOWKA KaXIOro peine
POU3BOANTCS OTAENbHO. [lofpo6HO onMcaHo B 1. 3 1aHHOTO pyKoBoACTBA. [Ipu napamienbHOM NOJKITIOUEHUH
3aMKOB HEOOXOMMO YUYHUTHIBATh, YTO KaXKJ0€ pejie paCCUUTaHO Ha MaKCUMallbHYI0 Harpy3ky 0,5 A mpu 125 B
nepeMeHHoro HanpsbkeHus v 2 A npu 30 B moCTOSITHHOTO HanpsiKEHUS.

Tunosas cxeMa NOJKIIOYEHHSI 3aMKa IBEPH IIPEICTAaBIEHA HA PUCYHKeE 3.

@ BAZKHO! [Ipu nooknoyenuu 3amMKa peKomenoyemcs 8binoIHAMs mpebo8anus, npeovasisiemble K
3AUWUMHOMY OUOOY:

—  MakcumanbHoe nocmosuHoe oopamuoe nanpsicenue — 1000B;

—  MAKCuManbHulil (CpeOHUll) npsamotl mok Ha 0uoo — 3A4;

—  MakcumanbHoe npamoe Hanpsxcenue — 1,7B npu 3A.

2.45. ITogxarouenne kHONOK «BBIX0m»

[Tanens moepkUBaET MOAKIIOUEHUE 10 ABYX KHOMOK «Bbixom». HacTpoiika pexxuma paboThl KHOTIOK
MIPOU3BOUTCS COTJIACHO M. 3 TaHHOT'O PYKOBOJICTBA.

Tumnoas cxema NOAKIIOUECHUS TTPEACTaBIICHa Ha pUCyHKe 3. Bo3aMoxHO nojkitoueHne kHonku ais MI'H.
Hactpoiika kHONKM onucaHa B 11.3.

2.4.6. [ToaknroueHrne OXpaHHOIO MArHUTOKOHTAKTHOT'O M3BEILIATEIIS

OxpaHHBII MarHUTOKOHTAKTHBIN u3Bemniaresib (CMK) — 3To ycTpoicTBO, KOTOpOE yCTAaHABIMBAIOT Ha
ABCPHU C LCJIBIO KOHTPOJII UX IMOJIOKCHUSA U 3alIUTBI OT HCCAHKITUOHUPOBAHHOI'O IMPOHUKHOBCHUA Ha O6’beKT.
OCHOBOW TaTuMKa ABISETCS MAarHUTOYNPAaBISEMbIid KOHTAKT.

MarauToKOHTaKTHBIN FepKOHOBBIﬁ AaTYUK — OAWH U3 OCHOBHBIX JJICMCHTOB OXpPAaHHBIX CHCTCM,
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OTCJIC)KUBAIOIINX aBTOMAaTUYECKOE OTKPBIBAHUE U 3aKPBIBAHUE JBEPEU WM OKOH, BOPOT, IIIJIar0ayMoB.
Hactpoliika npou3BOOUTCA COMVIACHO I. 3 JaHHOTO PYKOBOJCTBA. THUIOBas cxeMa MOJIKIIOYCHHS
IIpe/ICTaBIeHA HA PUCYHKE 3.

2.4.7. [ToakmroueHre aHaJIOTOBBIX A00HEHTCKUX YCTPONCTB

B  kxagectBe aOOHEHTCKMX  yCTPOMCTB  MOTYT  HCIONB30BAThCS  TMAHENW  YIPABICHUS |
aHaJIOroBble/IU(POBBIE TPYOKH.

[ToxnepxuBaeMbIe aHAJIOTOBBIC TPYOKH:

e TKII-01 6penna METAKOM,;

e TKII-05 6penna METAKOM;

e TKII-06 6penna METAKOM,;

e TKII-09 6perna METAKOM;

e TKII-12 6penna METAKOM,;

e TKII-14 6penna METAKOM,;

e AS5Openna ELTIS;

e VKII-7 6penna VIZIT;

e VKII-12 6penna VIZIT;

e UNIFON SMART U 6penna Cyfral;

e KC-1K 6penna Cyfral.

[TognepxuBaempie G pPOBBIC TPYOKH:
e FE-12D 6penna Falcon Eye;

e LM-8d 6penna Laskomex;

e [C-8d 6penna Laskomex.

AHanoroBple TpPyOKH TOAKIIOUYAIOTCS dYepe3 KoMMyTaTop KoopauHaTHO-MatpuuHbli (KKM) mns
nomodoHoB. Pekomenayercss ucnonbzoBath KKM Eltis 7.3 wnmu Beward KMD-100S. TumoBas cxema
MTOAKJTIOUEHUS TIpecTaBIeHa Ha pucyHke 4, rae kieMMbl D0..D9 u E0..E9 cooTBeTcTBYI0T HOMEpYy aOOHEHTA.
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WwuHa eguHuy

2 3 4 5 6 7 8 9

A A A A A A A A

KesapTtupa
Ne 58

Keaptupa
Ne 90

D0 D1 D2 D3 D4 D5 D6 D7 D8 D9

Kommytatop (KKM)

‘ED E1 E2 E3 E4 E5 E6 E7 E8 E9

) G LU LN

GND DT LN

AHanoroBblii BbIXop,
BbI3bIBHOW NaHenu

Pucynoxk 4 — TunoBasi cxema MOJAKTIOYCHUST aHATIOTOBBIX A0OHEHTCKUX yYCTPOWCTB

CnucoK AOCTYMHBIX K MOJAKIIOYEHHIO KOMMYTaTOPOB U MX MTapaMeTpOB MpUBEJIEeH B TabnuLe 3.

Tabnuua 3 — JlocTynHbIe KOMMYTATOPBI U MX TTapaMeTPhl

JAunana3on Heo0xoaumocTs 1o1m. Bo3moxkxHOCTH mapaJLie/IbHOM
Mopean
a00HEHTOB NUTAHUS KOMMYTalUHU
CYFRAL KI'M-100 1...100 Ha (15 B) Her
Beward KKM-100S2 1...100 Ha (12 B) Her
Beward KKM-108 1...800 Ha (12 B) Ha
Beward KKM-105 1...500 Na (12 B) Ha
Beward KMD-100S 1...100 Ha (12 B) Her
Eltis 7.1 1...100 Her Her
Eltis 7.3 1...300 Her Ha
Eltis 7.5 1...500 Her Ha

[Ipumeuyanue: Bo3MOXKHOCTh MapayieIbHOH KOMMYTAallMH IO3BOJISIET OOBEOUHATH B OAHY CHUCTEMY

HECKOJIbKO koMmyTaTopoB. Hammpumep, Eltis 7.3 u Eltis 7.5 wim Eltis 7.5 u Eltis 7.5.

H[}I/IMeanHGI K KOHTAaKTy U ma KKM NOAKIIIOYACTCA AOIIOJHUTCIIBHOC IMHUTAHUEC B COOTBCTCTBHUHM C

Tadunen 3.

13



RUBETEK

[Tocne moaxmoueHst a0OHEHTCKUX YCTPOUCTB HEOOXOAUMO BBIITOJIIHUTH UX HACTPOUKY:

° Y CTaHOBHUTH peXMM AHAJIOTOBbIii Ha BKJIaKe AHAJIOroBasi TMHUSA web-uHTepdeiica nanenu;

° VYka3aTh HHTEpBAJI HOMEPOB AOOHEHTOB Il aHAJIOTOBBIX TPYOOK Ha BKJIa 1K€ AHAJIOTr0Basi IMHUS
web-unTepdeiica nanenu;

° Bri6pars KKM u3 criucka JOCTYIHBIX;

° VY CcTaHOBUTH 7151 BBIOPAaHHOTO MHTEpBaja a0OOHEHTOB COOTBETCTBYIOLIMI THUII 3BOHKA HA BKJIAJKE

IInan BbI30BOB Web-uHTepdeiica nanenu (Bpy4Hyo Ui KaKI0ro aDOHEHTa WM C TIOMOIIBIO 3arpy3Ku csv*
(aiina);

° [Tpou3BecTu ayano HACTPOMKM aHAJIOTOBOM JIMHUU Ha BKJIaake Ayauo web-unrepdeiica maHemnm.
[Toapo6HOE onrcanne web-uHTEpdEeiica mpeacTaBIeHo B 11.3.2 JaHHOTO PYKOBO/ICTBA.

[Mudpossie TPYOKH MOAKITIOYAIOTCS HAMPSAMYIO K TTAaHEIH, K KJIeMMaM aHaJIOTOBOT'O BBIXO/IA.
K manenu BO3MOXHO moakiItoueHHe He Oojee 255 aboHEHTCKHUX IMQPPOBBHIX TpyOok. TurmoBas cxema
TIOJIKITIOYCHUS TIPE/ICTABICHA HAa PUCYHKE 5.

I
GND DT LN

AHanoroBbIN BbIXof,
BbI3bIBHOW NaHenu

Keaptupa Keaptupa Keaptupa Keaptupa
Ne 1 Ne 58 Ne 90 Ne 256

Pucynok 5 — TunoBas cxema moakIroueHus U(PPOBBIX a00OHEHTCKUX yCcTpoiicTB HacTpoiika Homepa

aOOHEHTa MPOU3BOIAUTCS B COOTBETCTBHHU C IOKyMEHTalMel abOHEHTCKOTO

YCTpOMCTBA.

[Tocne moaxmoueHst a0OHEHTCKUX YCTPOUCTB HEOOXOAUMO BBIIOJIHUTH UX HACTPOUKY:

e VYcranoButh pexuM Llnpposoii Ha BkIagke AHaj0roBasi JMHUS web-uHTepdeiica maHem.

e VYCTaHOBHUTH JJisi a0OHEHTOB COOTBETCTBYIOIIUI THIT 3BOHKA Ha BKiajake IljaH BbI30BOB

web-unTepdeiica manenu.

e [IpousBecTu ayano HACTPOWKH aHAJIOTOBOI JIMHUM HA BKJIaaKke AyAno web-uatepdeiica manemu.
[Toapo6HOE onrcanne web-uHTEpdEiica mpeacTaBIeHo B 11.3.2 JaHHOTO PYKOBO/ICTBA.

2.5. OKcIuTyaTanys NaHenu

2.5.1. Manukaims nanenu

Munukanug nagenu:

e  HaxaTue KIaBUIIN: €UHOXKABI MOPTaloT UG PHI KIaBUATYPHI.

e  BrI30B: ObICTPO MOpraeT KHOIKA BHI30BA.

e PasroBop: MeasieHHO MOpraeT KHOIKa BbI30Ba.

e  OmmoOKa: OBICTPO MOpPTraeT KHOMKA 3aBEPIIICHUSI BHI30BA.

e PasroBop 3aBepiiieH: MeIJIEHHO MOPraeT KHOMKA 3aBepLICHHS BHI30BA.

e Br3oB 112 u KoHChepk - COOTBETCTBYIONINE KHOMIKH OBICTPO MUTAFOT.

e Paszrosop 112 u KoHChepk - COOTBETCTBYIONIME KHOMTKA MEIJICHHO MUTAIOT.

2.5.2. Br13oB aboHeHTa

BrI30B a00HEHTA Ha HOABE3JHOM ,Z[OMOd)OHeI

Jlnst BBI30Ba aOOHEHTa, HEOOXOIMMO Ha KJIaBUAType MaHeIu HaOpaTh HOMep a0OHEHTa/KBapTUPHI U
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HaxaTh KHOTIKY «BbI3OB» . Ectu HOMep ObuT HaGpaH ormmboYHO, ISl OTMEHBI/COpoca HE0OX0IUMO

Haxatb KHOIIKY «CBPOC» @ Jlnist BBI30Ba KOHChEpyKa/AucneTuepa HeoOX0IMMO HaXkaTh KHOIIKY

I o
«KOHCBEPX» . JU1st BBI30BA 9KCTPEHHOM CITy>kOBbI HEOOXOIMMO Ha)KaTh KHOIIKY 12 .

Br13oB aboHeHTa Ha 1IoMOGOHE, YCTAHOBIECHHOM Ha KAIUTKE:
J1J1s BBI30Ba a0OHEHTA, HEOOXOIMMO Ha KJIaBHAType IMaHeIM HabpaTh HOMEp JIoMa U HaXKaTh KHOIIKY

«BbI3OB» , 3aTeM HabpaTh HOMep a0OHEHTa/KBapTUPHI U HaXKaTh MOBTOPHO KHONIKY « BBI3OB» .
Ecnm Homep Ob11 HaOpaH HE BEPHO WIIM OMTUOOYHO, SISl OTMEHBI/COpoca HE0OX0AMMO HaXKaThb KHOIIKY

«CBPOC» .

ITpu BBI30BE Ha Auciuiee OyneT oToOpakeH BbI3bIBaeMbIi HoMep B ¢popmate XXXX.YYYY, rae

XXXX —nomep 1oMa, YYYY — HOMEp BbI3bIBaEMOro aDOHEHTA.
[Ipu BBI30BE Ha MOIBE3THOM JOMO(GOHE, KOTOPBI OTHOCHUTCS K BBI3BIBAEMOMY a0OHEHTY, Oyzaer
0TOOpakeHO cooOIIeHUE «3aHATOY.

@ BAKHO! J[ns popmuposanus 661308a He0OX00UMO NPOU3BECMU HACMPOUKU NAHENU CO2NLACHO
n.30anH020 pyKo8ooCmaa.

2.5.3. 3aBeplleHre 3BOHKa

3aBeplLICHHE BbI30Ba IIPOUCXOIUT IOCIE 3aBEPUICHMS BbI30Ba WJIM IOcie OTKpbITHS ABepu. Hactpoiika
3aBEPIICHMs 3BOHKA BHITIONIHsETCS BO BKianke Hacrpoiiku. O6mme Web-untepdetica. Bo3moxxabie ycimoBust
3aBEpUICHMS 3BOHKA!
e Jlo oKOHYAHHIO BBEI30OBA;
ITo oTkpsITHIO 1BEPH;
UYepes 1c nociie OTKpBITHSI IBEPH;
UYepes 2c¢ nociie OTKPBITHSI IBEPH;
UYepes 3¢ nociie OTKPBITHSI IBEPH;
UYepes 4c¢ nociie OTKPBITHSI IBEPH;
UYepes Sc mmociie OTKPBITHSL IBEPH;
UYepes 6¢ 1ociie OTKPBITHSI IBEPH;
Uepes 7c mociie OTKPHITUSI IBEPH;
e UYepes 8c nmociie OTKPHITUSI IBEPH;
e  UYepes 9c nociie OTKPHITUSI IBEPH;
e UYepes 10c mociie OTKPHITUS IBEPH.

2.5.4. OTtkpbiTHE ABEpU

OtkpbiTHe ¢ nomombio NFC-kaprtel. [[nsg otkpeiTus asepu ¢ nomoinbio NFC-kapTel HE0OX0IUMO,
MOJTHECTH 3apETUCTPUPOBAHHYIO KapTy K CUUTHIBATENI0 NaHeau. CUUTHIBATENb PACHOJIOKEH MO 3KPaHOM
naHenu. B ciayyae yCnenrHoro cCuuThIBaHUS KapThl, BEPh OyIeT OTKPHITA.

OtkpoiTHe ¢ moMombio PIN-koaa. [Tosp30BaTeh MOKET BOCIIOIB30BaThCs JTMYHBIM PIN-komoM. Jliis

OTKPBITHUSI JBEPU HEOOXOIUMO Ha)KaTh Ha KJIaBHAType PIN-xox . Ecmn PIN-kox OblT BBEmeH
HETPaBUJIbHO, HAa JUCIUIEE TMaHEIu oToOpakaercs cooluieHue «/[ocmyn zanpeweny. B ciiydae ycmenrtHoro
BBoa PIN-Kko/a, HA AHCIIIee MOSBUTCS COOOIIECHUE «/[6epb OmMKpbIma.

[Tocne oTKpBITHSI IBEpU M IO MOMEHTA 3aKPBITHS U(PPOBas 4aCTh KJIABHATYPhI OYIET MUTATh.

2.5.5. AmnmapatHbIi cOpoc

IIpunyaurensHas repesarpyska [a”Henu OCYIIECTBIIAECTCS MIOCPEICTBOM OJHOKPaATHOTO
KpaTKOBPEMEHHOTO Ha)kaTus KHOMKH «Resety («COpocy), pacroaoKeHHON Ha THUIbHOW CTOPOHE YCTPOWCTBA
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(cm. myHKT 11, pucyHok 1).

Jli1s1 BBINOJIHEHUS cOpoca 10 3aBOACKMX HACTPOEK HEOOXOJUMO yIepKUBATh YKa3aHHYIO KHOIIKY B TEUEHHE
8 cexyHn. IIponomkuTenbHOCTD MpoLeayphl cOpoca cocTaBisieT okoyio 1 MuHyThl. Ilepen Hayamom cOpoca Ha
9KpaHe MaHeNIu OTOOPa3UTCs Mpenynpexarollee cooOlEeHne 0 HEM30EKHOM YAAJIeHUN I0JIb30BaTEeIbCKUX
HaCTpOEK.

@ BAKHO! Copoc yoanum ece noiv308amenbCKue HACHPOUKU.

3. Hacrpoiika naneau

3.1. MeH1o aaMHHHCTpaTOpa MaHe!

MeHI0 aIMUHUCTpaTOpa MNPEAOCTaBIsIeT pAd (QYHKIMHA, BKIIOYAIOMIUNA MOXydeHHEe HHPOpMAIUU O
CHCTEeMe, HACTPOIKY IMapaMeTpOB CETEBOTO MOKIIFOUEHUS U 1o0aBiieHne KapTel/kitoua u PIN-koxa.
Jlyig BXoa B MEHIO aIMUHUCTpATOpa Ha MaHeNlu, HeoOX0JUMO MPOU3BECTH JBOIHOE Ha)XkaTHe Ha KHOIKY

«BBbI3OB» , 3areM HaOpath koj 3623. Ilpu BXOIe B MEHIO aJMHHHCTpaTOpa OTOOpa3WUTCsS TEKCTOBAs
HOJICKa3Ka 10 HaBUTallUU, KOTOpasi UCUE3HET NIPU HaXKaTUM 000 KHOMNKU. BBIX0/ U3 MEHIO aIMHHHCTpATOpa
IIPOUCXOJUT AaBTOMATHYECKM IpU OTCYTCTBUM JAeWcTBUM B TeueHun 20 cexkyHna. Hasuramus MeHo
aJIMMHHCTpaTOpa MpuBeeHa B Tadbnule 4.

Tabmmia 4 — HaBuramust MeHIO aMUHHCTpaTOpa

Knonka JeiictBue

N HepeXOZ[/ OTKPBITUC COOTBCTCTBYIOLICTO ITYHKTA MCHIO

Mepexo]] Ha CTPOKY BHU3

Mepexo]] Ha CTPOKY BBEPX

Mepexo]1 K mpeapiayieMy dkpany uatepdeiica. Knomka «Copocy
3 BBO/I COOTBETCTBYIOIIIETO CHMBOJIA

(I(nuchep:ur_] CHUMBOJI «.» B HacTpoikax [P nmoakmroueHus

1]1]2 OYHNCTKA BBCACHHBIX JaHHBIX
MOATBEPKICHNE/COXPAHEHNE BBEJCHHBIX JaHHBIX. KHOTKA «BBI30B»
3.1.1. [TpocmoTp uHbOpMaIUKU O MaHETH

IIpocMoTp uHopManuK 0 MaHeIH

1) BbImoysHUTH BXOJ B MEHIO aIMUHUCTPATOPA.

2) HaxaTh KHOTIKY «2» Ha KJIaBUaType MaHeIu A1 Bxoaa B myHKT UHpopmauus 06 ycTpoiicTBe. B
paszerne noctynHa uHpopmarus o Bepcuu npomuska 1 MAC-aapece ycTpoicTBa.

3) Jns mpocMOTpa BepCHM MPOMIMBKHU YCTPOHCTBA HEOOXOAUMO HAXKATh KHOIKY « 1».

4) lns npocmorpa MAC-aapeca ycTpoicTBa HEOOXOIUMO HAXKATHh KHOTIKY «2).

5) Jast mpocMOTpa HaMpPsIZKeHUsI AaHAJIOTOBOI JIMHUU HEOOXO0ANMO HaXKaTh KHONKY «3», a 3aTeM BBECTH
HOMEp a0OHEHTA.

6) Jlyist BO3BpaTa K MpenblIyeMy pasaeiry HeoOX0auMo HaxaTh KHOMKY «COpocy.
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IIpocmoTp undopmanum o ceTu
1) BeImosIHUTH BXOJ B MEHIO aIMUHUACTPATOPA.

2) Haxatp kHONIKY «1» Ha KJIaBUaType naHenu 1uid Bxoja B NyHKT CeTeBble HacTpoiiku. B pasnene
JOCTYITHAa HH(OpMAIUs O CETH, BBIOOp pexkuma paboTel u HacTpoiiku IP. Jlns mpocMoTpa ungopmanum o
CeTH HaXaTb KHOMKY «1».

3) st mpocMoTpa eTaTyca MOIKIFOUeHHSI HEOOXOMMO HaXKaTh KHOMKY «1».

4) lns npocmotpa IP-aapeca HE0OX0UMO HaXKATh KHOIIKY «2).

5) JAns mpocMOTpa MACKM CeTH HEOOXOIUMO HaXKaTh KHOMKY «3».

6) Jlis mpocMOTpa OCHOBHOTO HIJTI03a CETH HEOOXOAMMO HaKATh KHOTIKY «4).

7) st mpocMOTpa MIMPOKOBENIATEIHHOTO aipeca CeTH HeOOX0IMMO HAXKATh KHOTKY «5».

8) Hus mpocmoTpa DNS cetn HEOOX0UMO HAKATh KHOTIKY «6%.
9) Jlnst Bo3BpaTa K MpeAbIAyIeMy pa3aeny HeoOX0AuMO HaxaTh KHOMIKY «COpocy.

3.1.2. CepBucHble QyHKIIUN

B paznerne noctynen cOpoc 10 3aBOACKMX HACTPOEK U (PYHKIUS CaMOIUAarHOCTUKH.

Copoc 10 3aBOACKHX HACTPOCK

1) BbImoMHUTH BXO/ B MEHIO a]IMUHUCTPATOPA.

2) HaxaThb KHOTIKY «6» Ha KJIaBUAaType MaHeJH I BXo/1a B MyHKT CepBHC.

3) Haxatp kHOTIKY «1», BBIOpaB MyHKT 3aBOACKHE HACTPOMKH.

4) Boei06path ouH u3 BapuantoB — [losiHbIi cOpoc win be3 ceTeBbIX HACTPOEK (B 3TOM CiTydae
cOpocsTCs Bce HACTPOMKHU, KpOME CETEeBBIX TapaMeTpoB). B crieayromieM okHe moaTBepauTe copoc.

CaMoOaHarHOCTHKA

1) BBIMOTHUTE BXOJ B MEHIO aIMUHHCTPATOPA.

2) Haxarp KHOIIKY «6» Ha KJaBHaType MaHenu JUis Bxoaa B yHKT CepBHuc.

3) HaxaTb KHOTIKY «2», BBIOpaB myHKT CamMOIMarHoCTHKA.

4) B OTKpBIBIIEMCSI MEHIO €CTh BO3MOXKHOCTh BKJIFOYATh/OTKIIIOYaTh BHEIIHUN ¥ BHYTPCHHHI CEPBUCHI, a
TaKKe BBIMOJIHUTH 3anpoc auarHoctuku (Kaomka «5» OTnpaBuTh 3amnpoc).

1.1.1.  Pexum aBTOCOOpa KITFOUEH

5) BrpINoONMHUTH BXOJ B MEHIO aIMUHUCTPATOPA.

6) HaxaTh KHOTIKY «5» Ha KJIaBUAType MaHENH JIJIs BX0J1a B yHKT ABTOCOOP KJIKOYEN.

7) B otkpbiBIIeMcs uHTepdeiice BBECTH HOMEpaA pelie, KOTOPhIe CMOTYT OTKPBIBATHCS € TIOMOIIBIO
cOOpaHHBIX KITFOYECH.

8) IloouepenHO MOJHOCUTH KIIFOUYH K MAHEIH /10 MOSBICHUS MOATBEPKAaIoNnero coodmenus. [lopropHas
3aIiCh OJJHOTO M TOTO )K€ KJIF0Ya HEBO3MOYKHA (0TOOpa3uTCst COOOIIEHNE 00 OIHOKe).

1.1.2. CeTteBble HACTPOUKHU

1) BbImoysHUTH BXOJ B MEHIO aIMUHUCTPATOPA.

2) Haxatp xkHOmKY «1» Ha KJ1aBuatype naHenu Jjisl Bxoga B NyHKT CeTeBble HACTPOiKH. B paznene
JOCTyITHA UH(OpPMAIIHS O CeTH, BEIOOp pexkrmMa paboThl, HacTpoiiku [P, HacTpoiika pexnma paboTh
OpaHmMayap, a Takke QyHKIUs cOpoca IOPTOB.

Ycranoska pexuma padorsi IP

Ha manenu BO3MOKHO BBIOpATh OJAMH U3 JBYX PEKUMOB paboThI IP:

1.Cratnueckuii IP 2./lunamuuaeckutii [P (DHCP)

JUist 5TOro Ha)xaTh KHOIKY «2» M nepeitu B pazaen Pesxum padorsl IP. BeiOpaTs coOTBETCTBYIOMINIA
ITyHKT MEHIO C IOMOIIBIO KHOMOK «1» 1 «2» 1 HaxkaTh KHONKY «Bb130B». [Ipu ycnemnom coxpaneHnn
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HACTPOEK B MEHIO OyaeT oToOpaskeHo coobiienne «HacTpoliku 100aBiaeHbl!y». [Ipy BOSHUKHOBEHUN OITHOKHT
B MeHI0 OyeT oToOpaxeHo cooomenrne « HenmpaBujbHble HACTPOiiKH!»

BAKHO! [lepeo svibopom pescuma Cmamuueckuii IP neooxooumo npouszeecmu nHacmpouxu IP 6
coomeemcmayouem NyHKme MeHio.

Hactpoiiku IP

JIy1s1 yCTaHOBKM TTapaMETPOB CETEBOTO MOKIIIOUEeHHS (HacTpoek [P) HeoOxoanuMo HakaTh KHOTIKY «3» U
nepeitu B pasznen Hacrpoiiku IP.

B paznene 1ocTynHbl HACTPONKH:

-1.IP-agpec

-2.Macka

-3.11nro3

-4 IllupokoBeaTenbHBIN ajipec

-5.DNS

Jnist HaCTPOIMKM CETEeBOro MOJKIIOYECHHUS BBIOPAaTh COOTBETCTBYIOIINN MYHKT MeHI0. [l coxpaHeHus
BBE/ICHHBIX JAHHBIX HAXaTh KHONKY «BbI30B». [l OUMCTKM BBEICHHBIX JAHHBIX HaXaTh KHONKY «112». Jlna
BbIX0J1a 0€3 COXpaHeHHsI HaXaTh KHOMKY «COpocy.

[Tpu ycnemrHoM coXpaHEHUH HACTPOEK B MEHIO OyeT oToOpakeHo coobuienne «HacTpoiiku

nodasJieHbl!». [Ipy BOSHUKHOBEHUH OIMUOKH B MEHIO OyAET OTOOpaKEHO COOOIIEeHNE

«HenpaBuibHbIC HACTPOHKH !

BAKHO! Cumeon «.» cmasumcs npu Haxcamuu Ha KHonkKy « Koncvepoicy.

BAKHO! J{na cmabunvhoii SIP-pecucmpayuu pekomenoyemcsi ucnoavzosams DNS-cepsep Andexca:
77.88.8.8.

Pexxum paboTsl Opanamaysp

Ha manenu BO3MOXHO BBIOPATh PEXXUM pabOTHI OpaHaMaydpa.

J11s1 5TOTO BHIOPATh COOTBETCTBYIONIUHM MTYHKT MEHIO C TIOMOIILIO KHOTIOK «1» M «2)» W HaXaTh KHOIKY
«BbI130BY.

1. BeIkimtodeH Opanamayap.
2. BkitoueH OpaHaMayap.

COpoc HacTpoek U MOPTOB

Jlyis cOpoca HacTpOEK MaHeH K 3aBOJICKUM B [ JTaBHOM MEHIO OTKPBITH pazaen COpoc HACTPOEK u 3aTeM
BbIOpaTh MyHKT [losiHblii cOpoc wm nmyHKT be3 ceTeBbIX HACTPOEK (B 3TOM cirydae cOpOCSTCS BCe
HACTPOUMKHU, KpOME CETEBBIX MapaMeTpoB). B creayromeM okHe MOATBEPAUTE cOPOC, BBIOPAB MyHKT 1.

Jlnst cOpoca 3HaueHU CeTEBBIX TOPTOB K 3aBOACKUM B pasnene CeTeBble HACTPOMKHU BHIOPATh MMyHKT
CopocuTb MOPTHI U MOATBEPAUTH COPOC.

1.1.3. JloGaBieHue Kroda

BAKHO! Jlobasnenue knroua maxice moxcem npou3sooumscs wepe3 Web-unmepdpeiic u uepes
ungopmayuonnslii cepaep.

5) BBINONHUTH BXO/ B MEHIO aJIMUHUCTPATOPA.

6) Haxxath KHOTIKY «3» Ha KJIaBUAType IMaHelu s BXoa B MyHKT /lo6aBiieHue kiaroua. B pazaene
JIOCTYIIHA TIPUBSI3KA KITI0Ya K KOHKPETHOMY HOMEPY KBApTHUPBI.

7) YkazaTb HOMEp KBapTHPHI, 3aT€M HAKATh KHOTIKY «BBI30BY.

8) Hanee BbIOpaTh pee, JOCTYH K KOTOpOMY Oy€T MpenoCcTaBIAThCs KitouoM. CHOBA HaXKaTh KHOMKY
«Bp130BY.
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9) B menro Oyaet oToOpaxxeHo coo0IIeHre 0 JoOABICHUH KIIF0Ya, TIPU ATOM HEOOXOAMMO MOTHECTH
KJIFOY K BCTPOEHHOMY CUMTBIBATENIO, PACIIOIOKEHHOMY B HUKHEW 4acTH SKpaHa.

[Tpu ycnemrHoM qo00aBICHUH KITFOYa B MEHIO Oy1eT oToopaxeHo coodmenue «Kiou nob6asien!y, a
TaK)kKe MPO3BYUYHUT 3BYKOBOW CUTHAJ Ha)KaTUs KJIaBUIIU. B ciayyae HeyaauyHOM MOMBITKY JOOABICHUS — 3BYK
OILITUOKH.

BAKHO! ®@yuxyus 0obasnenus Kuoyel HeOOCMynHa npu KI04eHHOM yposHe bezonachocmu SL3.

1.1.4. Jlob6aBneHne Koia A0CTymna

BAKHO! J[obasnenue kooa 0ocmyna makaice Moxcem npouzsooumscs uepez Web-unmepghetic u uepes
ungopmayuonnslli cepaep.

1) BbImoNHUTH BXOJ B MEHIO aIMUHUCTPATOPA.

2) HaxaTp KHOINIKY «4» Ha KJ1aBUaType NaHeNIu A BxoJa B MyHKT /lodaBiaeHue koaa aocryna. B atom
paszzele JoCTyNHa MPUBA3Ka KOJla JOCTYIa K KOHKPETHOMY HOMEPY KBapTHUPBI.

3) Ykazare HOMEp KBapTHUPHI. 3aTeM Ha)KaTh KHOIKY «BbI30B» U BEIOpaTh pene, JOCTYI K KOTOPOMY
OyZeT NpeaoCTaBIATHCS KOJOM.

4) 3arem HaxxaTh KHOTIKY «Bb130B». B MeHI0 OyaeT oToOpaxeHo coobiieHne o 100aBIeHUN KoJia, pu
3TOM HE0OXOAMMO yKa3aTh YeThIPEeX3HAUHBIN KOJ M CHOBAa HaXaTh KHONKY «Bb130By. Ilpu ycnenrnom
n00aBlIeHNH KOJ1a B MEHIO OyieT oToOpaxkeHo cooobmienne «Koa moo6aBien!y.

1.2. Web-unrepdetic

Web-untepdeiic Bkimodaer B ceOs (QyHKIUM aAMUHUCTPATOPCKOTO M IOJIb30BATENILCKOTO
uHTepdeiica, a Tak)Ke MO3BOJISET MPOU3BOAUTH OOHOBJICHUE TTPOTPAMMHOTO 00ECIICUCHUSI.
IIpumeyanue: MakcuMaabHOE YHUCIO OAHOBPEMEHHBIX IMOJKIIOYEHUN K OJHOW ITaHEeIu — 5 IIT.

1.2.1. Bxon uepes Web-unrepdeiic

Bxon mpu ycraHOBIEHHOM pexkume padoTsl amHamuyeckuii IP (DHCP):

st Bxona B Web-unrepdeiic HeoOXoauMO MPOM3BECTH MOAKIIOUEHUE MaHenu K poyrepy win DHCP
cepBepy. IP aapec Oynmer momyden aBToMatudecku. [1oydeHHBIN agpec MOKHO MOCMOTPETh B HACTPOHMKax
agmuHuctpatopa (Bkianka 1.CereBbie HacTpoiiku—1.Mudopmanus o cetu—2.IP aapec) B HacTpoiikax
poyTepa, B CIIMCKE MOJKIIOUEHHBIX YCTPOUCTB Ha cepBepe U B Web-unrtepdeiice.

Bxon npu ycraHoBiieHHOM pekuMe paboThl ctaTudeckuid IP:

Hnst Bxoma B Web-uHTepdeiic HEoOX0MMMO TPOM3BECTH IMOJKIIOUYCHHE IMaHEIU K TEPCOHATBLHOMY
KOMIIBIOTEPY WM KOMMYTaTOpy.

B Opay3zepe B aapecHOl CTpOKY BBECTH YCTaHOBJIEHHBIH [P anpec manenm.

C (® hitps//192.168.1.10 g &

B oTkpbIBIIEMCSl OKHE BBECTH JIOTUH U MapoJib At Bxoaa B Web-untepdeiic 1 HaxxaTh KHONKY «Bxom.
ITo ymon4anuro:

Jlorun: admin

[Tapons: Rubetek34
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Bxon

Mone30B3aTens *

Mapont *

Bxon

RUBETEK

[Tocne Bxoma Oymer OTOOpaKeH TJIaBHBIM JKpaH, HA KOTOPOM MpeAcCTaBiieHa oOmas uHdpopManus 00

YCTPOMCTBE.

Rubetek SIP:[1] 3apeructpuposaH

Cuctema v

AHTEpKROM

CeTb v

HacTpoiki v

MHdopmauus ob ycTpoilcTee

Mogens

Uuid

CepHiHBIA HOMEp
CocTosHue

[ata u BpeMA aoMocoHa
Bpems pabotel AoModoHa
Cpu load, %

Mem total, kB

Mem free, kB

Storage 0 free, %

Storage 1 free, %

SW Bepcus

HW Bepcua
Bepcua mogenu
CBopka

IP appec
LlnpokoBellaTeNbHbIA aapec
Macka noaceTu

UWinios

MAC agpec

OcHoeHoi DNS
OononHuTenbHbi DNS

IP agpec L2TP

Bpems coeguHenus VPN

Monb3oBartens: admin

RV-3437
T9738b8b-5a27-4430-8c18-71b05e4b453a
1069222608100000

No 'loT Cloud" certificates!
14.09.2026 09:19:09
00:03:30

19.4

59448

1920

71

83

2026.07.206892073
Rev.2-Date.08.2026
31

HTTP

10.202.0.130
10.202.0.255
2552552550
1020201
D0:D3:C1:00:0F:57
10.200.01

00:00:00

OCHOBHBIC JIEMEHTBI ITIaBHOTO 9KpaHa:

1. Nudopmaunonnas crpoka. HaxoguTcsa B BepxXHEH 4YacTH HKpaHa M COJEPKUT JAHHBIE O
BBI30BE/HOMEpE, Ha KOTOPBIA MPOU3BEIEH 3BOHOK (AHAJIOTOBBIN - aHAJIOTOBBIA BBIXOJ) M JAaHHBIE O KapTe-
KJIIO4e, KOTOpasi ObLTa CYMTaHa MaHENbIo, a TAaKXKe cTaTyc peructpamnuu Ha SIP cepsepe.

2. IToab3oBaTens. VM 1onbp30Baress, KOTOPBIN IPOU3BEII BXOJ B CUCTEMY.

3 BoriiTu. KHONKa BBIX0/1a U3 TEKYLIEH YUETHOH 3alKMCH M10JIb30BaTENSL.

4. MeHn1o0. Pacriono)xeHo B JIEBOW YaCTH OKHA M COJIEPIKUT B ceOe BCe JOCTYITHBIC pa3eiibl U BKJIAJIKH.
5 OKHO akTHBHOIO pa3aesa. ConepKUT 0JIOKM aKTUBHOTO pasziesia WM BKJIQJKH MEHIO.

1.2.2. Bxon uepe3 SSH

Jlst Bxoa uepe3 SSH neobxoaumo BeicTaBuTh duiar «Bxirounts SSH» B web-untepdeiice, mocie uero k
MaHEH BO3MOXKHO OYJIET MOAKITIOYUTHCS Yepe3 KOMaHIHYIO CTPOKY.
[ToakmroueHre 1Mo Mapor0 MPOU3BOAUTCS C TIOMOIILI0 KOMaHAbl B (hopmate «ssh root@ip aomodona-p
nopt. [locie aToro HeoOxoauMOo OyAeT BBECTH NApOIh AMHHHCTPATOpa. ECIiu aIMUHUCTPAaTOPOB HECKOJIBKO,

TO IIEPBOT'O B CIIMCKE IMOJIb30BaTEIICH.

[Moaxmovyenue mo KIrdy HIPOU3BOANTCS C TOMOIIBIO KOMaH/b! B (hopmare
«ssh -i/myts_k [IPUBATHOMY _kitody root@ip aomModoHa -p mopT»

20



RUBETEK

EX windows PowerShell

Windows PowerShell
(C) Kopnopauua MaiikpocodT (Microsoft Corporation). Bce npaBa zawMueHsl.

MonpobyiTe HoByw KpoccnnathopmenHyw obonoqxy PowerShell (https://aka.ms/pscore6)

PS C:\Users\User> ssh root@gl92.168.55.141
root@l92.168.55.141"'s password:

1.2.3. Pazgen «Cucremay

Paznen conepxut cienyronue BKIaAKH:
Nudopmarnus 06 ycTpoiicTe
JIMCKpeTHBIE BXOIbI/BBIXO/IbI
[Ipsamas TpaHcasauus
OO0cmyKUBaHHUE CUCTEMBI
CaMoauarHocTHuKa
CucremHbIe JIOTH

’KypHan BbI30BOB

Kypnan npoxoioB

CeTeBble YTUIIUTHI

Pexum paboTh

Brnanka « Augopmanus 06 ycTpoiicTBe» CONCPKUT CICAYIONIYI0 HHPOPMAITHUIO:
e Moaeab — MOACITH TAHEIIH;
o Uuid — yHuKansHBINH HACHTUDHUKATOD;
o CepuiiHblii HOMep — HOMEp U3AENus PU IPOU3BOJICTBE;
e CocrosiHMe — cOCTOsSIHHE NaHenM (MoJKIoueHue K ceprepy loT, moakitoueHne cunThIBaTENs,
AKTUBHBIA PEXKUM);
e JlaTta m Bpems 1oMo¢oHA — YCTAHOBJICHHBIE 1aTa U BPEMS;
Bpems pa6oTbl 1oMogoHa — BpeMst pabOThI TTOCIIE TTOCIIETHETO BKIFOYCHHUS,
CPU load,% — 3arpy3ka nporeccopa B IpOLEHTax;
Mem total, kB — o01iee KOJIH4eCTBO MaMSTH;
Mem free, KB — koruecTBO CBOOOIHOM HMaMSITH;
Storage 0 free, % — cBo60gHOE MecTO B 0 XpaHUJIHILE B IPOLIEHTAX;
Storage 1 free, % — cBo60HOE MeCTO B 1 XpaHUIIHILE B TPOIICHTAX;
SW Bepcusi — Bepcus IPOrpaMMHOTO 00ECTICUECHHS;
HW Bepcus — Bepcus anmnapaTHoil pa3paboTku;
Bepcust Mmoaesm — anmapaTHasi BEpCUS MOJIEIH;
CoOopka — npoTOKOJI NIepeiaun JaHHBIX;
IP agpec — I[P agpec maneny;
e [llupoxkoBemareabHbIN apec — CETEBOM aJpec, UCIOIb3YEMbIN 7151 IEpejauu Ha BCE YCTPOMCTBA,
MTOAKJIIOUEHHBIE K CETH CBA3U C MHOKECTBEHHBIM JIOCTYTIOM;
e Macka moaceTu — Macka MoJiCeTH;
111103 — OCHOBHOM IILITIO3 CETH;
MAC aapec — MAC anpec nanenu;
Ocnosnoii DNS — ocnoBHo# DNS;
JlonoanutenabHblii DNS — nononautenbabiil DNS;
IP appec L2TP — IP agpec, nonyuennsiii or VPN cepsepa
Bpems coenunennst VPN — Bpems paboThl coequnenus ¢ ceppepom VPN,
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Okpan Bkiaaaku HHpopmanust 00 ycTpoiicTBe IPEICTaBIEH HUXKE.

NHpopmauna ob yctpoicTtee

Mopens

Uuid

CepyAHBIA HOMEp
CocTosHue

Oarta u BpeMA goMochoHa
Bpemna paboTbl pomodoHa
Cpu load, %

Mem total, kB

Mem free, kB

Storage 0 free, %

Storage 1 free, %

SW Bepcusn

HW Bepcus
Bepcua mogenu
CGopka

IP agpec
LnpokoBewartensHLIA agpec
Macka nogcetn

LWino3

MAC agpec

OcHoBsHoW DNS
LOononHuTenbHeld DNS

IP apgpec L2TP

Bpemsa coeauHeHna VPN

RW-3437
79738b8b-5a27-4430-8c18-71b05e4b453a
1069222608100000

No 'loT Cloud' certificates!
14.09.2026 09:19:09
00-03:30

194

59448

1920

71

83

2026.07 206892073
Rev.2-Date:08.2026
31

HTTP

10.202.0.130
10.202.0.255
255.255.255.0
10.202.0.1
DO0:D3:C1:00:0F:57
10.200.0.1

00:00:00

RUBETEK

[IpencraBieHHbIE TaHHbIE HOCAT HH(POPMAIIMOHHBIN XapaKTep U HE MOTYT ObITh OTPEJaKTHPOBAHbBI HA
JTaHHOU BKIIaAKe. J[71s X M3MEHEHUs! HY)KHO MEePeHTH B COOTBETCTBYOIIHE pa3aensl Web- uatepdeiica.

Bxnaaka «/[uckpeTHbIe BXObI/BBIXOAbD)
Bxnaaka compepXKuT HaCTPOUKHU AUCKPETHBIX BXOJIOB/BBIX0/I0B. B TaHHOMN BKJIaJKE BO3MOXKHO YCTAaHOBUTD
COCTOSAHHC pene praB.HeHI/I}I 3aMKOM I[BepI/I, IJIA 9TOIr0 H€O6XOI[I/IMO Ha>XaThb Ha COOTBGTCTBYIOH_II/II\/'I pe)KI/IM B
ctpoke pene. B cronbie CocTosiHue MOXHO ITOCMOTPETh CTATyC AUCKPETHOTO BXO/a (TMTOIKIIOUEHHON KHOITKH

OTKPBITHS IBEPH).

DkpaH BKIaIKU «/[MCKpeTHBIEe BXOAbI/BBIX0AbD) TIPE/ICTABIICH HIKE.

Cuctema

MHbopmauma ob
YCTpPOWCTBE

CamoguarHocTuka

CucTeMHele noru

»KypHan BbI30BOB

KypHan npoxopoB

Pexum paboTtel

MpAmasn TpaHcnAuma

ﬂMCerTHbIe BXoObl

Bxon

[WCcKpeTHble BXOOLI/BLIXOOb!

Input A

Input B

O6cnyxMBaHue cucTemsl

ﬂMCerTHbIe BbIXOObl

BrixonCocToaHue

IfelayBKn HOHYEHO

2RelayBKﬂI0WeH0

Bknio4urs Bbiknioymrs

'OTKpbITHE'

BKOKYUTL BLIKNHO4YUTE

'OTKpbITHE'

CocTosaHue

OTKpBIT

OTKpBIT

'3aKpblTne'

'3aKphITE'

Bxuanka «Ilpsimasi TpaHcasiums»
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Ha BkJ1aike BO3MOXHO BECTH IPOCMOTP MPSMON TPAHCISILIMU BUEO C TIOMO(OHA.

Rubetek SIP: He 3aperucTpupoBan . TMonb3oarens: admin  Bulitu

Cucrema

ViHpopmauna 00 ycTpoficTee
[IMcKpeTHbIe BXOMLIEIX0AE!
TpsiMas TpaHCnALMA
OBCny*uBaHwe CUCTEMbI
CamopuarHocTuka
CucTemHbie norm

JKypHan Bbl30808

JKypan npoxoaos

Peikih paGoTel

Untepkom v
Cem v

Hactpoiikn v

1IN oos L D)

Bxnaaka «O0c/y:;kuBaHHe CHCTEMbD»

Ha BKkJ1axe BO3MOXKHO:

CO3/1aTh PE3EpPBHYIO KOIMHUI0 KOHGUTYypauuu maHenau. s BBITPY3KH KOHQUTYpaLUU C TUIAHOM

BBI30BOB HEOOXOJIMMO YCTAHOBUTH COOTBETCTBYIOILIYIO METKY. JIJisf BRITPY3KM HACTPOEK BHI30BA MOIbE3IHBIX
aOOHEHTOB (ITPU YCTAHOBKE Ha KAJTUTKE) - YCTAHOBUTH METKY;

3arpys3uThb CTapyro KOIIUIO KOH(bI/II‘ypaI_[I/II/I IMaHCJIn,

OOHOBUTH IMMPOMIMBKY IMAHCIIN;

nepesarpys3ka, B TOM 4UCJIIC 1O paCllMCaHUIO,

MMPOU3BCCTU C6pOC A0 3aBOACKHUX HACTPOCK. I[J'ISI COXPAaHCHUS CCTCBBIX HACTPOCK H606XOI[I/IMO

YCTaHOBUTH COOTBETCTBYIOIIYIO METKY.

Jlis co3anust pe3epBHOM KON KOH(UTYpaluy (HacTpOeK) MaHelIu Heo0X0IMMO BBIOpaTh Criocod
pe3epBUPOBaHUS U HaXXaTh KHONIKY Pe3epBupoBats. [locie yero ykasaTs nyTh Ui coOXpaHeHUs (aiiia

HaCTpPOCK.

Jlnst BoccTaHOBNIEHUsSI KOH(PUTYpAIIMK BEIOpAaTh COOTBETCTBYIONIMH (aiin u HaxaTh BoccTranoBuTsh. [1pn
akTuBanuu MeTKu « ATHOPUPOBaTh ceTeBble HACTPOIKNY) TEKYIIHE apaMeTPhl CETH YCTPOHCTBA HE OYIyT
VM3MEHEHBI.

Jyist OOHOBIJICHUS TIPOIIMBKY ITAHETTN HEOOXO0IMMO HaXKaTh KHONIKY Bb16op (aiiia. Yka3aTs myTh K daiiny
MPOIIKUBKHU U HAXaTh KHONKY OOHOBHUTb.

OyHKIMS aBTOMAaTHYECKON Tepe3arpy3ku 1mo pacnucanuto. O0ecrneunBaeT mepe3amnyck yCTpoucTra B
3aJlaHHbIe HHTEpBabl. HacTpoiika BO3MOXKHA ABYMsI CIIOCOOaMMU:

1. BeiOOp KOHKPETHBIX JHEH HEACINU U BPEMEHH.

2. Beibop ¢pukcupoBaHHOTO YKCIIa MECSIIAa M BPEMEHHU.

BA’KHO! ©@ynxyua «llepesacpyska no pacnucanuioy axmuupyemcst mojibKo NOcCie KOPPeKmHOU
HacmpouKu CUCeMHO20 epemeru ycmpoticmea (8pyunyio uiu yepes NTP).

3KpaH BKJIaJKH1 Oﬁcnymnnaﬂne CHCTEMbI IIPCACTABIICH HIKE.
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PesepBUpoBaTh KOHMUIypauu
[] B otkpsiTom Bupe
[] Pesepeuposart 'TINaH BLI30BOE'

~ PesepsHposarh 'KanuTka. [ManasoHsl KeapTHp'

RUBETEK

Mepesarpyska

Mepesarpyska

Mepesarpyska rno pacnmcaHmo

BasxHo! OyHKUMSA 'Tlepesarpyska no paciucaHnio’' akTMBUPYETCA TOMbKO NoCne KOpPeKTHOM HAacTPoRKN
PesepBupoBats @ CHCTEMHOTO BpemMEHH YCTPORCTBA (BPYHHYI0 i Yepes NTP). YBequTeck, 4T0 Ha yCTpoicTee
YCTAHOBNEHO NPABHNLHOE BPEMA U AATa

BoccTaHoBUTBL KOHMUIypauuio

[J WrHopuposarth ceTeable HACTPOIKK

BriGop thaiina

Mo axam -

[ k=xawii neHs OmderdcpOur dnr e [ Be
Bpeua nepeaamysin
00:00 o

flere wecaua

BOCCTaHOBMTL -1.1-31

OBHoBNEHWE CUCTEMBI

BriGop thaiina

CoXpaHuTh

CBpoc 00 3aBOACKUX HACTPOEK

[ Wrropposars ceTeBble HACTPOVkH

OBHOBUTE COpoc HacTpoek

Bxnagka «CaMoauaraHocTuKa»

JU1 caMOIMarHOCTUKHY MTAHEJIN MO>KHO MCIIOJIb30BaTh BHYTPEHHHUM 1 BHEIIHUM CEPBUCHI.
[Tpu BKIIIOYEHNU BHYTPEHHETO CEpBHCA Ha TUCIUICH ToOMO(pOHA KaX/ble 5 MUHYT NOOUYEPETHO BHIBOAUTCS
nHpopManus 0 TECTUPOBAHWU COCIMHEHMsSI ¢ 1 W 2-bIM cHUIl cepBepoM, a Takxke pe3yiabrar nmuHra URL
BHEIIIHET0 cepBrca. BeiBog MHPOpMALUU Ha AUCIUIEH COMPOBOXKIAETCS 3BYKOBBIM COOOIIEHNEM U MUTAHUEM
KJIaBUIL O0TOOS U BbI30Ba. [IpH yCcrenHOM TecTe MpOUrPHIBAETCS COOTBETCTBYIOLIMM 3BYK, IPU HEYCIEIIHOM
3BYK oIIMOKH. Takske npu yCIEHOM TeCTE MUTaeT 3e1E€Hasi KHOIKA BbI30Ba, IIPU HEYCIEIIHOM KpacHast KHOIKa

o100s.

JIyisi BHEUTHETO CcepBHCAa HACTPAMBACTCS CETEBOM aJpec C MOPTOM M ayTeHTUdHKamus. Takxke MOXXHO
BBIOpaTh mipoTokon HTTPS (ecnu BeikmtoueH, To padotaer mo HTTP). B nannom ciyyae nomodoH Tectupyet
BHEUIHUI cepBuUC. Pe3ynpTaThl TECTOB MOKHO 3aIIPOCUTh, U OHU OTOOpa3sTCs Takke Ha auciuiee qjoModona. B
3arpoce MOKHO BbIOpATh BUJI MHAUKAIIMY PE3yJIbTaTa.

Jlst paboter ¢ cepBepoM o HTTPS nyxHO 106aBUTH cepTudUKaT B COOTBETCTBYIONIEM pasnene (pa3aen

«Hacrpoliku», Bkinaaka «be3onacHoCTb»).

Dkpad BKIaAkH «CaMOIMarHOCTHKa» MPEICTABIICH HUXKE.
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Cuctema ~
CamonmarHocm Ka
MHpopmMaumsa ob
YCTPOHCTEE HacTtpolikn camognarHocTMKM

[uckpeTHble BXOOLI/BLIXOObI [] Brniousm. eyTooHimi copene

Mpamaa TpaHcnauma [J BrniounTs BHeWHWI cepauc

OBcny}MBaHNe CUCTEMEI [ Menonesosars HTTPS

CamopuarHocTuka URL BHelwHero cepeunca
OO XK XK XK port
CuctemHsle norn Noran

KypHan BbI30BOB
Maponk

H{ypHan npoxotr—IOB TakmayT 0¥MOaHWA Pe3ynETaToE EHELUHNX TECTOR

Pexwvm pabotsl 10-7200 ¢

MHTEpKOM -~
MocnegHue pesyneraTbl TeCTOB

[naH BbI30BOB MocnegHve spems npoBepku’ 277

BxuttouaTs/OTKIII04aTh BHEITHUN ¥ BHYTPEHHHI CEPBUCHI, @ TAKXKE BBITOIHATD 3alIPOC TUArHOCTUKU
MOYKHO U3 aJIMUH-MEHIO BBI3BIBHOM TMaHem . J[Ji ’TOTr0 BRIMOJHUTE BXO B aIMUH-MEHIO (11. 3.1 maHHOTO
pYKoBoJICTBa). 3aTeM BbiOepuTe MyHKTH I'J1aBHOe MeHI0 — CepBHC — CaMOAHATHOCTHKA, A 3aTeM
BOCITOJIB3YHTECH OJTHUM U3 TTYHKTOB OTKPBIBIIIETOCS CITHCKA:

BxirounTs BHYTpEHHUN CEPBUC
BBIKITI0UMTE BHYTPEHHUI CEPBUC
Bxi1. BHemnuii cepBuc

Brixn. Baeninuii cepuc
OTtnpaBuTh 3amnpoc

MRS

Bxnanka «CucteMHbIE JIOTH)

Bo Bknagke oroOpakaroTcst Bce 10T (CoObITHS ) maHenu. [laHHas BKIaiKa mpeIHa3HaYeHa 711 pabOThI
CHCTEMHBIX aJIMUHHCTPATOPOB U CITYKOBI TEXHHUYECKOTO 00CTYXKMBaHUsL. J{JIsi COXpaHEHHUs BCEeX JIOr-3alucen
Ha JIOKAJIbHBIN IUCK, HEOOXOIMMO HaXaTh KHONKY Boirpyska 4.

Take BO3MOKHO OT(GUIBTPOBATH 3aMMCH IO BBEICHHOMY 3HaUeHHI0. DKpaH BKIaJKu « CHCTeMHbIe
JIOTW» TIPEJICTABIICH HIIKE.
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CucteMHble noru

duneTp

Jan 2 @3:22:51 dhclient: bound to 18.282.8.42 -- rensewal in 254 seconds. Y

Jan 2 @3:22:49 Tuner: [I] Remew/rebind IP address: 198.282.8.42, interface: eth@ .

Jan 2 @3:22:49 root: Renew/rebind IP address 10.202.8.42 on eth@

Jan 2 @3:22:49 dhclient: DHCPACK from 18.282.8.1

Jan 2 @3:22:49 dhclient: DHCPREQUEST on eth@ to 10.282.8.1 port &7

Jan 2 @3:22:34 VAM: [I] Health up AL EXCELENT 'RTSP_SERWER3'

Jan 2 @3:22:34 VAM: [I] Health up AL EXCELENT 'RTSP_SERVERE'

Jan 2 @3:22:34 VAM: [I] Health up AI EXCELENT 'RTSP_SERVERT'

Jan 2 @3:22:34 VAM: [I] OpenlpcSemaphoreN suffix:Ailpc_Sip_lcl

Jan 2 @3:22:34 VAM: [I] OpenIpcSemaphorel suffix:Ailpc_Sip_rmt

Jan 2 @3:22:34 VAM: [I] OpenlpcSemaphorel suffix:Ailpc_RTSP_SERVER3

Jan 2 @3:22:34 VAM: [I] OpenIpcSemaphorel suffix:AiIpc_RTSP_SERVERG

Jan 2 @3:22:34 VAM: [I] OpenIpcSemaphoreN suffix:AiIpc_RTSP_SERVER7

Jan 2 @3:22:34 VAM: [I] ObtainListOfSubscribers AL cnt:5

Jan 2 @3:22:34 VAM: [I] CloseIpcSemzphoreN name:Ailpc_WebRTC1

Jan 2 @3:22:34 VAM: [I] CloselpcSemaphoreN name:Ailpc_Sip_lcl

Jan 2 @3:22:34 VAM: [I] CloselpcSemaphoreN name:Ailpc_Sip_rmt

Jan 2 @3:22:34 VAM: [I] CloselpcSemaphorel name:Ailpc RTSP_SERVER3

Jan 2 @3:22:34 VAM: [I] CloseIpcSemaphoreN name:AiIpc RTSP_SERVERG

Jan 2 @3:22:34 VAM: [I] CloselpcSemaphoreN name:AiIpc RTSP_SERVER7

Jan 2 @3:22:34 VAM: [I] Health up VI EXCELENT 'RTSP_SERVER3'

Jan 2 @3:22:34 VAM: [I] CreateGroupedUsedVideosFormats VI cnt:2

Jan 2 @3:22:34 VAM: [I] OpenIpcSemaphorel suffix:Vilpc_Sip

Jan 2 @3:22:34 VAM: [I] OpenlpcSemaphorel suffix:Vilpc_RTSP_SERVER3

Jan 2 @3:22:34 VAM: [I] ObtainListOfSubscribers VI cnt:2

Jan 2 @3:22:34 VAM: [I] CloselpcSemaphoreN name:Vilpc_WebRTCL

Jan 2 @3:22:34 VAM: [I] CloseIpcSemaphoreN name:Vilpc_Sip

Jan 2 @3:22:34 VAM: [I] CloselpcSemzphoreN name:Vilpc RTSP_SERVER3

Jan 2 @3:22:34 WebRTC: [I] CloseIpcSemaphoreN name:Ailpc_WebRTC1

Jan 2 @3:22:34 WebRTC: [I] CloselpcSemaphoreN name:Vilpc_WebRTCL

Jan 2 @3:22:33 WebRTC: [I] Management::ClosellebRtcSession: client 'RubicomeliebAppl9BC254° closed

Jan 2 @3:22:33 WebRTC: [I] dtls_srtp: dtls-comnection closed (Connection reset by peer [184])

Jan 2 @3:22:33 WebRTC: [I] dtls_srtp: dtls-comnection closed (Connection reset by peer [184])

Jan 2 @3:22:087 WebRTC: [I] EmcodeVideo. ---- KeyFrame received

Jan 2 @3:22:087 WebRTC: [I] Set wideo encoder: H264 packetizstion-mode=1 (1848576 bit/s, 25.88 fps)

Jan 2 @3:22:87 WebRTC: [I] mediatrack: start wvideo

Jan 2 @3:22:87 WebRTC: [I] Management::Peerconnection. stream established: 'video'

Jan 2 @3:22:87 WebRTC: [I] peerconnection: medisenc event 'Secure’ (video,RTP)

Jan 2 @3:22:87 WebRTC: [I] dtls_srtp: ---» DTLS-SRTP complete (video/RTP) Profile=AES (M_128 HMAC_SHAL &0 o

\x__________________________________________________________________] | B

B 5iore MmoxxHO mocMoTpeTh HH(pOopMaIHIo 0 kadecTse npomeanero SIP Be3oBa.
= = L

Aug 26 11:31:29 Sip: [I] audio PEEs @ (us)
Aug 26 11:31:29 Sip: [I] audio Receive. pkt.report: 381; lost: 8; Jitter: 3.3 (ms); MOS: 4.48
Aug 26 11:31:29 Sip: [I] audio Transmit. pkt.report: 209; lost: 8; jitter: 1.7 (ms); MOS: 4.48
Aug 26 11:31:29 Sip: [I] audio Receive. packets: 339; avg. bitrate: 48.8 (kbit/s); errors: a
Aug 26 11:31:29 Sip: [I] audio Transmit. packets: 317; avg. bitrate: 456.5 (kbit/s}; errors: a

CratucTtuka oToOpakaeTcs TOIBKO MO ay10 JaHHBIM.

1)
2)
3)
4)

Packets — o011iee KOTMYECTBO ayTUO MMAKETOB.

avg. bitrate — GuTpelT cornacHo OTNPaBIECHHBIM U IMOJYYEHHBIM ayINO0 MTaKETaM.
errors — OI_HI/I6KI/I BO BpCMd IICpeaavu MaKCToB.

pkt.report — KOIMUYECTBO MMAKETOB, KOTOPbIE PUKCUPYIOTCS AJI U3MEPEHUSI [UKUTTEpA, Itt (BpeMs

repeaayuu rmakera Tyjaa u oopatao) u MOS.

5)
6)
7)
8)

lost — KoTMYeCcTBO OTOPOIICHHBIX MTAKETOB.
jitter — npokaHue curHasa.

MOS — cpeanss OLEHKa CUTHaJIa.

rtt — Bpems mepenayu nakera Tyjaa u oopaTHo.

OTtoOpakeHue MoCIeIHUX MATH MApaMeTPOB HAYHETCS HE Cpasy, a MPUMEPHO Yepe3 Sc rmociie Havyasna
pasroBopa, ‘ITO6BI HC UCKA3UTh CTATUCTUKY MPOLECCa YCTAHOBJICHUA CBA3U.

Bxianka «7KypHaJ BbI30BOB)
Bo Bkiagke 0ToOpakaroTcsi BCe BHI30BBI, COBEPIICHHBIC Ha TaHe . Ta0nuia TaHHBIX COIEPKHUT
CJIeIyIOIIE OIS
e Jlara u BpeMs BbI30Ba;

No kBapTHpBHI;
Howmep;
CraTyc 3BOHKA;
JmATensHOCTE, M;
Tumn 3BOHKA.
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Jlns coxpaHeHHs KypHala BbI30Ba HEOOXOIMMO HaKaTh KHOIKY BBITPY3UTh % . DKpaH BKIaakK JKypHa
BBI30BOB INPEJCTaBICH HUXKE.

>KypHan Bbi30BOB

C & X

fata Bpems W KEapTUps
e1-91-1970 :35:18

18-12-2021
19-12-2021
19-12-2021
19-12-2021
19-12-2021
1e-12-2821
1e-12-2821
18-12-2821
18-12-2821
1@-12-2021
18-12-2021
1@-12-2821
@2-91-1970
22-91-1970
©2-91-1970
23-01-1970
@3-81-1972
©3-91-1972
@3-91-1972
13-12-2021
13-12-2021
13-12-2821
13-12-2821
13-12-2021
13-12-2821
13-12-2021
13-12-2021
13-12-2021
13-12-2021
13-12-2021
13-12-2021
13-12-2021
13-12-2021
13-12-2021
13-12-2021
13-12-2021
13-12-2021
13-12-2021
13-12-2021

I e b b B b B D
==l O O O O O

199sip:
a9

5
5
5
5

199sip:
199sip:

5
9sip:

madn

192.

Homep

281167

.168.2.14

:08@91998192.168.8.19

952192.168.8.19:5868
1992192,168.8.18:5068
192,

168.8.19
199
199
199
199

1999192.168.5.18:5060
1998192.168.5.18:506@

199

08091998192.168.8.19

CraTyc 3soHKa HLnutensmocTs,
Nponycx
MpunaT
MpuHaT
MNpunaT
MpuHAT
MpuHAT
Nponycx
MpwraT
NpuHAT
NpunaT
NpunaT
MpuwaT
Nponycx
MpunsT
MpunsT
Nponycx
MpunaT
MpuHAT
NpunaT
MpuHAT
Mpomycx
Nponycx
Nponycx
Nponycx
MNpwuraT

CODOHEHEHHOR R WREN WO NS SO

LY

@

SIP
SIP
SIP
SIP
sIp
5IP
5IP
5IP
5IP
5IP
5IP
S5IP

1]

SIP

@ e

Tun zsomxa
sIp

NpAMOA BMEOE
NpAMOR BmEcE
NpAMOA BME0E
NpAMOA BHEC0E
NpAMOIA BuE0E
NpAMOR BuE0B
npAMol BuEcE
NpAMOH BuE0B
npAMoR BuEcE
NpAMOH BLE0E
NpAMOH BuBOB
npAMol BuSOB
SIP npAmol Becsos
SIP NpAMOR BeSOR
SIP npAMOR BuSOE
SIP npRmoiR BaEOE
SIP npRmol BeisOB
SIF npAMOR BeEOB
SIF npAMmoi BmEoB
NpAMOA BeE0B
AManoroswi
Ananoroswit
sIp
AHANOr 0BbIR
SIP npAmoil BaE0B
SIP npamoii BuECB
ARBACT OBbIR
SIP NpAmMOR Besos

Bxianka «2KypHaJu npoxoaoB»
Bo Brutazike 0ToOpakaroTcsi Bce MPOXO/Ibl Uepe3 ABEPU, KOHTPOIHUpYyeMble aHenbo. Tabuuia 1aHHbIX
COJIEPKUT CIIEAYIOIINE TOJIS:

[ara u Bpems;

Tun nocryna;

Ne kBapTHpsI;
CooO1enue;
JIMCKpeTHBIE BBIXOIBI;
Craryc.

Jlyist coXpaHeHus )KypHala IIPOX010B HEOOXOMMO HaKaTh KHOIIKY BBITPY3HUTh 1.
Dkpad BKJIaAKU «2KypHasa npoxoa0B» MpeCcTaBiIeH HILKE.

YKypHan npoxoaos
c & X

AaTa Bpewa
12-12-2021 16:42:21

Bneanee
Sneanee
Bremiee
Breamee
Bnearee
EECEEL]
Breamee
Breamee
Eneunee
Eneanee
Breamer
Breamee
Breanee

¥ xBAgTHpH

L

199

i @41762A2995080
4176242995089

: 4176242945080
i 041762A2995080
1 B41762-2995080

241 A2995082
© 4176242995080
t Q4176242995080
1 R4176242995080
1 B4176242995088
: Q4176242995080
© @A1762A2595080
1 @4176242995080

sparteent 1199

apartsent:19%

aparteent:199

AucxpeTrme BotiOfs

A

ey

b e e e e

CraTyc

3anper
3anper
Sanper

Sanper
3anper
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Bxnaaka «Pesxkum padboTb»

Bxanka mo3Bosisier akTUBUPOBATh peXUM paboThl aHenu. B 3aronoBke pesknuMa MOXKHO TOCMOTPETH €T0
cTaryc. AKTUBalUs PEKMUMA 3aITyCKAaeT HACTPOECHHBIE JIOTHYECKHUE 1IeN04KH BO BKiIaake Hacrpoiiku. Jlornka
AUCKPEeTHBIX BbIX0A0B. [Ipy axkTUBauM pexuMa MPOUCXOIUT OTKIIOYEHHE KOMMYHUKALMU TaHelu,
CTAHOBSITCS HEAKTUBHBIMH KJIaBUATYpPa, CUNTHIBATENIN U BBHI30OBHI.

PexxuM upe3BbIUaiiHON CUTyallud MMEET BCTPOCHHBIE 3aBOJICKME HACTPOMKHU U 3BYKOBOE OITOBEIIICHUE.
3arpy3ka ayauodaiiia TpoM3BOIUTCS BO BKJIaJKe 3BYKOBbIe YyBelOMJIeHMsl B mose Upe3BbluaiiHas
cutyauus. [lonp3oBarenbCKkuil peskuM HE UMEET HACTPOEK MO yMOT4aHHUI0. JIJi yCTaHOBKHM HACTPOEK pekrnMa
HEOOXOJMMO TEpPEeUTH BO BKIAAKY 3BYKOBbIe yBenoMileHHs. Ilosib30BaTelbCKHii peskuM. 3BYKOBBIC
HACTPOMKHM yCTaHaBIMBaIOTCA BO BKiIanke Hacrpoiiku. Ayaumo. [lpy BKIIOYEHUH M0JIb30BATEJIbCKOIO
pexuMa Ha JycIiee naHenau OyieT 0ToOpakaThesi COOOIICHUE «PEXKHUM MOJTB30BATEIS.

Pexxum omoBemieHus KWJIBLIOB HMMEET BCTPOEHHBIE 3aBOJCKHME HacTpoiiku. [lns ycraHoBku
MPOUTPBIBAEMOT0 COOOIEHUSI HE00OX0AUMO HaXKaTh KHONKY BbiGepuTe (haiiii, 3aTeM yKkazaTh pacroyioskeHHe
¢aitna 1 HaxxaTh KHONKY 3arpy3uTh. KopoTkasi BcruibIBaroniasi moJICKa3Ka, MOSBIAIOMIAsACS MIPU HaBEeICHUU
Kypcopa Ha @, mo3BonseT 03HAKOMUTBCS ¢ TPEOOBAHMAMY K 3arpyKaeMbIM (aiinam.

B pexume ycraHaBnuBaeTcsi KOJIMYECTBO IIOBTOPOB B OJHOM IIMKJIE U KOJIMYECTBO LUKIOB. [Ipu
BbIcTaBieHnu ¢uara «C 103BOHOM» cooOIieHue OyneT MpOUrphIBaThCSA TOJIBKO IMOcie CHATHS TpyOku. Ilpu
oTcyTcTBUM (rara cooOuieHue OyneT MNpoOUrpbIBaThCs aBTOMaTudecku. B mone «JliuTenbHOCTH
OTOBelleHUs1» MOXHO 33]1aTh BPEMEHHOI IPOMEXYTOK IPOUTPhIBaHMs onoBelieHus. Eciu sxe 3HaueHue Oyaer
paBHO 0, TO OMOBEIICHUE OTKJIIOUUTCS MOCTE 33JaHHOTO KOJIMYECTBA [IUKJIOB U TIOBTOPOB.

Mapkep «Mcnosp3oBaTh napauieabHblii peskum (Toabko A KMD-100S)» 1no3BoiseT BKIOYHUTH
OTIOBEIIICHHE Ha BCE TPYOKH OJTHOBPEMEHHO. JTO paboTaeT ToibKo ¢ KomMmyTaTopom Beward KMD-100S.

ITpu Bxmrouenun mapkepa «Mcenoab3oBarh ayaunogaiin pexnma YC 1iis1 onoBemeHus Ha JUHAMHUK
NnaHeJW» CHUCTEMa HCIOJIb3yeT 3BYKOBOHW (haidji, MpeaBapuUTEIbHO 3arpyKeHHbIH B 0ok Upe3BbluaiiHasi
CUTyalMs pa3/ena 3ByKOBbIE YBEeAOMJICHHS.

B nonie UcTounnk onoBenieHust 3ByKa MOXHO BbIOpaTh, I/le MIMEHHO cpab0TaeT OMOBEIEHUE: TOJIBKO Ha
TpyOKe, TOJIbKO Ha AUHAMHKE UM Ha 000MX YCTPOMCTBAX Cpasy.

[Tone Ipuopurter onoBemenusi (Tpyoka nnu JImnamux). [TapameTp onpenensieT o4epeHOCTh MOJAYH
3ByKa TpU BbIOOpE HECKONbKMX HUCTOYHMKOB. Ecim BeIOpan mnpuoputer «TpyOka», 3ByK CcHauana
BOCITPOM3BOJUTCS Ha TpyOKe, a 3aTeM Ha auHamuke (u HaoOopot). [lojme akTHBHO TOJILKO MpH BHIOOpE
HECKOJIbKUX HCTOUYHUKOB 3BYKA.

PexX1M onoBeLLEHUS XUMNbLUOB  BikmiousHo

BrNO4YMTE

100

30

1-7200 (npw 0, DYHELMA OTKIHYEHE)

v Mcnonezoeats napannensHsiid pexim (Tonsko ana KMD-1008)

[ Wcnonb3oeaTk ayavoain pexuma YGC ana onoBelleHns Ha QUHaMUK NaHenu
INuHamuk n Tpyoka -

OuHaMKK -

BuiGepute pain @  He 3arpyskeH

BocnpoW3secTH Ha naHenu 3arpyanTb YOanutb

VYropasnenue (ailioM OCyIIECTBISETCS C TMOMOIIbI0 KOMaHI: «Bocmpou3BecTH Ha mMaHeJIn
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(BocmipousBeicHNE), «3arpy3uTh» (3arpy3Ka Ha IaHENb) U « Y AAJIUTBY (YAAJIEHUE U3 CUCTEMBI)».

Pexxum aBTOCOOpa KITHOYEH HE UMEET JOMOIHUTENBHBIX HacTpoeK. [Ipu BKIIOYeHHH pekruMa He0OX0IMMO
BBIOpaTh pelie, KOTOpoe OyJeT OTKPHITO C TOMOIIbI0 coOpaHHBIX Kitouel. Ilocie dero Heobxoammo
IIOOYEPETHO MTOJHOCUTD KIIFOUH K MTaHENH.

[Ipu akTHBaIMK peKUMa OTKPBITHS JBEpEl TF00bIM KITFoUoM naHenb cuuthiBaeT UID kitoueit u oTKpbeiBaeT
nBepb 0e3 coxpanenus B «Iliiane BbI30BOBY». B TaHHOM pekMMe TIPH MOHECEHUH K BHEITHEMY CUUTHIBATEIIO
m000ro Kioya (B TOM YHUCIIE M HOBOTO) MPOMCXOAUT OTKPBIBAaHME 3aMKa ABepu. [[1s BKIIIOUEHUs pexuma
HE00XO0IMMO BBIOpATh pesie, KOTOpoe OyIeT OTKPHITO C MOMOIIBIO JIFOOBIX Kimtoueil. [Tocie yero HakaTh KHOTIKY
«BKJIIOYMTBY» U MOATBEPANUTD JIEUCTBHE BO BCIUIBIBAIOIIEM OKHE. J[J1s1 OTKIIOUEHHS pexuMa ClielyeT HaxKaThb
KHONIKY « BBIKJIHOUMTB)» U MMOATBEPAUTH ACHCTBUE.

Ocobennoctd paboTHL:

Eciu BEIOpaTh pesie OCHOBHOTO CUMTHIBATENSA, TO AOCTYIT Yepe3 BHEITHUI CYUTHIBATEIh OYIET MOJHOCTHIO
orpaHquH. 41 HaOGOpOT, cClin BBI6paTI> pene BHCIIHECTO CUUTBHIBATCIIA, ,Z[OCTYH qepe3 OCHOBHOﬁ CUHUTHIBATCI/Ib
OyJIeT HeJOCTYIICH.

AHaJIOFI/I‘-IHa}I CI/ITyaI_[I/I}I HpOI/ICXOI[I/IT 663 BHCIIHCTO CYUHHUTHIBATCIIA — OHA KaCaCTCs HUCKIKUYHUTCIBHO
OCHOBHOTO CUHMTHIBATEIIS. ECiH KITt04 3amporpaMMHUpOBaH JUTsl YIIPaBJICHHS IBYMS pejie, a Pe:KUM aKTHBUPOBAH
TOJIBKO AJI1 OAHOI'O0, TO OTKpOGTCH TOJIBKO OJHA ,Z[Bepb.

UToOB!I Mpe0TBPATUTh TAaKHUE CITydan, HEOOXOAMMO YCTaHOBUTH BCe HEOOXOIUMBIE perie.

[Ipu BkmtOueHMHM pexkrma «CBOOOAHBIA MPOXOA» B 3aBUCHMOCTH OT HACTPOEK BPEMEHU OTKPBHIBACTCS
JBEeph Ui CBOOOIHOTO MPOX0/a. 3aKpbIBaeTCs (MEPEXOIUT B pabOUMii peXuM) JIMOO B 33JaHHBIA BPEMEHHOM
MOMEHT, JTM0O0 OTKIIOYEHHEM PEXUMA.

JUist BKIIFOUSHHS peXKMMa BBIOMPAETCsl HYKHOE pelie (0JTHO HITM HECKOJIBKO), TPH HEOOXOIMMOCTH 3a/1aeTCsl
NIeHb HeJleH, BpeMsl, 1aTa.

BAKHO! He oonyckaemcs 3anyck pexcuma 6e3 peie.

Heobxooumo evibpamuv kxax muHumym 00uH 0eHv Hedeau. Bpems navana ne modsxcem 6vims pasHo
KOHEUHOMY 8peMeHU.

Paznuya meoxcoy oamamu ne moscem obvimov 601bUIE OOHO20 2004.

Ecnu ykazamv nauanvnoe eépems 6onvule KOHeYHO20, Mo pexcum Oyoem pabomams ¢ 0 0o
KOHEUHO20 6peMeHU U C HAYAIbHO20 8pemMenU 00 24.

OkpaH BKHaaKku «Pe:knuM padoThI» IPECTaBIECH HIKE.

PexuM 4pesBblYaiHoN CUTYaUUKU  Buiioueto

BnO4MTL

PexM onoBeLLeHns XUMNbLOB  Bukmioueto

BKNKOYMT

100

30

-7200 (npw 0, DYHKUMA OTENIYEHa)
~ Vcnonb3oBate NapannenbHoelid pexmm (Tonsko ana KMD-100S)

[] Wcnonk3oeats ayanodaiin pexiuma YC AnA onoeelleHra Ha AMHaMWK NaHenu
ﬂwua‘;v;m W 1"py6‘Ka -
ﬂwﬁ;r;w o -

Buoepute ain @  He 3arpymen

BoCnpou3BECTH Ha NaHenu 3arpy3uts YoanuTs
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Monb3oBaTeNbCKUA PEXAM  Buikmioueto

BKNIOYHTL

PexuM aBTocBOpa KNHOYEN  BoimioueHo

BnounTs

Pere 1

Pene(Buewwnui)

[] OTkniounTs yBeaomnenue "[loCTyn 3anpelled’ AnA ypoeHaA WudposaHua SL1

Pexxum OTKPbITKUA OBepw NO6bIM KMHYOM  Beikniouero

BiniounTe

Pene 1

Pene(BHewwHuii)

Pexxum cBo60ogHOro Npoxoda  Buimiouero

BKNIOYHTL CuctemHoe spema: MaThiua, 02.01.1970 03:06:41
f

Pene 1

+ Kaxawlit geHb « MH & BT & Cp & 41 & M1 & CO & Bc

[[] BuiGpate Bpemettoil guanasoH
[[] Buiopats ananasoH gar

[ OToBpasuts TEKCT Ha AMCINEN O BRIKYEHHN PEXMMA

PabGoTa ¢ gomKkHUKaMun

BeibepuTe ayguodaiin 0 3arpy:keH 3aeogckont - NotifyDebtors.mp3 (17.4 KB, 00:00:08)

BocnpeMsBecTH Ha naHenu 3arpyante YOanuTe

Mouck Mmnopt CSV 3KenopT CSV

Ne keapTupe! Kniou-kapra LLOMKHMK

88888 QO00AAAAAAAAAN Het A

2 000000545A0488 Het A

1 0000009104F588 Het A

4 00000088045A54 Het A

5 00000088043446 Het -

3 0000400000111 Het -
KonuyecTee anemeTos Ha cTpaxnue 10 - 1-6H36

B pasngene Pafora ¢ moKHMKAMM TIpEACTaBleH (YHKIIMOHAT OMOBEHICHUS O 3aJ0JKCHHOCTH IIPH
ucnosib3oBaHuu RFID-kmtoda. DyHKIMS OMOBEIICHUS O 33J0JDKEHHOCTH AKTHUBHUPYETCS MIHOBEHHO A
BBIOPAHHOTO KJII04a. AyAHOCOOOIIEHHE YCTAHOBJICHO IO YMOJYaHHIO, HO TNPH HEOOXOAWMOCTH MOXKHO
3arpy3uTh COOCTBEHHBINM ayauodaill s ToJIOCOBOTO yBeAOMIICHMs. Takke B Tabmuie KiIHOYeH,
MPHUCYTCTBYIOIIMX B IJIAHE BHI30BOB YCTAaHOBUTH CTATyC JOJDKHHKA (BBIOpaTh 3HaueHue «Jla»). [Tocne atoro
MIPU TIOJHECEHUH K JBEPU KJII0Ya CO CTaTyCOM «JIOJDKHHUK», Ha TOMO(]OHE Mocie COOOIIEeHNUs 00 OTKPBITHH
JIBEPHU MIPOUTPAETCS 3arPyKEHHOE 3BYKOBOE COOOIICHHE O JIOJTE.
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Tabnuiy kiaroueit MOKHO 3KCIIOPTUPOBATh U UMIIOPTUPOBATH. 3arpyKEHHBIN 3BYKOBOM (haiisl OmoBeIieHus
MO’KHO BOCIIPOM3BECTH Ha IAHEJH ¢ IIOMOIIBIO0 KHOIIKH B BeO-uHTEpdeiice.
B XKypnaine npoxoJ0B KII04H Teeph MOMEUYAIOTCS CTaTyCcOM (JIOJDKHUK WM HeET, i1s_debtor: true/false).

PaboTa ¢ gomkHMKamu

BhIbepUTe ayauodaiin e 3arpyeH 3asoackon (MP3, 17 4 KB, 00:00:08)

BOCNpoW3BECTH HA NaHENW 3arpyanTb YoanuTb

Mownck MmMnopt CSY 3KCnopT CSV

N K2EpTHDE Kniou-+apTa Llomssme

Konuuectso anemeHTos Ha cTpadige 10 - Oma0

1.2.4. Paznen «AuTepkomy»

Paznen MHTEPKOM CONEPKUT CIEAYIONIUE BKIIATKH:
e [liaH BBI30BOB

e HacTpoiiku KBapTup

e Hacrpoliku nepeanpecanuii

e Kanurka. J[nana3oHsl KBapTUP

e Bri3oB

Bxnanka «Ili1aH BLI30BOB)

Ha Bknagke mpezacraBiieHa TaOMUIla JaHHBIX C MPHUBS3KONW HOMEPOB, KOJOB JOCTYTa, KIIOYa-KapThl K
ONpENIETICHHOMY HOMEPY KBapTUPHI U PEJIE.

B none ¢puibTp BBOAMTCS 3HAUeHuUE Ui moucka. Ilocie BBoja 3HaueHus B Tabmuie OyayT oToOpaXKeHbI
BCE 3aIlMCH, B JIFOOOM I0JI€ KOTOPBIX, IPUCYTCTBYET HICKOMOE 3HaYCHHE.

Ha Bkianke BO3MOXXKHO J100aBJ€HHME HOBBIX 3alMced, a TakKe pEJaKTUPOBAaHHWE WIM YAaJCHUE
CYILLECTBYIOIIMX.

Jlob6aBneHre Mpou3BOIUTCA 3arpy3koil uepe3 daiin CSV mim B pydHOM peXUME C MOMOUIbI0 KHOIKHU
Hosnsrii.

Jnia ynanenus 3anuceit, He0OX0IMMO UX OTMETHTh, a 3aTeM HaKaTh KHOMKY YAAJIUTh.

JI1st penakTHPOBAHMS 3aMKMCH, HEOOX0IMMO Ha)KaTh KHONKY U3MeHUTh B COOTBETCTBYIOMIEH cTpoKke. OKHO
PenakTupoBanue BBI30Ba COOTBETCTBYET OKHY JloOaBieHue HOBOro BbI3oBa. [lociie BHeceHHMs Bcex
M3MEHEHHH HE00X0IMMO HaXkaTh KHOMIKY OK.

Okpan Bknaaku «Ili1aH BbI30BOB» MIPEICTaBIEH HUXKE.

Rubetek SIP: He sapeructpupoBaH - . Monk3oeatens: admin
Cucrema v
MnaH BbI30BOB
WHTepkom ~
[J WckaTs obpatHbii kog  [ouck Wmnopt CSV 3Kcnopt CSV Hosbii YaanuTe
naH BLI30BOB
. o Bpema
O =a[f‘*- Homep Howmep(nononx.) Tun 3BoHka _j::-_'_a ona Kniey-kapTa Pere  Pene(BHewHuii)
HacTtpoliku kBapTup A A foctyna
Pene
. 1,Pene
HacTpoiiku nepeagpecauuit a EXTERNAL 4 2 SIP+AHanoreebI# Beccpoyto 2Pene M3meHnTh Hactpoitiu
3
Kanurka. [lnanaoHel KeapTvp o s34 4444 44411 SIP+Mepeanpecauna BeccpoyHo M3MeHHTE ACTPOMKM
Buizos [0 sssss 2002 2003 SiPsTlepeanpecauns 1005 13122024 0000aAAAAAAAAA Pene 1 Pene2Pened  Vamerum HacTpoiiut
O 2 2002 2003 SIP+Nepeagpecayvs beccpoydo 000000545A0488  Pene 1 Pene 2 MameHnTL HacTpoitku
CeTs v
D 1 220 3233 SIP+Nepeagpecayvs Beccpoydo 0000009104F888  Pene 1 Pene 2 MameHnTL HacTpoitku
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Jns pydHoro no0aBiieHUS JaHHBIX HeoOXoauMo Haxarh KHONKy HoBblii. B oTkpbiBmIeMCs OKHE
He00X0IUMO yKa3aTh CeIyIoIie JaHHbIE:

° Ne kBapTHPBI — HOMEP KBapTUPBI, K KOTOPOW MTPOU3BOAUTCS MPUBSI3KA;

° Homep — HOMep, KOTOpBIH HEOOXO0AMMO HAOPATh /71 3BOHKA B TAHHYIO KBapTUPY. g HacTpoKu
BbI30Ba uYepe3 JOMO(OH KAIUTKM HOMep ykasbiBaercs B (popmate N@IP, rme N - HOMep KBapTHphl Ha
[Mogpe3qnom pomodone, IP - ip-agpec Ilomwesmnoro momodoHa, mpu 3TOM Ha JOMO(OHE HEOOXOIUMO
BKJIFOUHMTH TPOKCUPOBAHUE BXOAAIIMX BbI30BOB Ha BKiaake HacTpoiiku. Bxoasinue BbI30BBI;

° HomMep (10moJiH.) — HOMEp yKa3bIBaeTCs Jis TUIa BbizoBa SIP+AHanoroBelii 111 OTHOBPEMEHHOTO
BBI30Ba Ha aHAJIOTOBYIO TpyOKy u uepe3 SIP ceprep;
° Tun 3Bonka — Tun 380HKa SIP/ SIP + SIP (mo3BosisieT 0THOBpEMEHHO 3BOHUTH JABYM a0OHEHTaM

SIP cepBepa) /SIP+Ilepeanpecanusi (CoriiacCHO HacTPOCHHOMY BpPEMEHHM Iepeajipecalliid BHI30B HAET Ha
nonosHuTeNbHBIN SIP HOMep) /Ananoroserit/SIP mpsMoli BBI30B (aHAJIOTOBBIM BBIXOM) WM UX COYCTAHHE.
Bribop mpousBoaMTCs M3 PACKPBIBAIOIIETOCS CIHUCKA. Takke INperycMOTPEeHBl TaiiMayThl MEXTy CMEHOM
3BoHka SIP/Ananorossii (10, 20, 30, 60, 120 cexynn). [Ipu HE0OX0AUMOCTH yKa3aHHBIN BBI3BIBHON HOMED
BO3MO)KHO 3a0JIOKMPOBATh U CEIaTh HEAOCTYITHBIM JJIsl BHI30BA,;

° Koa noctyna — PIN-kox 151 pa361okupoBkH pene, cM. 1m.2.5.2 «OTKpBITHE IBEPH»;

° Bpemsi kona noctynma — Cpok JAeWCTBUS JaHHOTO Kojaa. Koa MoxkeT ObITh OECCpOYHBIM HITH
JIEHCTBOBATH O KOHKPETHOTO BPEMEHH, YKAa3aHHOT'O B HACTPOIKAX;

° Kuarou-kapra — xon kimova-kapTel. [ oroOpaxkeHHs] KoJa Kitoya, HEOOXOIUMO IOJHECTH

ero K BCTPOCHHOMY CUHMThIBaTet0. CUMTHIBATENb PACIONIOKEH BOKPYT 3KpaHa naHenu. Kox Oyzer
oToOpakeH B mHGOpMAIMOHHON cTpoke (11.3.2.1);

° Pente — pene, kotopoe OyaeT pa30I0KUpOBAaHO IPU OTBETE HA 3BOHOK M3 KBAapTUPHI, BBoje PIN-
KOJIa MJIM CUUTHIBAHUM YKa3aHHOTO KJIK0Ya,
° Pene (BHemHuii) — pene, koropoe Oyaer pa3dJOKHMPOBAHO MPU YTEHUH KIIHOYA C BHELTHETO

cunthiBaTels. [lociie BHECEHUS BCEX JaHHBIX HaXaTh KHONKY OK.
DKpaH OKHa J100aBJICHUsI HOBOM 3alMCH MPEICTaBIICH HIXKE.

[oBaBneHne HOBOro BbI30OBa

Ne KBapTUpL

Koa-poctyna

[[] Beccpouxo

o0 MM.TTIT - - [m]

Kniou-KkapTa

Pene

Pene(BHewwHWA)

Ok OTmeHa
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@ BAKHO! /{13 0001l K6apmMupbl HEBO3MONCHO CO30AMb 3ANUCH C OPY2UM HOMEPOM.

Bxianka «HacTpoiikn kBapTHp»

Bxiagka «HacTpoiika KBapTHP» IpeACTaBIsAeT cCOO0I CBOAHYIO Ta0JIUILy, B KOTOPOU OTpaskeHBbI TaHHBIC
10 HACTPOMKe KakJOW KBapTUphl. BEIOOp PUHITOHA U PETYIUPOBKA €r0 TPOMKOCTH, aHAJIOroBoe U LudpoBoe
HaIpsDKEHUs, aHAJIOTOBBIE ay/1M0 HACTPOMKY MPUBSA3aHbI K ONPEIEIEHHOMY HOMEPY KBapTHUPBHI.

B none «Ilomck» BBOOWTCA 3HaueHUE Ui MOMCKa HeoOxoamMmoro Homepa kBaptupsbl. Ilocne BBOna
3Ha4YeHHUs1 B Tabnuie OyayT OTOOpa)XeHbI BCE 3aIIUCH, B HOMEpPE KBApTUPbI KOTOPBIX MPUCYTCTBYET UCKOMOE
3Ha4yeHue.

Ha Bknaske BO3MOKHO peJaKTUPOBAHNE CYLIECTBYIOIINX 3aHCEH.

Jlns penakTUpoBaHMs 3alMCH HEOOXOIUMO HaxaTbh KHONKY M3MEHMTb B COOTBETCTBYIOLIEH CTPOKE.
ITocne BHeceHHsI BceX M3MEHEHHH HE00X0AUMO HaXXaTh KHONIKY OK.

3a1aHHBIC HACTPOMKU KBAPTUP MOXKHO BHITPY3UTh Ha KOMIIBIOTEP B BHUJIE TaOIUYHOTO (haiiia (3KCIopT), a
TaKXe 3arpy3uTh HACTPOIKHU U3 Takoro ¢aitna (ummnopt). st atoro npennasHayens! kHonku Umnopt CSV u
Ikenopt CSV B 11paBOM BEPXHEM YTIIy SKpaHa C HACTPOMKAMHU KBapPTHUP.

OkpaH BKIaaku «HacTpoilku KBapTUP» MTPEJCTABIICH HIDKE.

JKypHan BbI30B0OB HaCTpOVIKVI KBapTunp
)KypHan it Mowck Wmnopt CSV Skenopt CSV
Pexum paboTb!
Ne kBaprups PuHTON TPOMKOCTS PUHITOHa Arianorosoe Hanpakerie  Liichposoe HanpaKetine 2hell
Whrepkom ~ 1 K 3nwae 15% g LY (X7 Bod15Q14 Vovewn
11 Mo ymonsarmio 100% \ S o I U PR Bedi150Q15  Uuewn
MnaH BbI30BOB ' !
12 Mo ymonyarmio 100% {_; né’, {559'6 %, 678 Bed Q15 Umewn
HacTpoliku KBapTMp ’ !
= 7 13 [jEI9S ' N
T —— 13 Mo ymonuanuio 100% “B, ~y LB R.678B Bsdi5Q15 Uamenuts
KBapTUp
101 Mo ymonvarmio 100% {_; né’, {559'6 R, 678 Bsd Q15 Uwmewn
BbiaoB ' ‘
102 Mo ymonyarmio 100% {_57 n; lﬁﬁgﬁ % 678 Bsd Q15  Umewn
1 Mo ymondarmio 100% {_57 n; {559'6 % 678 Bsdi5Q15 Umewn
CeTb 23 3 x
11 Mo ymonyarmio 100% {.; n; lﬁﬁgﬁ R.678B Bsdi5Q15 UameHute
YcaoBHbIE 0003HAYCHHS:
Y« - TpyOka mopmsra;
il - COCTOSHHUCE I10OKOA,
¥ :
- KHOIIKAa HaXkarta,
B - rpomxocts mumamuka;
& _gyscrBUTENBHOCTE MEKPODOHE;
Y - mpokcupoBaHue, IPOMKOCTh IUHAMHKA TPYOKH.

HJ’IH HU3MEHCHHUA OaHHBIX HGO6XOI[I/IMO HaXaTb KHOIIKY H3menurts. B OTKPBLIBIIEMCS OKHE JOCTYITHBI
CJICOYIOIIUEC ITOJIA JJIs1 BHCCCHUSA N3MCHCHUH:

° PUHITOH — BEIOOp PUHTTOHA, TIO3BOJISIET H3MEHUTHh MEJIOUIO 3BOHKA HA TPyOKe aOOHEHTa;

° I'poMKoOCTH PUHITOHA — YPOBEHHh IPOMKOCTH BCTPOSHHOTO TMHAMHUKA TPYOKH. [ pOMKOCTH MOYKHO
BBICTaBUTH B nuara3zone ot 15% no 100% 100 BEICTaBUTH 3HAUEHUE « BBIKITIOUEH)).

° AHaJIOTOBOE HANPSI’KEHUE — YCTAHOBKA 3HAYCHUS HAMPSDKCHUS TIPU OMPENCTICHHOM COCTOSHUN

a0OHEHTCKOT0 YCTpOICTBa (COCTOSIHME MOKOSA, TPyOKa MOIHATA, KHOMKAa HaXKaTa). 3HAUCHUE HANPSIKCHUS
YCTaHABIIMBAIOTCS BPYyUHYI0. MIX MOXHO M3MEPUTH Ha COOTBETCTBYIOMUX KieMMax (Ex,Dx) kommyTtaropa mpu
Pa3HBIX COCTOSIHUAX a0OHEHTCKOI'O YCTPOMCTBA;

° HudpoBoe Hanpsi:KeHHe — YCTAaHOBKAa MAaKCHMAaJIbHOTO 3HAUYEHHUS HAMPSHKEHUS AJIS MOJAHATON
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1 poBoii TpyOKH;

° AHaJIOTOBbIE AY/IH0 HACTPONKHU:

° I'poMKocTh IMHAMKMKA — YPOBEHb TPOMKOCTH BCTPOSHHOTO AMHAMMUKA MaHEIH.

° YyBCTBUTEJIbHOCTh MUKPO(OHA — yPOBEHb UyBCTBUTEIBHOCTH BCTPOSHHOT'O MUKpPO(OHA.

o IIpoxcupoBanue, r(POMKOCTh TMHAMHUKA TPYOKHM — YPOBEHb TPOMKOCTH TMHAMHKA TPYyOKH TpU
pasroBope.

[Tocne BHeceHUsT BceX U3MEHEHUU HakaTh KHOMKY OK. DKpaH OKHA BHECEHUS M3MEHEHUU B HACTPOWKH
KBAapTUPEI HIXKE.

HacTpolk nceBaoHUMa
11
Mo ymonuaHuo -

100% v
AHanoroBoe HanpsxeHWe

3.6

7.8
96

LinchpoBoe HanpsaxeHue
6,6

AHanoroeble ayguo HaCTPOMKK

QK QOTmenal

Bxianka «HacTtpoiiku nepeaapecanuii»

Bxnagka «Hacrpoiiku mnepeaapecaumii» COACpKUT TaONHIly C MapaMeTpaMu Iepeapecanu s
kBaptup ¢ TUNoM BbI3oBa «SIP+Ilepeanpecanus». Oxpan Bkiaaaku «Hactpoiikm mnepeagpecanumn»
IIPENICTABIICH HUXKE.

Rubetek SIP: [2] 3aperucTpupoBaH Bbiaos 3aBepluéH - Monbaosatens: admin BhiiAT

ypHan BbI30BOB

YypHan NpoxoAos HacTpoiikn nepeagpecaumii

Mowck

Pexum paboTsl Wmnopt CSV 3kcnopT CSV

WHTepkom ~
OTKNIOYEHD HamennTe
[naH BbI3OBOB .
Kaxabiid aeHs
10 VameHuTs
15:00 — 00:60
HacTpoiikn ksapTi
pol PP Kamabin AeHe
1" HaMennTs
16:00 - 19:00

Hactpoiiku nepeapgpecaumii

12 OTknOYEHO VI3MeHUTE
Kanutka. JuanazoHs
KBApTAD 13 OrrnioyeHo Hamenurs
Belaos

14 OTknioueHo HameH!TL

15 OTknIOYEHO HIAT]

CeTb -~

16 OTKNIOYEHD HameHuTs
Hacrpoiika cetu

17 OTknioyeHo MameHuTs

Hartnnbya nantog
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B mone «Ilomck» BBOOUTCS 3HAUEHWE IJIS MOMCKAa HEOOXOAMMOro HoMmepa kBaptupbl. [locie BBoma
3HaueHus B Talnuie OyayT OTOOpa)keHbl BCE 3aMUCH, B HOMEPE KBAPTUPHI KOTOPHIX MPUCYTCTBYET UCKOMOE
3HaYEHHUE.

Ha Bkitagike BO3MOKHO peTaKTUPOBAHKE CYIIECTBYIOIIUX 3AITUCEH.

J1is penakTHpOBaHUS 3aITMCH HEOOXOIUMO HaKaTh KHONKY U3MeHMTh B COOTBETCTBYIOIIEH CTPOKE.

Heo6xonnmo HacTpouTh rpaduk rnepeagpecayu A1 BIOpaHHOM KBapTupbl. BeiOpats pexum: «Kaxabri
JeHb)» WU KOHKPETHBIC THU Heleu. 3aTeM yKazaTh BpeMeHHOUW uHTepBal (B hopmare H4:MM) — Bpems
Hayajia U OKOHYaHUs JEHUCTBUS Mepeapecaiuu.

[Tocne BHECEHUS BCeX M3MEHEHUH HEOOXOAMMO HaXKaTh KHOMKY OK.

Hactpoiika pacnucaHus nepeagpecaunm
M apTup
10

HEDEKHHJ'-IEHI"IE Ha OONONHWUTENBHBINA HOMEDP

« KawOwlid 0eHb
v M v Br w Cp » YT » It » C6 ¥ Bc

03:00 @ 04:03 ]

OK OTMeHa

3alaHHBIC HACTPOMKU KBAPTUP MOXKHO BHITPY3UTh Ha KOMIIBIOTEP B BHIE TaOIUYHOTO (haiina (3KCIopT), a
TaKXe 3arpy3uTh HACTPOIMKHU U3 Takoro ¢aitna (ummnopt). st aToro npenuasHayens! kHonku Umnopt CSV u
Ikenopt CSV B 11paBOM BEPXHEM YTIIy SKpaHa C HACTPOMKAMU KBapPTHUP.

Coxpanéunsiii daitn numeet croonbl k;dm;sh;sm;ehsem, rae:
k - HOMep KBapTUpHI,
dm - Macka JHS HEJCIH,

bur 3HaveHue JeHb Hemen
0 1 IloHenenbHUK
1 2 BropHuk
2 4 Cpena
3 8 YerBepr
4 16 IIaTanna
5 32 Cy066oTa
6 64 Bockpecenbe
Bce OuTtsl 127 Kaxnerit ness

IMpumep:
YroOsl momyuuts [lonenensuuk, Cpena u Ilatauna nenats = 1 +4 + 16 = 21 u Tak nanee.

sh - yacel Hayana 0-23,
sm -MuHYTbI Hayana 0-59,
eh - yacer konma 0 - 23,
em - MUHYTHI KOHIIa 0-59.
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@ BAKHO! Hacmpoums mocno ne 6onee 50 keapmup.

Bxianka «KanurTka. /lnana3zonsl KBapTup»

Ha Bkiajgke ycTaHaBIMBAIOTCS HACTPOWKHM JJIS BBI30BA TOJIBE3AHBIX AOOHEHTOB, €CIIM TaHeNlb
ycTaHoBJIeHa Ha KanuTke. [Ipu 3ToM Ha Bkiagke UHTepkom.Ilian BbI30BOB He JOKHO OBITH 3anmuceid. Ha
MOMBE3IHBIX TAHENSIX, Ha KOTOpbIe OYIyT OCYIIECTBISTHCS BBI3OBBI JOJKEH OBITh AKTUBUPOBAH ITYHKT
IIpoxkcupoBaHue BXOASAIIMX BHI30BOB Ha aHAJOrOBbI Ha Bkiagke Hacrpoiiku.Bxoasiniue Bo30BbI.

Ha Bxiagke BO3MOXHO JJ00AaBJIICHHE HOBBIX 3alUCei, a TaKXkKe pPEJaKTUPOBAHHE WM YAaJICHUE
CYILLECTBYIOIIMX.

Jlob6aBneHne Mpou3BOIUTCA 3arpy3koil uepes3 daiin CSV mim B pydHOM peXUME C MOMOUIbI0 KHOIKHU
Hosplii. OkHO 100aBJICHHE HOBOTO JHala3oHa KBAPTHP COOTBETCTBYET OKHY PeqakTHpoBaHue quamna3zoHa
KBapTHp.

Jlnia ynanenus 3anuceit, HeOOX0IMMO UX OTMETHTD, a 3aTeM Ha)KaTh KHONKY YAAJIMTh.

Jlnst penakTUpOBaHUS 3alucH, HEOOXOAMMO HakaThb KHONKY M3MEHHMTb B COOTBETCTBYIOLIEH CTpOKE.
[Tocne BHECEHUS BCeX M3MEHEHUN HEOOXOAMMO HaXKaTh KHOMKY OK.

Okpan Bkiaaku « KaauTka. luana3zoHbl KBAPTHP» NPEICTABIICH HIDKE.

TInanasoHbl KBapTUp

Wmnopt CSV 3kcnopT CSV HoBBIM YAanuThe

O

(=]

O 10  yn Tectosan 1 10 Sip2OOXYYYY(@192.168.2 253 siPp MameHnT

Okpan okHa «PeqakTHpoBaHue AMaNa30Ha KBAPTHP» MIPEICTABIICH HUXKE.

PenakTipoBaHWe AWana3oHa KBapTup

10

yn TecToean

100

SIp XYY YY@192.168.2.253

Ok OTmeHa

BErI20EHOI HOMED JOLKEH COOEp&aTs 'Y ¥ ¥ Y, 714 NOACTaHOEKH HOMEPa KEAPTHPEL X XXX ONITHOHAIBHO, €CIH VK33aH, TO OH OYAET 3aMEHEH HOMEPOM JOMA.

B oTKpBIBIIEMCS] OKHE TOCTYIHBI CIETYIOIIUE MOTIS:

Jom — HOMED JtoMma;

Azpec — agpec 10Ma, TEKCTOBOE MOJIE;

Hauajio Hymepanum — HayaJlbHOE 3HaUE€HUE UHTEPBala HOMEPOB, Ha KOTOPbIE Pa3pelieH BbI30B;
KoHen HyMepauum — KOHEYHOE 3HaUCHHE HHTEPBaJla HOMEPOB, Ha KOTOPBIE pa3pelieH BHI30B;
BbI3bIBHOM HOMeP — MPaBUIIO, IO KOTOPOMY IIPOU3BOIUTCS BBI3OB.

Tun BbI130Ba — BE100p «SIP» 1t «SIP nipsMoii BBI30BY.

PeJie — yka3bpiBaeTcs peie, KoTopoe OyAeT pa30IoKHpOBaHO.
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Jnst ctpoky BbI3bIBHOM HOMep yka3biBaeTcs 3anuch Tuna sip: XXXXYYYY@IP (Bmecro IP BBecTH agpec
cepBepa st SIP 3BonkoB, min [P anpec manenu nmoabesna npu ture BeizoBa SIP mpsiMoii BEI30OB).

Bxnanka «Bb13oBy
Ha BkI1ajike BO3MOKHO MTPOM3BOIUTH BHI30B HAa YKa3aHHBIA HOMEp aboHeHTa uepe3 web- untepdeiic. s
3TOTO HEeoOXoauMo yka3aTh Homep aboHeHTa M HaxkaTh KHONKY BbI3oB. [[ysi cOpoca BeI30Ba HEOOXOIUMO
Haxarb KHONKY OTMeHa.

OKpaH BKIaIKk1 «BbI30B» IPECTaBIIEH HIXKE.

[pon3BecTu BLIZ0B

Brace

Otuexa

Tak ke BO3MOXKE€H BBI30B IIAHEIN KAJIUTKU Ha MaHEIb B noaBE3IC. I[JI}I 9TOr0 HOMECP BBOAUTCSH YCPE3 «.»

WA <« .

1.2.5. Pazgen «Cerp»

Pa3;[en COACPIKUT CICAYIOIHNEC BKIIAAKN:

Hacrpotika cetu;
Hacrpoiika noptos;
CeTteBble yTUIIUTHIL,
Wutepdeiicer.

Bxianka «Hacrpoiika ceTn»

BKJIa,Z[Ka COJCPIKHUT CCTCBLIC HaCTpOfIKI/I MMaHCIN JJId IIOAKIHYCHUS CCTH.

HacTtponkn cetn

LAN

+~ DHCP ernioveHo

2168110
2552532950

o

1;-2231 6811
0216011
v
VPN

[ L2tp VPN BEnioven

Cepaep VPN

Monsaosartens

[ Wycbposanue MPPE

BpaHamayap

[C] BpaHgmaysp sxmouen

+ Pexim Genoro civcka

BeeauTe ip aOpec W1 Macky ceti

Bawmta ot DDoS atak

D BrrioumTe 3awmty of DDoS arak

16

16

[[] BrriounTs asapuiinoe oTknioueHie ceTH
30 epew npes
30 EAMansHoE SpewA

600
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Jlist BKITIOueHust/oTKIII0oUeHus pexxuma padbotel DHCP HeoO6XxoaumMo yCTaHOBUTE/CHSTH TaJlOUKY B CTPOKE
DHCP Bxi1104eHo.

CereBble HACTPOWKH MPOU3BOISTCS COTVIACHO CETEBBIM HacTpoiikaM nmoakimoueHus (cm. m.3.1.2). [Tocie
BHECEHUS BCEX HACTPOEK HE0OX0IUMO HakaTh KHONKY COXPAHUT.

Mapkep «Bximounth 3amuty or DDoS arak» BKIIOYAaEeT OrpaHUYEHUS MO KOJIMYECTBY MOAKIIOUCHUH.
3HaueHusT HACTPAaWBAIOTCSI C TIOMOINBIO COOTBETCTBYIOIIMX Tnonell. Mapkep «Bxirounts aBapuiiHOe
OTKJIIOYEHHE CETH» BKIIIOYAET PEKUM aBaPUMHOIO OTKIIIOYEHHUs CEeTH (IPU YCIOBHUHU MEPETPY3KHU BXOAALIMMHU
IaKeTaMU U 3aHATOCTH Ipoueccopa Ha 100% B TedeHnH 3ajaHHOTO BpeMeHH ). CeTh OTKIII0YAETCS Ha 3aJaHHOE
BpeMs Ipu Harpyske npoueccopa Ha 100% U BBINMOJHEHUH BCEX YCIIOBUM HACTPOEK.

B Opannmayspe npu BKIroueHUN Mapkepa «Pexum 6enoro cnucka» (aeppoi paboTtaer o 6eomMy CIucky,
TO €CTh MOAKJIIOUEHHSI JOCTYITHBI TOJIBKO € 3aJJaHHBIX aipecoB. [Ipu oTkIroueHnn Mapkepa gaepBoi paboTaer
10 YEPHOMY CIIUCKY, TO €CTh INOAKIIOUYEHUS HEJOCTYIIHBI C 3a/1aHHBIX aJPECOB.

Bxnanka «HacrTpoiika nopros»
Bxianka comepKUT HAaCTPOMKK MOPTOB MpOTOKosa nepenadud Buaeo RTSP mis moakimtodeHus cetu, a
taxoke moptoB RTSP, HTTP, HTTPS, SNMP u SSH. /Iluana3on ucnosyib3yembix HopToB — oT 1 10 65535.

HacTpoiika nopTos

RTSP

554

HTTP

80

HTTPS
443

SNMP

161

SSH

22

CoxpaHuts

[Tocne BBO1a HOMepa nmopTa HeoOX0UMO HaxaTh KHONKY COXPaHHUTh.

Bxnaaka «CereBble yTHIMTBI»
Bxuagka conepKuT HaCTPOMKHU TECTUPOBAHHS CETEBBIX COTMHEHNH. OTKPBITh CIIMCOK «Y THIIMTa» U BHIOPATh
WHCTpYMEHT [yt quarHoctuku cetr (Ping umm Traceroute). B ctpoky «IP agpec» BBecTH aapec o6padaThBacMOro

o0nexTa. Haxxath > JUTSI IPOBEPKY COSMHEHUI.

JlocTyIiHBIE CeTEeBbIC YTHIIUTHI:

° Ping noka3biBaeT CKOPOCThH Mepeaun JaHHbBIX JI0 XOCTa;

° Traceroute mokaspiBacT MapHIpyT Iepeavyd JaHHBIX 10 XocTa. DJKpaH BkiIaaku «CeTeBble
YTHJIMTBDY IPE/ICTABIICH HUXKE.

38



RUBETEK

CeTeBble YTUNUTHI

Ping -

p agpec > X

Bxianka « MaTepdeiicb»

Bxmanka coepsKuT HaCTPOMKHU BKITFOUCHUSI / OTKITFOUEHHSI CETEBBIX HHTEP(EHCOB.

st SNMP untepdeiica moxxkno ykazats IP agpec B ctpoke «/loBepennslii IP aapecy, Torma uatepdeiic
Oyzer paboTtaTh TOJNBKO ¢ HUM. [Ipu ycTaHoBKke ¢uiara « BKIIOYUTH TOJIBKO MyOIMYHBIE KUY TOCTYI OyIeT
BO3MOXKEH TOJIbkOo To myonmuunomy kimody SSH. Ilycroe mone ma€r Bo3MokHOCTH pabotath ¢ SNMP
KoMmIbloTepaMm ¢ Jito0siMu [P agpecamu.

WHTepdelicl
WEB uHTepdeic
« Binounts Hitp  (MoaAepxusaeTca 8 cOopke HTTF)

~ Brmounte Hitps

API| uHTepdenc
v Brnounte Hitp

+ Binwouwnte Hitps

Telnet unTepdpenc

v Brmouwte Telnet (MNopgaepxusaetca B cOopke HTTP)

MQTT Broker uHTepdpenc

[] BnwoumTe nokansHeid MQTT Broker (MoanepxusaeTch 8 chopke HTTR)

Onvif uuTtepdenc

(] Brmtoumts Onvif

SnmpV2 wHtepdenc

[] Brmouute Snmp

SSH unTepdoeric (Mopaepxusaerca B cOopke HTTP)
[] Bxnwounts SSH

[] BrniounTe ToMbKO NyBNMHHBIE KON

CoxpaHnTk
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[Tocne BHECeHN U3MEHEHHI HEOOX0IMMO HaXKaTh KHOMKY COXpaHMTh.

1.2.6. Pa3znen «Hactpoiikn»

Pa3;[en COACPIKUT CICAYIOIHNEC BKIIAAKN:

Bpewms;
Oo0r1ue;
SIP;
WebRTC;

Aynmo;
Buneo;

OSD;

IoT Cloud;

Syslog;
Webhook;

ITonp30BaTeny;

Jloruka JAUCKPCTHBIX BBIXOHOB,

3ByKOBBIe YBCOAOMIJICHHA,;

®oTO 110 COOBITHIO;
OOGHapy>KeHHE JINIT;
JleTexius IBUKEHUSI;
OOGHOBJICHUE U PE3EPBUPOBAHUE;
CuutsiBatens Wiegand;
CuuTtsiBaTennbs NFC;

LCD aucrmreit;
bezomacHoCTE;
AHajioroBas JHHHUS,
Bxopsmue BEI30BEL

Bxnanka «Iloab3oBaTeany
Bxuiagka conepKUT COUCOK MOJIb30BaTeNel M UX posied A Tekyled nanenu. /s no6aBieHuss HOBOTO
M0JIb30BaTENs HE00X0MMO HaxaTh KHONIKY HoBblii. B oTKpbIBIIEMCS OKHE BBECTH MMsI MOJIb30BATENIS, TAPOJIb
U yKa3aTb poJib JUIsl HOBOM ydeTHoW 3amucu. Haxate kHonky Ok. [l yaaneHus MoJIb30BaTENsl U3 CIIHCKA
Ha)XaTh KHOMKY YAaauThb. JIJIs CMEHBI Tapojs HEoOXOauMO HaxaTh KHOMKy W3MeHMTH mnapojb. B
OTKpBIBLIEMCSI OKHE HEOOXOAMMO BBECTH CTapbIil K HOBBIH MapoIb.

RUBETEK

BAKHO! Munumanvuas onuna 6600umoco napons: 4 cumeona. Ilapons moodcem coodepoicams
cnedyoujue CUMBOIIbL:

o [ugpw: 0...9.

e [IponucHvie Oykewvl anenutickozo argpasuma: A-Z.

o Cmpounvie 6YK8bl TAMUHCKO20 ANPasuma. a-z.

e Cneyuanvnvie cumeonvl: ! $ % & * - 2.

Crnucok TOCTYIHBIX posied TPUBEIEH HIKE. Bcero Ha yCTpoiicTBE MOTYT XpaHUThCA MpaBa I0CTyIa Ha

10 mop30Bareen.

Tabnuna — 5 Criucok poJseid monb3oBarenei

Nmsa JocTtynHble pa3aesbl
N0JIb30BaTeJIsl
Posb / IMpumeuanue
11apoJk 1o PenakrupoBanue IIpocmotp
YMOJYAHUIO
Hao0maronarenn — HeT Cucrema/Mudpopmarust OcrainbHble
— 00 ycTporicTBe paznensl OyayT
MyCTBIMU
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IMoab3oBaTesn rtsp et et Tonbko mpocMoTp
RTSP rubi BHUJICO Uepe3
RTSP*
Hoab30BaTeanb api_user a a Penaktuposanue u
API api_password A a IPOCMOTP TOJIBKO
yepes API
Oneparop - Hacrpoiiku/Aynno | Cucrema/Undopmarius Ocranbhble
- Unrepkom/Brizon/ 06 ycTpoiicTse pasenbt GyyT
N3meneHne TMyCTBIMH
COOCTBEHHOTO
apoJIst
AIMHHHCTPATOP | ,qmin Rubetek34 BCE Pa3IeIIbI BCE Pa3IeIb Her nocrymna xk API
p p y

Takxe B okHe J0OaBJICHUs MOJB30BATENsI MOXKHO BHIOpaTh poiib «IlepcoHanu3upyeMblii» U OTMETHUTD
MapkepaMu QyHKIIMOHAT, KOTOPBI OyAeT TOCTyIeH JAaHHOMY MOJIh30BaTel 0. B 3aBUCHMOCTH OT J00aBICHHBIX
npaB OyayT oToOpakaThCsl T€ WM HWHBIC BKJIAAKH B BeO-uHTepderice. CMCOK TOCTYIMHBIX BKIAIOK IS
Ka)KJ0T0 BHJIa TIPpaB U uHTepdelic BEIOOpa BapHaHTOB MPEICTABICHBI HUXKE:

1) IIpocmotp: Briaaka «lIpsimast TpaHCISIHIS.

2)  OTkphITHE, 3aKpHITHE ABEpPH: BKIAAKa «JlHCKpEeTHBIE BXObI/BEIX0OABI.

3)  Aynuo - HacTpoiiku: BKIagku « Ayanoy, «3ByKOBBIC YBEIOMJICHHUS», BO3MOXKHO Ty/1a )K€ HaJ0
N00aBUTH IOIMEHIO «PUHTTOHBD) U3 « AHATOTOBAST JTMHHUS.

4)  Bwuneo - Bce MyHKTHI yIpaBieHus: BKIaaku «Buaeo», «OSDy.

5)  Cerb - Bce myHKTHI ynpasieHus: BKiaaku «Hactpoiiku cetn», «Hactpoiiku noprosy», «CeTeBble
YTHITUTBD.

6) SIP - Bce myHKTHI yrpaBieHus: BKIaAKH «SIPy», «O0mmey», « Bxoasammey.

7)  TpeBora - Bce MyHKTHI YIIpaBJICHUs: BKIAIKH «JleTeKus qBKEeHUs», «OOHapy)KeHue auipy, «Poto
110 COOBITHION.

8)  Homodon - Aapecanmst KKM: Bkiagka «AHamoroBas TUHUS (T00aBICHBI pa3rpaHUYCHUS JIJIs
CTpaHULIbI).

9) Jlomodon - HacTpoiiku - YpoBeHb TMHUHU B KBAPTUPE: BKIIAIKA «AHAIOTOBast TUHUS (100aBIECHBI
pasrpaHUyeHUs 17151 CTPAHUIIBI).

10) omodon - Hactpoiiku - I3MeHeHne ypOBHEN CHATHUS TPYOKH, OTKPBITUS IBEPU: BKIIA KU
«AHanoroas TuHUN, «HacTpoiiku kBapTHUp» (100aBIEHBI pPa3rpaHUYECHUS AJIs CTPAHUIIBI).

11) Homodon - Hactpoiiku - Bpemst OTKpbITHS IBEpH, BBI30Ba, pa3roBopa: Bkiaaku «O0mmey, «Jloruka
JTUCKPETHBIX BBIXOJ0BY.

12) Jlomodon - Hactpoiiku - KBapTupa koHChepka: BkIaaku «O0mmue», «I11an BEI30BOBY.

13) Jlomodon - Hactpoiiku - CepBUCHBII KO OTKPBITHS IBepU: BKIaaKa «Il1aH BEI30BOBY.

14) Jomodon - Hactpoiiku - Jlpyriue HaCTpOUKH: BKIaAKH «JIoruka JUCKPETHBIX BBIXOZ0BY, «PeKuMbl
paboTh», «IMCKpETHBIE BXO/IbI/BBIXOIbI.

15) Homodon - Tpesora: Bknaaku «JIoruka TUCKPETHBIX BEIXOAOBY, «O01IHME», «DOTO MO COOBITHION.

16) Jlomodon - KBaptups! - Bce myHkThl, MCKJIFOYUA Sl n3meHenue koaa OTKPHITHS IBEPH U KOJa
peructpaunu RFID: Bknaaka «IlimaH BBI30BOBY.

17) Jlomodon - KBapTHpHI - U3MEHEHUE KOa OTKPHITHS ABepH U Koaa peructpanuu RFID: Bkinanka
«I1nan BBI30BOBY.

18) Jlomodon - RFID kmtoun: Brimanka «CunteiBatens Wiegandy», «CuntsiBatenib NFCy.

19) Homodon - Jucmneii: Bknanka «LCD mucrmein».

20) Jomodon - Kanutka: Bkimanka «Kamutkay.

21) Omnosenienue: Bkiaaka «Pexum paboTe.

22) RTSP: noctyn k RTSP notoky.

23) Onvif - CobbITus: moaepxka padoThl mpoTokoiaa Onvif ¢ HOBBIMU MOJIB30BATEIISIMH.

24) Cucremnsie - Madopmanms: Bkinanka « Madopmarms 06 ycTpoiicTBey.

25) Cucremnsle - Jlata 1 BpeMs: BKiagka «Bpems».
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26) Cucremnsle - [Tonp3oBarenu: Bkiaaka «lloap3oBarenny.

27) Cucremusie - O6HOBIeHUE: BKiIaiKa «OOCITyKUBAHUE CUCTEMBD».

28) Cucremnsie - COpoc HacTpoek: BKIaaka «O0cIyKuBaHUE CHCTEMBDY.

29) Cucremnsie - [lepesarpyska: Bkiagaka «O0cTy)KMBaHUE CUCTEMBD».

30) CucreMHble - CUCTEMHBIN )KypHal: BKIaaku «CHUCTEMHBIE J0rn», «KypHan npoxonosy, «KypHai
BBI30BOB).

31) Cucremnsle - Remote syslog: Bkiaaka «Syslogy.

B pomu «IlepcoHanu3upyemblil» Takke NPEAyCMOTPEHAa BO3MOXKHOCTh HM3MEHEHHSI COOCTBEHHOTO
MapoJIs.

BAKHO! Yexbokcwt 015 npas 0ocmyna nepcoHanu3upyeMuvix nojib3o8amenell OmKI04ensl 0 6cex,
Kpome aOMUHUCmpamopad.

[JobaBneHne HOBOro nonb3oBaTens

[None3oeatens

[NepcoHanuanpyemsii -
Mpumep 1 v

[MpaBa gocTtyna Ans nepcoHanmanpyemsbix
nonb3oBaTernen

MpocmoTp

OTKpbITHE, 3aKDLITUE ABEPK
Ayavo - HacTporiku

Bugeo - BCce NYHKTH yNpaeneHuA
CeTb - BCE NYHKTLI yNpaBneHnua
SIP - BCe NyHKTLI yNpaenexdua

10000RK

Jnst npocmoTpa Buaeo uepe3 RTSP neobxoaumo B meauaruieepe (Hanpumep, VLC) ykaszaTh cienyromui
aapec: rtsp://ums_1noJib30BaTeisi:NMapoJib_Mojab3oBaTeasa@ip nanesaun/channell (takxe ects channel2 u
channel3).

BAJKHO! Ecnu y nepcoHanu3upo8anHo2o nolv308ameis YCMAaHO8LeHbl Npasd, KOmopble He 8KI04arom
6e0-6xnaoku, makue kak RTSP u Onvif - Cobvimusi, mo npu nonvimke asmopuzayuu 6 eeb-unmepghetice
noA6IAEMC OKHO 01 66004 JIOGUHA U NAPOA, A 6HU3Y Omobpaxcaemcsi coobwenue «/na mexyuet poau
unmepgetic He NOOOEPIHCUBACTNCIY.

RO MHTE:

OkpaH Bknaaku «Ilosb30BaTeaw» NpeacTaBieH HUXKE.
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[Tone3oBaTenu

admin
rsp
api_user
operator

observer

AQMWUHWCTpATOD

Monesosatens RTSP

Mone3osaTtents API

QOneparop

HabnwaaTens

HoBwif

M3MEHHTE

M3ameHuTb

M3MEHUTE

M3meHuTb

M3MEHUTE

YOanuTe

YoanuTo

YAanWTL

YOanuTe

YAanWTL

M3MEHWTL Naponb

M3meHuTL napons

M3MEHHTEL Naponb

M3meHuTs napons

RUBETEK

M3MEHHTEL Naponb

BA’KHO! Ilpu soccmarnosnenuu kougpueypayuu 0omoghona uz pesepenoil konuu 0Jisi noiv3oeameneli ¢
ponvio Aomunucmpamop, Ilonvzoeamens RTSP u Ilonvzoeamenvs API 6yoym ycmanognenvi oegormuule
napoau. J{na nonvzosamerneii ¢ poasmu Habrooameno u Onepamop naponu oOHyisimcs.

Bxianka «Bpemsp»
Bxnaaka comepxuT ciaeayromme OJI0KH:

° Pe:xxuM nenn/Houn
° CucremMHbIe
o YcraHoBUTH Bpems

bnok «PeskuM JeHb/HOYb)» YCTAaHABIMBACT BPEMEHHBIC MHTEPBAJIBI JUI IEPEX0/1a PEXKUMA JCHB/HOYb.

PexuMm OeHb/HOYB
07:30 @

21:30 @

biok «CucremHbIe» yCTaHaBIMBAET YAaCOBOM MOSIC JJISI CUCTEMHOro BpeMeHH, anapec NTP-
cepBepa /17151 OOHOBJIEHUS BpEMEHH U (J1ar «Y CTAHOBUTH BPEMsI BpYUHYIO».

BAKHO! Ycmanoenenue graca «Ycmanosumos epems 8pyYHYIO» U COXPAHEHUE HACMPOUKU
npueedem K 0CMAanHosKe asmomamuiecko2o oonosnenus epemenu om NTP-cepsepa.

CucTemMHele
GMT+3 -
ntp2.ntp-servers.net

|:| YCTaHOBUTL BPEMA BPYYHYIO

COXpaHUTb

biiok «Y cTaHOBUTBH BpeMsi» MO3BOJISIET YCTAHOBUTH BPEMS BPYUHYIO.

YCTaHOBUTL BpeEMSA

LUNL MBA TTET === o

VLT
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R | >

M Br C Yr Mr C6 Bc
P 16 06

17 07

14 15m1? 18 19 20 18 08

21 22 23 24 25 26 27 19 09

20 10

21 1

YAanuTs L. eroHA

Bxnagka «Oo6mue»

Bxnaaka comepxuT ciaeayromnme 0JI0KH:
Br130oB

Cucremnble

Buemnssi knonka (MI'H)
Hactpoiiku DTMF
AKkcejiepoMeTp

IoacBeTka KIaBHATYPHI
OTKJII0YHUTH YBETOMJIEHUSI

bnox «BbI30B» 103BOJIIET YCTAHOBUTD CJIEIYIOIINE MTAPAMETPhI:

e (COpoc BBeIEHHOI0 HOMEpa — BpeMsi, 4Yepe3 KOTopoe OYIeT cOpOIIeH BBEICHHBI HOMED.

e MaxkcuMaiabHasi MNPOAOAKUTE]BHOCTh [03BOHA — BpeMs, B TEUCHHH KOTOpOro Oyjer
MIPOUCXOUTH 3BOHOK BBI3HIBAEMOMY a0OHEHTY.

e MakcumMajabHas NPOJOJIAKUTEIbHOCTh BbI30BAa — BPEMS, B TEUEHUU KOTOPOTO pa3pellieH pa3roBop
MIpY NIPUHATUH BbI30Ba. [0 3aBepiieHnu 3Toro BpeMeHu, pa3roBop OyAeT cOpoIIeH.

o 3anep:kka Bbi3oBa Mexny SIP n AT — 3HaueHue 3a/epKKu BbI30Ba B CeKyHnax. PaboTaer B ToMm
gyucie s tuna BeizoBa SIP+Amnanor, ecnu 3HadeHue ero Oosbmie 0, u aims TunoB BbizoBa SIP- (Bpewms) -
AmnanoroBelii u AnanoroBeiii - (Bpewms) -SIP. Torma »Tu THmbl BhI30Ba OyayT HCIOIB30BaTh BpEeMs U3
HACTPOMKH.

e 3anep:kka ryakos ¢ naneau s SIP u AT — 3HaueHue 3a1ep>KKH TYIKOB B ceKyHaax. PaboTaer B
TOM 4HCIIe s Tuma Bei3oBa SIP+Awnanor, ecnu 3Hauenue ero 6omnbiie 0, u 17s TuoB BeizoBa SIP- (Bpems) -
Amnanorosbsiii. JlanHas QyHKIMS HaYHET MOAaBATh TYAKW BBI30BA B JIMHAMUK IMMaHEIH 4epe3 3aJlaHHOE BpeMms,
eciu SIP cepBep enié He Hayas BBI3OB.

e Kuonka SOS pa3pemena — akrtuBanus kHonku SOS/112. Jns akTUBalMKM yCTaHOBUTH METKY.

e Homep BbI130Ba 1151 SOS - HOMEp, HA KOTOPBIA MPOUCXOAUT BHI30B MPH HaXKaTUX KHONKU SOS/112.

e Knonka KoHchep:k pa3spemeHa — akTuBalus KHOIKM BbI30Ba KOHChepxka. /J[ns axTuBanum
YCTaHOBUTbH METKY.

e Homep BbI30Ba A1 KoHchep:k - HOMEp, Ha KOTOPBIN NMPOMCXOAUT BBI30B IIPU HAKATUU KHOIKHU
Koncbepik.

e IIpogonxarh aHAIOTOBBII BBI30B — IPOJOKEHNE aHATIOTOBOTO BBI30BA, JaKe B Cllydae OTBETa Ha
SIP BbI30B. IIpuMensercs g Tuna Bei3oBoB SIP+anaror.

e MUrHopupoBaTth paHee Meaua — Tnpu BbeICTaBieHUH (iara Bo Bpems SIP BbI3oBa, HE Oyner
nepenaBaThes Meana nHhopmanus (ayIuo U BUJIEO).

e Hcnoab3oBath KapTHHKY «Pa3roBop» 1/l aHAJOrOBBIX 3BOHKOB — IIPU BBICTABICHHOM duiare
rocje Haydajga pa3roBopa MO aHaJOroBOM JMHHMM Ha Juciiee oroOpaxkaeTrcs cooduienue «PaszroBopy». Ipu
CHATOM (iiare oToOpa)kaeTcsi OTCUET BPEMEHHU Pa3roBopa.

e BK/IIOYHUTH peKUM KAJTUTKHU — [TaHETh aKTUBUPYET TOJBKO INANAa30HbI KBAPTUP KATTUTKU, UTHOPUPYS
I1aH BbI30BOB. Eciiu B 1Mana3oHax KaJWTKU yKa3aH TOJNBKO OJMH HOMEpP JIoMa, HEOOXOIMMO Cpa3y BBOAMTH
HOMEp KBapTHUPHI (0e3 ykazaHus qoma). J[nsi akTUBallud YCTaHOBUTH METKY.

e 3apepuieHHe 3BOHKA — CITMCOK C YCIOBUEM, MTOCIIE KOTOPOTo OyAeT OKOHYEH BHI30B:
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e  Ilo oKOHYAHUIO BHI30BA;

*  Ilo oTKpBITHIO ABEPH;

*  Yepes lc nmociie OTKPBITUS ABEPH;
*  Yepes 2c nociie OTKPHITUS ABEPH;
*  UYepes 3c nocine OTKPBITHS JBEPU;
*  Yepes 4c nociie OTKPHITUS ABEPH;
*  Yepes Sc ocie OTKPBITUS ABEPHU;
*  Yepes 6¢ nociie OTKPHITUS ABEPH;
*  Yepes 7c 1ocie OTKPHITUS ABEPHU;
*  Yepes 8c nmociie OTKPHITUS ABEPH;
*  UYepes 9c nocne OTKpBITHS JBEPU;

*  Yepes 10c mocne OTKPHITUS ABEPH.
o Tun xondepennun —tun BeizoBa SIP+SIP npsmoit Be13oB, SIP+SIP. Ilepeuens Tumos:

RUBETEK

*  be3s koH(]pepeHIHH - TOT, KTO MEPBBIM OTBETUJI Ha 3BOHOK (Sip MJIH Sip MPsIMOI), HAUMHAET pa3roBop, B

TO BpeMs KaK BBI30B JUIsl BTOPOr0o aOOHEHTA MpeKpaIiaercs.

*  Kondepenuus - onuH aODOHEHT MOJHUMAET TPYOKY, 3BOHOK IPOJIOIDKACTCS K APYTOMY, KOTOPBIN TaKxkKe
OTBEYAET, U BCE MOTYT OHOBPEMEHHO OOIIATHCS C BBI3BIBAIOIINM. 3aBEPIICHHE Pa3roBOpa MPOUCXOHUT, KOTa

MOCIIEAHUI a0OHEHT TOJIOKUT TPYOKY.

*  Kondepennus c npuopurerom st SIP mpsMoro BeI30Ba - MPOUCXOIUT Kak 0ObIYHAS KOHGEpEHITHS,

HO 3aBEpILEHHUE Pa3roBOpa OCYIIECTBISIETCS B MOMEHT, KOTa MOJIOKUT TpyOKy SIP mpsimoi.

»  KoHdepeHIHs ¢ paBHOIIPABHBIM 3aBEPIICHUEM - Pa3TOBOP MpPEKpaIaeTcs, Koraa Jro00i n3 a0OHEHTOB

KIaET TpyOKYy.

BAKHO! Ecnu ons 36ouxka SIP+SIP ycmanoenen mun kougepenyuu «Kongepenyus, npuopumem SIP
NpAMOlL 8bI1306», MO OH OyOem @yHKYuonupoeams ananocuuno muny «Kougepenyua c pasnonpaemvim

3aeepuieHuemy.
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[J K+onka KoHcheps# paspelleHa

Homep Boizosa AnA KoHCbepx

« TMpoKoN#aTh AHANONOBLIA BLIZ0B
v WrHopupoBars paHHee meauna
+ MCnonb30BaTh KAPTUHKY "Pa3rosop” ANA aHATNOrOBLIX 3B0HKOB

[[] BxntounTs pesmm kanuTkm

3aEeplUeHWE 3BOHKA

Mo OKOH4YaHWID Bbi30Ba hd

Tun KoHgepeHLmN
KoHpepeHUmua -

Twn z80HKa: SIP+SIP npaMod Beizoe, SIP+SIP
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brnox «Buemnsisa kHonka (MI'H)». biok mo3BoiseT yCTaHOBUTH BXOJ, K KOTOPOMY OHa OyneT
MOJIKJTIOYEHA, a TAaK)Ke HOMEp, Ha KOTOPBIN Oy/IeT MPOU3BE/ICH BHI30B MIPH €€ HAXKATHUH.

BHewHAR kHonka (MIH)
He eoiGpaH -

HoMep Bbi3oBa ANA BHEWHEH KHOMKK

brox «Hactpoiiku DTMF». biiok 1mo3BoJiieT YCTaHOBHTH KOJBI, NMPH HAOOpPE KOTOPBIX
MIPOUCXOUT pa30IOKUPOBKA COOTBETCTBYIOLETO PEJie MaHEeH.

Jlmnaa koma ot 1 1o 8 cumBosioB. Koa MoxeT coctosats u3 1udp ot 0 10 9, 6ykB A...F u cHUMBOIOB «*» 1
«#». Ko pene 1..2 — kox n1BepHu noabe3aa, Ko yAAIEHHOTO pee — KoJ KanuTku. [lo ymomuanuto none «Kop
YIQJIEHHOTO pejey MyCToe.

[Tone «IIpotokoa aasi ucxoasmux DTMF» sBrsercs BbIMaJalONMM CIHUCKOM C BEIOOpPOM
npotokoiioB «SIP_INFO», «kRFC2833» u «Inbandy.

BAJKHO! Ilogeoenue pazoenerno medxncoy cihopmuposannvimu dtmf kooamu ceccuu, Ko20a npoucxoosm
JIOKQIbHbLE 360HKU, U YOAIEHHBIMU 360HKAMU HA CUN.

Ecnu none 3anonneno na xanumounom oomogone, mo npu 10KATbHLIX 360HKAX 0YOYM UCNONIb308AMbCS
dtmf koovt uz nozeti «Koo Pene 1» u «Koo Pene 2».

Ilpu axmusayuu nepexnrouamens «Bxaouums euympennuti DTMFE npomokon (Kanumka)y 6 cayuae
OMKpbIMUsL KAIumku 6yoem Ucnoavb3o8amvcia Koo u3 noas «Koo yoanemnozo peney, umnaue 0Oyoym
ucnonvzosamvcs dtmf koowi ceccuu.

Hacrtpowku DTMF

1111
2222
RFC2833 v

BxntoynTb BHyTpeHHMH DTMF npoTtokon (KanuTka)

bnox «AkcesiepoMerp». bI0K 1103BOJISIET YCTAaHOBUTH YYBCTBUTEIBHOCTD aKCEJIEPOMETPA.

AkcenepomeTp

biok «IloacBeTka KJIAaBHATYPbI».

biiox 1mo3BOJISI€T YCTAaHOBUTH IapaMeTpbl NOACBETKH KJIABHATYypbl B HOYHOE U JHEBHOE Bpems. A
aBTOMAaTHYECKOI'0 IepexoAa IO AATYMKY OCBELIEHHOCTH, HEOOXOJMMO AKTMBMPOBATH COOTBETCTBYIOIIMH
rnapamerp.

o JUIMTeJIbHOCTh NMOACBETKH KJIABHATYPbI, ¢ — BPEMS IIOCJE IMOCIEIHEr0 Ha)XKAaTHsA, B TCUCHUU
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KOTOPOTO KHOTIKH KJIaBHATYPHI OYAYT MOJICBEYCHBI.

° PexxuM eHb/HOYb MO JATYMKY OCBEIIEHHOCTH — (jar, BHICTaBICHHE KOTOPOTO, IMO3BOJISET
MaHEeIM aBTOMATUYECKU MEPEKITI0YAThCsl MEXKIY THEBHBIM W HOYHBIM pexkuMoM. Eciu (iar He BBICTaBIICH
MEPEKIIFOUCHHUE OCYIIECTBIISIETCS TI0 BPEMEHHBIM IMapaMeTpaM PeKUMOB, KOTOPhIC YCTaHABIUBAIOTCS B OJIOKE
Pe:xnuM J1eHb/HOYD.

° J/IHeBHAasl APKOCTb — IPKOCTH (POHOBOM MOJICBETKH KJIABUATYPHI B JHEBHOE BPEMSI.
° HouHast SpKocTb — IpKOCTH (POHOBOI OJICBETKH KJIaBUATYPBI B HOYHOE BpEMSI.
° YBeanunth sipkoctb — Hakatune kuaBum//lerekuusi JBUKeHHME — SIPKOCTh TMOJICBETKH

KJIaBHATYPHI [TOCTIE HAXKATUS WM TIPU OOHAPYKEHUE IBHKCHHUS.

MNogceeTka KNAaBUATYPEI

15

HAprocTte 20 -
YBeNUUMTE ApKOCTE - HaxkaTtue knasww/JeTeruma QenHeHIA

—e

biiok «OTK/II0YUTH yBeIOMJICHUSD.
brok mMo3BOMNSET OTKIIOYATH OIMOBEIICHUS OTKPBITHS ABEPU (3BYKOBOE COOOIIECHHE W HMHIWKALUIO Ha
JUCIITIeE) M1l BRIOPAHHOTO OJHOTO MJIM HECKOJIBKHUX pelie.

OTKNHYUTE YESOOMMEHWA

[Tocne BHECeHMsI BceX HACTPOEK HEOOXOAUMO Ha)KaTh KHONKY COXPAHMTh.

Bxnagka «SIP»

Bxnaaka comepxuT ciaeayronme OJI0KH:
. OcHOBHbBIE

o Paciiupennsie

Bxnaaka coaepXuT JaHHbIE UIsI TOJAKIIOYEHHS] M HAcTpouWku JByX SIP-akkayHTOB (OCHOBHOIO H
JIOTIOJTHUTEILHOTO), YCTAHOBJICHHBIX HA TTAHEIIH.

®dopmar 3anucu <sip:user@domain;uri-params>;addr-params
3anucek MPOU3BOUTCS B OAHY CTPOUKY O0e3 mpoOenoB. Mexay nmapaMeTpaMu CTaBUTCS TOYKA C 3aISTONH —
; | B KOHIIE CTPOKH JOTIOTHUTEIBHBIX CHMBOJIOB HET.

[TapameTpsl 115 uri-params:
° transport={udp, tcp}

ITapamerpsl it addr-params:

) answermcde={manual, early, auto}
° audio codecs=opus/48000/2,pcma, ...
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audio_source=alsa, default

audio player=alsa, default

auth_user=username

auth pass=password

call transfer=no

mediaenc={srtp, srtp-mand, srtp-mandf, dtls_srtp, zrtp}
medianat={stun, turn, ice}

mwi=no
outbound="sip:primary.example.com;transport=tcpl
outbound2=sip:secondary.example.com
ptime={10,20,30,40, ...}

regint=3600

pubint=0 (publishing ofY)

regq=0.5

sipnat={outbound}
stunuser=STUN/TURN/ICE-username
stunpass=STUN/TURN/ICE-password
stunserver=stun:[user:pass]@host[:port]

video codecs=h264, h263, ...

IIpumep 3anucu:
<sip:123456789@jintercom.ru:9060;transport=udp>;auth_pass=abcldef234gj;regint=3600;media nat=t

urn;stunuser=11;stunpass=11;stunserver=turn:turn.intercom.ru:3478

Hactpoiiku noaxmrouenus SIP BKiroyaroT cieayronme nos:
TaiimayT peructpaunuu — BpeMs 0xujanus peructpaunu Ha SIP cepBepe, 10 UCTEUEHUIO
KOTOPOTO PErucTpaIus J0JKHA OBITH BO30OHOBIICHA;

WuTepBai nuKiIa perucTpaluy — BpeMsi MeKy LIMKIAMH PETUCTPALIUH;
KonnyecTBO MOMBITOK pErucTpaiiy B UKJIE - KOJIMYECTBO MOMBITOK PETUCTPALIUH.

Okpan 6110ka «OCHOBHBIE» TIPEACTABICH HIDKE.

SIP

Obuwwe

SIP A~

OCHOBHLIE

PacwmpeHHbie

WebRTC

INorvka aucKpeTHLIX
BbLIXOJ0B

Ayauo

Buoeo

0sD

3BYKOBLIE YBEAOMIEHUA

loT Cloud

PoTO NO COBBLITUIO

OcHOBHbIe HacTpoiku SIP

+ OCHOBHORM aKkkayHT

OcHoBHOW Bnok
2001
Mapons
11

OTobpanaemoe nma

Cepsep SIP

192.168.55.232

Mopt
50860

RUBETEK

[Tpu norupoBaHuM Ui OTCIECKUBAHHUS 3BOHKOB MCIIONB3YETCs CKBO3HOW HIEHTH(UKATOP B 3arojIOBKax.
Bce ucxomsmue SIP cooOmieHust comepxaTt ckBo3HOW mueHTtudukarop. Eciau 3BoHku aBoitasie SIP + SIP
JIOKaJbHBIN y HUX OyaeT oommuii id. [Ipu Bxoasmiem 3BoHKe uaeHTUuKarop 6epercs uz npuxonsuiero INVITE.

[Tpn mormpoBaHUM HMCTIONB3YETCS yOANCHHBIA syslog aist coOBITHI C HYXHBIM yYPOBHEM JIOTMPOBAHUS
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<69>. B nokanpHOM syslog coobmenus 0yayT momeueHsl [N]-Notice.

Tax e npu oTKpeITUH perie uepe3 Web OyzeT BBIBOIUTHCS HE Ha3BaHUE Opay3epa, a UM MOJIb30BaTeNs U
€ro poJib.

Bxnagka «WebRTC»

Bxmanka conepxutr ganuele o STUN wmm TURN cepBepax, KOTOpbIe SBISIIOTCS CEpBEpamMu -
nmoMoInHukamu st ooxoxa NAT.

STUN cepBep — 3TO POCTO CEpPBEP B MHTEPHETE, KOTOPHIK BO3BpaIlacT OOpATHBIN aJipec, TO €CTh apec
y3J1a OTHpaBUTeNs. Y3el, Haxosmuii 3a poytepoM, oopamaercs k STUN cepBepy, 4To0b! npoiitu yepe3 NAT.
[Taker, npumenmuii kK STUN cepBepy, COAEPKUT aIpec UCTOUYHHUKA — aJIPEC POYTEPA, TO €CTh BHEITHUI aJipec
Hamero y3ma. Otot aapec STUN cepBep u oTnpaBisier oopatHo. Takum o0pa3om, y3en IMojydaeT CBOM
BHemHu# [P anpec u mopt, yepe3 KoTopslit oH noctynen u3 cetu. [Janee, WebRTC ¢ momorsio 3TOro ajapeca
CO3/1aeT JOTOTHUTEIBHOTO KaHauaaTa (BHEIIHUIN aapec poyrepa u mopt). Tenepsr B Tabmmie NAT poyrepa
€CTh 3aIKCh, KOTOPasi MPOITYCKAET K HAIIeMy Y37y IMaKeThl, OTIPaBICHHBIE HA POYTEP MO HYKHOMY IOPTY.

WebRTC

STUN cepeep

stun:stun.l.google.com:19302

CoxpaHnte

B crpoke Ilonib30BaTenb yka3bplBaeTCsa UM MOJIb30BaTelNs Ha cepsepe, B cTpoke Ilaposb — mapons s
aBTOpHU3ALUH.
[To ymouanuio B HaCTpoMKax ykasaH cepBep stun:stun.l.google.com:19302.

Bxianka «JIormka JTUCKpeTHBIX BHIX010B)

Bxitagka coAepKHUT JIOTUYECKUME HACTPOWMKHM BBIXOJOB HA IMAHENM JJISI PA3JIUYHBIX COCTOSHUU. [/laHHas
BKJIQJIKa TIpeAHA3HAauYeHa Il WHXKCHEPHBIX CIyk0. J[toOble M3MEHEeHHs MOTyT MPHUBECTH K HECTaOWUIHLHOMN
pabote manemnu.

OCHOBHBIE HACTPOUKH:

° 3aBOJICKME HACTPOUKH JIJIs OCHOBHOM ABEpH, oAKII0OUeHHOH K Pesie 1 ctpoka Input A closed
(3aKkpeITHE ABEPH).

Noruka OWCKPETHLIX BEIXOO0B
CobbiTHe Pene 1 Pene 2 Eunep TekcT gucnnen

Signal 'Exit button pressed” £
Switch OFF £
Wait{3s) €

Input A closed

Switch ON ©

Signal 'Opened’ @

° [Iprmep HaCTpOWKH 1Sl TOTIOJHUTEIBHOM IBEPH, MOJIKIIOUEHHOU K PeJste 2 cTtpoka
Input B closed (3akpriTre nepn).
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Noruka AUCKPETHbIX BbIXOA0B
CobbiTw Pene 1 Pene 2 Bunep TexcT gucnnes
Signal ‘Exit button pressed” ©
Switch OFF ©
wait(3s) ©
e SWich ON ©
Signal ‘Opened ©
° 3aBOJCKHE HACTPOUKHU PEKUMa Ype3BbIYaHON CUTYyalnu - cTpoka Extreme Situation comand.
Norvka OWCKPETHbIX BbIXOO0B
CobbiTHe Pene 1 Pene 2 Bunep TekcT gucnnes
Loop 3 times €3
Switch OFF € Switch OFF £ Voice 'Extreme situat' €3
Extreme Situation command
Wait(20s) ©
° [Ipumep HacTpolku il TepKoHa, mnojkiaroyeHHoro K Pege 2 crpoka Input B closed

(3axperTre aBepH) U Input B opened (oTkpbiTHE 1BEPH).
Jloruka paGoTs! ipu 3ambikanun repkoHa Input B closed (3akppiTie aBepH) - cUrHan 3akpbiTus. Jloruka

paboThl pH pa3mbikanuu repkoHa Input B opened (oTkpeiTHE 1BEpH) - KAEM TaliMep, €CITU TaiiMep TPOILe,

a CUTHAaJI 3aKPBITUS HE ITOCTYINII, TO CUTHAJI HEHOPMAJIBHOTO OTKPBITHS.

Noruka OWCKPETHBIX BLIXOAOB
CobbiTie Pene 1 Pene 2 Bunep TexcT gMcnnen
Signal ‘Closed' €
Input B closed
Wait{50s) &
Input B opened Signal ‘Abnormal Opened
° HaCTPOMKH MOJIb30BATEIILCKOTO PEXKMMa yCcTaHaBauBatoTcs B cTpoke Custom Situation comand.

ITo ymomyaHuto CTpoOKa ImycTasi.

OOuwmii BuA 3kpaHa BkiIaaku JIornka AucKpeTHbIX BHIXOA0B IIPEICTABICH HIDKE.

WHTepkom

Cetb

HacTpoiiku

Monb3oearenn

Bpems

Obwme

SIP v

WebRTC

Jloruka NCKpeTHbIX
BbIXOJJ0B

Ayavo

Bupeo

osD

3BYKOBbIE YBEIOMNEHNS

loT Cloud

Jloruka ANCKpeTHbIX BbIXOAOB

CobbiTne

System-run

System-fault

Input A closed

Input A opened

Input B closed

Pene 1

Switch ON

Switch OFF

Signal Exit button pressed
Switch OFF

Signal ‘Opened’

Wait(3s)

Switch ON

Pere 2

Swiitch ON

Swiitch OFF

Signal ‘Exit button pressed”
Switch OFF

Signal ‘Opened

Wait(3s)

Swiitch ON

Bunep

Voice ‘Door open’

TekcT amennes

print(leeps oTvpuira’)
Wait(3s)

Print Previous state’
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B ctpoke Teker AucnJiest yka3bplBaeTcs BEIBOAUMBIN TEKCT MPU CpabaThIBAHUN JIOTHUYECKOM HACTPOIKH.
B ctpoke bumnep yka3piBaeTcst 3ByKOBOW CUTHAI JIJIsl TUHAMUKA ITAHEH NP CpadaThIBAHUH JTOTUIECKON
HACTPOUKHU.

Bxnaaka «Ayauo»

Bxutanka coiepuT ayauo HaCTPONKH:
Cucremusble

SIP pexnMa BbI30Ba
AHaNOroBOro pexuma BbI30Ba
Webrtc

3BYKOBBIX COOOIICHHIA
OnogeueHuit KuapoB yepe3 AT
RTSP noroka.

JIOCTYIIHBI CIIEAYIONINE TAPAMETPHI:

e ['poMKOCTH TMHAMHMKA - YPOBEHb 'POMKOCTH BCTPOCHHOTO IMHAMHKA TTAHETTH.

e UYyBCTBHUTEIbHOCTh MUKPO(OHA - YPOBEHb UYyBCTBUTEIBHOCTH BCTPOCHHOrO0 MuKpodoHa. s
PYYHOU YCTAaHOBKH YPOBHSI HEOOXOIMMO CHSTh METKY ABTOMATHYECKAsl PEeryJUPOBKA YyBCTBHTEIHLHOCTH
MUKPO(OHA.

e Bxoasimuii 3BOHOK, TPOMKOCTH JHHAMHKA - YPOBEHb TPOMKOCTH ITMHAMHKA TPYOKH.

e IIpokcupoBaHue, TPOMKOCTh JHHAMHKA TPYOKH - YpPOBEHb T'POMKOCTH TUHAMHUKA TPYOKH IMpHU
pasroBope.

o PexxnM 00paboTKH 3ByKa - BEIOOP PEKUMOB 00pabOTKH 3ByKa U3 CITUCKA.

e PexuM KOMIeHCALMHU IXO - BEIOOP PEKMUMOB KOMIICHCAIIMH X0 U3 CIIHCKA.

CucTeMHble AHanorosbli

TPOMKOCTL AMHAMMKE TPOMKOCTb iUHaMKUKa

YyBCTBHTENBHOCTL MUKPOOHA
» AKTMBHOE WYMONOJ3BNeHne
[] AsTomariueckan perynuposka 4yBCTBUTENLHOCTH MUKDOGOHA MpOKCHPOBaHKeE, TPOMKOCTb AMHAMMUKE TPYOKI

YyBCTBMTENEHOCTL MUKPOGOHA

[ WrHopupoBaTL HHAHBMYATbHBIE BHANOTOBBIE AYAHO HACTPOTKN

Coxpanuts

Peomita KownemCaLy 200 *

YCUNEHHOE 3XONOABNEHHe -

Webrtc

COXpaHHTL
HyBCTBHTENEHOCTE MHKPOGOHA

SIP

TPOMKOCTL AMHAMMKE CoxpaHuTs

YyBCTBMTENLHOCTL MUKPOCDOHA

3ByKOBbIE cOOBLEHMA

BXOAALMIA 3BOHOK, MPOMKOCTb JMHAMMWEA TPOMKOCTE AHHAMMKE

CoxpaHnTb CoxpaHuts

OnoBeLLeHne XuUnbLUos Yepes AT

TPOMKOCTL MHaMUKa TPYGKM (TOMBKO AN KIMD-100S)

CoxpaHuTb

Ayavo rtsp

G711a -

HyBCTBHTENBEHOCTL MUKpOGOHA

CoXpaHuTb
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Omnogsemenue xxublioB uepe3 AT padoraet Tonbko a1t KKM KMD-1008S.
JUId aHAIOroBOW JIMHUU CYINECTBYET BO3MOXKHOCTb PETYJIHMPOBKM T'POMKOCTH B PEXHMME PEaIbHOTO
BPEMEHH, JUII 3TOr0 HEOOXOJMMO AaKTHBHPOBAaTh 4YEeKOOKC B moiie «MrHopupoBaTh WHAMBHUIYyaIbHbIE
aHAJIOTOBBIEC ay 1IN0 HACTPOUKNY.
Jlnist 3ByKOBBIX COOOIICHMN TOCTYIHA HAaCTPOWKa IPOMKOCTH AMHaMuKa, a 11t RTSP nocrynen BeiOOp
ayJMOKO/IEKa U YyBCTBUTEJIIBHOCTU MUKPO(OHA.

®opwmarsl kozekoB Ayauo RTSP:

PCM 16bit;

G711a;

G711y

16 KHz (na ocnoBe PCM 16bit);
16 KHz (na ocaoBe G711a);

16 KHz (1a ocuoBe G711u).

[Tocne BHECeHUsT HACTPOEK HEOOXOIMMO Ha)kaTh KHONKY COXpPaHHUTh.

Bxnanka «Bugeo»
Bxnaaka conepxut HaCTpOWKHU BHIEOMIOTOKA ITPHU BBI30BE aOOHEHTA. J[J1s1 HACTpOEK HOCTYITHBI CIAEAYIOIIHE

napaMeTphI:

CTOpPOH 4:3;

RUBETEK

Pexxum Gutpeiita - BoIOOp pekuma OuTpeiiTa 3 ciucka. JloCTymHBI CleIyoInue BapuaHThI:
CBR, VBR, CVBR, AVBR, FixQP, QVBR;
CooTHOLIEeHHE CTOPOH 4:3 — BKIIIOUEHUE/OTKIIOUEHUE pa3pelIeHNs BUIECO C COOTHOIICHUEM

Pa3mepsbl n300paxkeHunii ¢ COOTHOLIEHUEM CTOPOH 4:3 :

352x288
640x480
704x576
720480
720576
1280%960
1920x1440

Pa3mepsl u3zo0pakeHuii ¢ COOTHOLIEHHEM CTOPOH 16:9 :

352x288
640%360
704x576
720480
720576
768%x432
1280x720
1920x1080
2560x1440

CHanmoT — HacTpoiika pa3Mepa CHUMKA H300paXeHus;
KanaJjbl — HaCTpOWKH KaHAJIOB;

RTSP ceccum — akTUBHBIE CECCUM ITPOCMOTPA BUAEO 1O 1poTokoixy RTSP.

[Ipumeyanue: MakcumanbHOe KoruecTBO noakatoyeHuit RTSP — 5 mir.
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Bugeo
Pessw Gurpesira *
AVBR -
[[] CooTHowerme cropok 4:3
CHanwoTt
Pasmep usoGpaxkenua
640x360 -
KaHanb!
MNa Pazmep n3obpameqna YacroTa kanpos TPERT Mpodhun SIP Ona WebRTC
1 1920%1080 15fps 5 Mbps Baseline Het Her
2 1280x720 15fps 3 Mbps Baseline Her Het
3 640x480 15fps 1 1Mbps Baseline fa fa
Rtsp ceccumn
Me p Mons3osarens KaHan
° HacTpoiikn n300pa’keHust BKIIOYAIOT B CE0sI CICAYIOIIHNE MTapaMeTPhI:
o Pexum padorbl — nepeximoueHue pexkuma padotel MK-moacBetku (ABromatmdecku (Smart

IR)/Bxrouena/BrikiroueHa).
ITopor BK/IKOYEeHUs MH(PPAKPACHOI0 PEeKUMA - HACTPOKKA MOPOra BKIIOUEHHUS PEKUMa

O
«Houby.
O
o)

pexrma, mociie U3MEHEHUS 3HaYE€HHSI OCBEUIEHHOCTH.
SIpKocTh MOACBETKH - yCTaHOBKA sipkocTu nojaceetku MK nuonos.
WDR — BKIIOYEHUE/OTKITIOUEHHE IMIUPOKOTO JMHAMHUYECKOTO THaIa3oHa.
BLC — BrIIrOUeHNE/OTKIIIOYEHNE KOMIIEHCAIIUY 3aJHETO CBETA.

o

O O O O O O O O

HIupuna rucrepesuca - 3a/iep>KKa Npy NEPEXoie B pekuMe «JleHb-HOUbY.

BpeMﬂ H3MEPEHHUA OCBCIICHHOCTH - BPEMs, B TCUCHUN KOTOPOI'O HpOH3OI>i,Z[€T NEPCKIOUCHUC

OTTeHOK - HACTPOIKAa OTTEHKA BUJECOMOTOKA.
SIpKoCTh - HACTPOIKa IPKOCTH BUICOMOTOKA.
KonTtpacrt - HacTpolika KOHTPACTHOCTH BHJIEOTIOTOKA.

HachlmeHHOCTh - HACTPOMKa HACBHIIEHHOCTH IIBETOB BUICONIOTOKA.
IIymonoaaBJ/jieHHe - HACTPOMKA LIYMOIIOIABICHUS BUICOIIOTOKA.

I'amMma - HaCTPOMKY TaMMBbI U300paKEHUSI.

UK-noaceetka

AsTOMaTHyeckn (Sman
—e
—e
—e
— e
Komnercaums

0 wor

OTknIoHEHO

Here (cTapt c 07:30)

WaoBpaxenue

0 YMOM4AHHIO

Wymononasnexue

Hopmanexoe

BAKHO! Hacmpoiiku 8udeo KOHu2ypupyomcs He3asucumo 0Jisk OHe8HO020 U HOYHO20 PelCUmMda pabomeoi.
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[Tocne BHECEHHS BCeX HACTPOEK HEOOXOIUMO HaXKaTh KHONKY COXPaHUTD.

Bxnagka «OSD»

Bxuiagka mo3BosisieT yCTaHOBHTH OTOOpaXEHHE Ha BHJICONOTOKE JAThI/BPEMEHU U TOANUCH
ycrpoiicTBa. s akTUBaMK 0TOOpaKeHUSI HEOOXOIUMO YCTaHOBUTH METKY.

o OTobpaxkaTh noanuck — QGar BKIIOUYEHUSI/OTKIIOUEHUS OTOOPAKEHUS MTOIIHCH.

° IMoanucek — r06as MoJIb30BaTeNbCcKas MOAMKCH He Oonee 64 cumBoIOB. Ha HEKOTOPBIX
pa3peleHusx TeKCT MOKET He BMEIIAThCs U OyZeT 0Ope3aH Mo pazMepy dKpaHa (B TOM cirydae 0TOOpa3uTCs
coobmenue «On channel(s) [Homep(a) kanana(-oB)] the text exceeds the video size and will be cut off!»)

J Oto0OpaxkaTh 1aTy U BpeMs — (uiar BKIIOUCHHSI/OTKIFOUYEHUS] OTOOPaKCHHUS 1aThl U BPEMEHH B
dbopmarax:

o JIAMMITTT;

MM.JAITTT;

I[TTT.MM. /.

24x yacoBoii — ¢u1ar nucnoab30BaHus 24-4yacoBoro (hopmaTa BpeMEHH.
JeHb Hemenu — ¢iar BKIIOYCHS/OTKIIIOUEHUST OTOOpasKEeHUs JTHSI HEJICIH.
IoJo:xxenne OSD — Bb160p nonoxenus orodpaxkenust OSD:

Caepxy cneBa;

Caepxy crpasa;

CHugy cineBa;

CHusy cripasa.

OkpaHn Bknaaku «OSD» npencraBieH HUXKE.

O O O O e e @ O O

0OSD

OToBpanaTh NOANKCh

ololo

OToBpakars AaTy ¥ BpeMs

MM OOITTT v
24X YACOBON

IeHs Hepenn

Ceepxy Cneea -

CoxpaHuTb

Bxianka «3ByKkoBbI€ yBe1OMJICHUSD)

Bxnaaka mo3BosisieT yCTaHOBUTH ayTnO(haliIbl TSl CISAYIOIMNUX COOBITHI:
JIBepb OTKpBITA

(0)111: (N %]

3ByK /103BOHA

HaxaTue KJIaBUIIN

IHonb30BaTEIBLCKHI PEXKUM

UYpesBblyailHasi CUTYaU sl

3aBepuieHue pasropopa

Wntepdeiic oroOpaxkaer MeragaHHble ayauodaitna: HanmeHoBanue, ¢popmar (WAV/MP3), pasmep u
JUINTENIBHOCTh 3amucu. Takke OTOOpakaeTcsl CTaTyCc 3arpy3Kd U €ro IMPOUCXOXKJEHHE (3aBOACKON WM
MOJIb30BATEIbCKU).
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91<paH BKJIaIKH ((3BYKOBI)IC YBE€AOMJUICHUS» IIPECACTABIICH HUXKC.

RUBETEK

[Bepb OoTKpLITa

Owmnbka

3BYK 0O3BOHA

HaxaTtne knasuum

Buibepute paiin @) 3arpywen sasopcKoit - DoorOpen.wav (16.8 KB, 00:00:01)

BoCnpoM3BECTH Ha NAHENH

BuiGepiTe (paiin @) 3arpywen saBopcKoi - Emorway (13.2 KB, 843 mc)

BoCnpor3BECTH Ha NAHENW

BuibepuTe hainn 0 3arpy;eH 3asofckon - Ringing.wav (60.5 KB, 00:00:03)

BOCI’IDDMSEECTM Ha NaHenu

BuiGepue paiin @) 3arpywen saBoackoi - Beep.wav (2.0 KB, 128 mc)

Bocnpon3BecTy Ha NaHeNu

3arpyauTe

3arpyauTe

3arpyanTb

3arpysuTb

YOanuTe

YOanute

YOanutb

YoanuTs

Monb3oBaTenbCKUA PeXUM

Buibepute paiin @) He sarpywen

YpesBhivaHaga cuTyauns

3aBeplueHue pasrosopa

] BENo4MTE yBEOOMNEHWE

BOCI’IPOMSBECTM Ha NaHenu

BOCI’IDOMSBECTM Ha NaHenu

3arpysuTe

BoibepuTe chaitn 0 3arpy#eH 3aBoAckol - ExtremeSituation wav (164.1 KB, 00:00:10)

3arpy3uTs

0 3arpyseH 3aBoAckoi - EndConversation.wav (11.5 KB, 735 mc)

YOanuTs

YnanuTb

Ha3BaHue 3ByKOBOI'0 yBeIOMJICHUSA Orpannyenus Orpanunyenust o0bema
o0bema .waf MP3
JIBepb OTKphITa 256 830
Ommbka 100 830
3BYK J103BOHA 256 830
Haxatue kyaBuium 100 830
[Tonp30BaTENbCKUNA PEKUM 256 830
UpesBbluaiiHas cuTyanus 256 830
3aBeplICHHE pa3roBopa 50 830
Pexxum onosenieHust xuiibLoB yepe3 AT 256 830

CyMMapHbIii 00beM 3BYKOBBIX (DaifJIoB HE MOXKET MpeBbIaTh 830 KOAKT.
[Tpu nombITKe 3arpy3uTh (paiisa(bl), MPEBBIIAIONTNI(KE) JOMYCTUMBIA 00HEM OSBUTCS] YBEAOMIICHHE.

Jlnst 3arpy3kd HeoOXOIMMO HakaTh KHONKY BbiGepuTe (paiij, 3areM yka3aTh pacnojioxeHue Qaiiiaa u
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HaXkaTb KHOIIKY 3arpy3uTh.
KopoTkasi BCIUIbIBalomIas MOJCKA3Ka, MOSABJIAIONAACA NpU HaBeleHMH Kypcopa Ha @, mospomser
O3HAKOMUTBCS C TPEOOBAHUAMH K 3arpyKaeMbIM Qaiinam.

BAJKHO! Ilpu naxcamuu na kHonky Bocnpouzeéecmu na namenu, 36VK 60CNPOU3B00UMCA MONbKO HA
nauenu 0OMoghoHa.

Jlist ynaneHus: 3ByKOBOTO YBEIOMJICHHS OTIPEIEICHHOTO COOBITHS, HEOOXOIUMO BHIOpaTh YAAJUTh, a
3areM Haxath OK.

BAKHO! Ilpu ycmanoske Ha 00MOGOH npedbloywux 8epcuil npouusKy 3azpyicertule gatiivl 6yoym
asmomamuyecku yOaieHbl.

BAKHO! Ilo ymonuanuio ¢pnae «Brnouums ygedomnenuey ons cobvimus 3asepuieHue pazzoeopa e
evicmasnen. /s akmusayuu OaHHOU QYHKYUU HeoodX00UM0O NoOmMeepoums Oelicmsue 80 8CHIbIBAIOUIEM OKHE.

Bximagka «IoT Cloud»
Bxnaaka coaepKuT HE0OX0IMMbIE HACTPOUKH JIJIsl IOKITFOYCHHS K o0auHOMy cepBepy. s Hactpoiiku
JOCTYIIHBI CIEAYIOIINE ITapaMETPhL:

° OO0HOBUTH cepTU(PUKATHI - HACTPONKH MOTYUEHUS cepTUUKATA.
° Coennnenne k IoT cepBepy - HacTpoliku ayTeHTU()UKALUY I TOJKITIOUEHHS K 001a4HOMY
cepsepy.

OkpaH Bkiaaku IoT Cloud npencrasieH HIKe.

OBHOBWUTL CepTUDUKaTHI

xocTa - 443

fapifviicertificates Japi/viproducts
access_control

MaA None30

OGHOBHTL

CoeguHeHve K lot cepsepy
[ Wcnonesoeats TLS [] MrropypoBaTe 2anNpock K NNaHy SbIZ0E0E
URL xocTa o

Wma nonb3soBaTens Mapons

CoXpaHuThL

Bxnagka «@®oT1o mo coOLITHIO

Bxuaaka cofiep>KUT HaCTpOKM coXpaHeHus (POTO ¢ KaMephl TPHU HACTPOSHHBIX COOBITHX. 11 HacTpoiiku
JOCTYIHBI CJIETYIOIINE TapaMeTphl:

° Hacrpoiiku FTP - nacTpoiiku cepBepa, Ha KOTOpbIH OyayT coxpaHsTbes dotorpaduun. s
COEIMHEHUS yKa3bIBAIOTCS: aJPEC CepBEpa C MOPTOM, UMS MOJIB30BATEINSL, MAPOJIb AJS OCTyIa U AUPEKTOPHUS
JUTsl cOXpaHeHus hoTorpaduil.

° @010 MO COOBITHIO - TIEPEUYCHb BO3MOXKHBIX COOBITUH, MPU KOTOPHIX MPOUCXOIUT COXPAHEHUE
¢dboTorpaduu Ha yCTaHOBIICHHBIN cepBep. s m00aBIeHHsI HOBOTO COOBITHS HEOOXOAMMO HaXKaTh Ha 3HAK «+»
U B MEHIO BBIOpaTh Heo0xoauMoe codbiTre. [l yraneHus COOBITHS HE0OXO0JMMO HAXKaTh Ha 3HAK «X» B CTPOKE
COOBITHS.

OkpaH BKIaaku «@P0TO M0 COOBITHIO» IIPEICTABICH HUXKE.
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@OTO No cobbITUIO

Hactpoiiku FTP
Anpec
192.168.0.201:21

example.com port
Monesoearens.

fip_user

apons

DoTo no cobeITHio

BX0/} N0 0BLEAOMOBOMY RFID KTouy
Bxop no keapTHpHomMy RFID knoyy
Bxop no oTcyTeTByoOWeMy RFID
Bxoa no oGwenomosomy BLE Koy
Bxop no kBapTupHoMy BLE kmiouy
BX0/} N0 OTCYTCTRYIOWEMY BLE

Bxoa no o5wWenoMoBoMY Koy

Bxof Mo WHAMBMAYANEHOMY KOAY
MONLITKa BX0/A N0 OTCYTCTBYOWEMY Kony
OGHapyxeHue nuua

OTKpbITa ABEPb, AOMOGOH. TpyDKa.
OTKpbITA IBEPL, API

OTKPLITA ABEPE, KHOMKA BbiX0Aa
Bbi30B KEapTUpGLI

Bbi30B KOHCHEPKA

BbI30B KOHChEPXA KHOMKOA Ang MMH
Bbizos SOS

MonbiTka gemMoHTaxa

3anyck CUCTEMbI

+

CoXpaHuTh

Bxrnaaka «O0HapykeHue JUID
Bxanka conep:kut HacTpoiku (PyHKIIMK paclio3HaBaHUS JUIL JJIsl JOCTYTA Ha 00beKT / moMenienue. s
HaCTPOEK JOCTYITHBI CIEIYIONTNE OJIOKHU:

RUBETEK

CepBep - HACTPOIKHU cepBepa, Ha KOTOPOM XPaHATCS UCXOTHBIC JaHHbIE (oTorpadun) nuil. B

noJie «3ampocy MpoIUCkIBaeTCs MyTh K paboueil manke Ha cepBepe, €clii OHa He KOpHeBast (Heo0s3aTeIbHbIiH

napamerp).

HacTpoiiku netekumm nu,

CepBep

cfbb9b64-d019-4ac5-b426-8cbd45c6be8sd

62.84.124.56:8080

OO XXX XK port

OO XXX XK port
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° HacTpoiiku 1eTeKnnu - HACTPOWKH IS 3aImycKa (PYHKIIMH PACTIO3HABAHUS JIAIIA

HacTtpoiku peTekumm

BbikntoyeHo

JPEG

° 30Ha pacnno3HaBaHMS - HACTPOMKHU 30HBI JETEKIIUU JIULIA

PaJMepr 30HbI MHTEPECA

Ceepxy, %

10

o
&

0-95

Bknanka «/lerexkumsi ABUKEHU
Bxmanka comepKuT HacTpOMKHU (PyHKIIUU ASTEKITUH BHKEHUS JIUIsl TOCTyIa Ha 00BeKT / momenieHue. s
HACTPOWKHU JOCTYIHBI CIEAYIONIUE TapaMETPHI:

RUBETEK

3ona aBuzkeHus A Onvif - mo3BoJseT BU3yalbHO HACTPOUTH 30HY paOOTHI IETEKIUH JBHKEHUS IS

coOnITHii B Onvif.

quCTBHTCJ’[LHOCTL B THEBHO€ BpeMH 1 quCTBI/ITe.TIbHOCTb B HOYHOE€ BpeM4 - HaCTpOﬁKa IIO3BOJISACT
YCTaHOBUTD YYBCTBUTCIIbHOCTb ACTCKIUHN JJIs1 COOTBETCTBCHHOI'O PEKHNMaA pa6OTBI. Ona BBIIIC, YEM OoubIe

3HauYeHUE (BIPABO).

HHUMAJIbHBIA M 'bE€KTAa B IHEBHOE U HOUYHOE BpeMd, % - 3a7aeTcs pa3m 'beKTa B % OT
M a azMep o0beKTAa eBHOE U HOYHOe BpeMsl, % - 3a/1aeTcs pa3Mep 00bekTa B % O

IUIOLIAIN Kajipa.

CoObiTue JleTeKIus IBHKEHUS TPOUCXOTUT IIPU OJHOBPEMEHHOM BBITIOJIHEHUH JABYX YCIOBUIL:

58



RUBETEK

1) TUIOMIA/Ib ABMKYIIETOCS] 00bEeKTa 00JIbIIIe MUHUMAIILHOTO pa3zMepa 00beKTa, yKa3aHHOTO B
HaCTpOMKax;
2) JBUTAIOLINICA 00BEKT HAXOUTCS B BHIOPAaHHOM 00JIaCTH.

[Tocne 3aBepieHUs COOBITHS JETEKINHU CIEAYIOIIas CpaboTKa MPOUCXOANT uepe3 5 cexyna. s
HEOOJIBIIUX 00BEKTOB HEOOXOUMO 3a7]aBaTh MaJICHbKUIT MUHUMAJIBLHBIN pa3Mep 0ObEKTa.

ITpu pa3zmepe o0bexTa 0% AeTekTop cpabaThIBaeT MPU HATUYHU XOTSI OBl OJJHOTO IBHXKYIIETOCs OJI0Ka
pa3zMepom 88 muKcenei.

Pa6ora dynkimii [logcBeTka KiaBuatypsl 1 O6Hapy:KeHHe JIMI 0 ABUKEHUK) 3aBHCUT OT HACTPOCK
MuHHMaNBHBIH pa3mMep o0bekTa 1 UyBCTBUTENILHOCTD, U BCETIa HCITOIB3YETCs TUIOMIAIb BCETO Kajpa.

DkpaH BKIaJKH «@DOTO M0 COOBITHIO» TTPEIICTABICH HUXKE.

3BYKOBLIE YBE/IOMIEHNS Hactpoiku netekummn ABMXKeHUSA

loT Cloud

3oHa gBwxeHwna gna Onvif

®oTo no cobbiTKO

OBHapyxeHue nuu

HeTtekuns ABUKEHUA

OB6HoBNEHWE U
peaepBrpoBaHme

CuwnteiBatens Wiegand

CunteiBatens NFC

Syslog

BuibpaTs BCE OuncTUTL BCE
LCD pgucnnei
BezonacHocTb OBwme HacTPoRAKN

YHYBCTBMTENBHOCTL B AHEBHOE BpEMS
Axanorosas NuHWA

Bxnanka «O0HOBJIeHHME M pe3epBHPOBaHUE)

Bknanka conepKUT HACTPOHKHM cepBepa Uil OOHOBICHHS NMPOrPaMMHOTO oOecTiedeHus u
aBTOMAaTHYECKOT0 yJJAJIEHHOTO PE3epBUPOBAHMSI HACTPOEK MaHenu. DKpaH BKIaaku OOHOBIeHHE
pe3epBUPOBAHKE MPEICTABICH HIKE.

59



RUBETEK

HacTpoiiku oGHoBNEeHUA

HacTpoiika peszepBupoBaHna

BuiKNHEH0 bl

Bxnaaka «CuutbiBaTeab Wiegandy

Bxmanka comepXUT HAcCTpOMKM BHEUIHErO cyuThiBaTeds. [[nsi HacTpoek MOCTYHHBI CleIyIOoIIHe
MapameTphl:

° Tun Wiegand — npoToKoJ 1715 epeIadyn JaHHBIX MEXIY KOHTPOJUIEPOM YNPABIEHUS AOCTYIIOM
Y CUMTHIBaTENsIMU. THUT yCTaHABIMBAeTCs U3 crucka. [lepedens Bcex TumoB cunthiBaTens Wiegand ykas3aH B
TEXHUYECKHUX XapaKTepPUCTUKAX MaHEeIH.

° OTKJII0YHUTH YBeIOMJIEHUS I BHEIIHET0 CYUTHIBATEJIA
° OO0paTHBI NOPSA0K CYUTHIBAHUSA JAHHBIX
° CaeToauo NPHU 0KUJIAHUM — BBIOOP TIOJCBETKH JJISl CUMTHIBATEINS MPH OXKUJAHUU (HE MUTATh,

MUTraTh KPaCHBIM, MUTaTh 3€JIEHBIM).
ITpumepsl onucaHust HHIUKALNN:
JIBepb OTKPBITA — MUTAET 3€JEHBIM OBICTpEE, YeM IIPH OXKUIAHUU.
Ommobkxa — ropur KpacHbI CTOJIBKO BPEMEHHM, CKOJBKO MHIaeT KiaBHaTypa y AOMO(OHa M HAANUCH

«JlocTym 3anperen».

OkpaH Bknaaku «CunurbiBaTeab Wiegand» npecTaBieH HUXKE.
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CuutbiBaTENb Wiegand

Wiegand-26 -

D OTKNHYUTEL YEEOOMNEHUA ANA BHELLHErD CYUTLIBATENA

[[] OBpartHbIit NOPAAOK CHHTHIEAEMBIX AaHHBIX

He murate A

COXpaHuTb

Brmagka «CunteiBaTtean NFCy»

Bxuagka conepKuT HaCTpOHKN BHYTPEHHETO cunThIBaTeNs. [ HacTpoeK AOCTYIHBI /1Ba OJIoKa:

° CuyurpiBatesb NFC — coxepXuT HacTpOWKM CUUTBIBATENS:

° Ilepuon cuumrhiBanuss NFC, Mc — Bpems, B TEYEHUHU KOTOPOTO MPOUCXOIHUT OIMPOC
cuuThIBaTels, B quana3one ot 500 go 65000;

° OTKJII0YMTH YPOBeHb Oe3onacHocTu SL1— BKiIIOUeHNE/OTKIIIOUEHHE YPOBHS Oe3omacHOCTH SL.3
HE0OXOIUMO YCTAaHOBUTH COOTBETCTBYIOIIYIO METKY;

° OTKJII0YMTH YPOBeHb 0e30nacHocTH SL3 — BKIIIOUeHHE/OTKIIIOUEHUE YPOBHS Oe3omacHocTu SL.3
HE0OXOIUMO YCTAaHOBUTH COOTBETCTBYIOIIYIO METKY;

° Hcnonb3oBath AJHMHY uid KJI04Ya — BKIIOYEHHE/OTKIIOUEHHE BO3MOYKHOCTH UCIIONb30BaHus uid
KJII04a JII0O0H TJIMHEI,

° Jnmna koaa, 6alT — 1yIMHA KITFOYa, KOTOPYIO HEOOXOUMO CUUTATh;

° OOpaTHbIii MOPSAIOK CYHTHIBAEMBIX JAHHBIX — BKIIFOUCHUE/OTKIIOYEHNE O0OPaTHOTO MOPSIKa
CUMTBIBAHUS JAHHBIX;

° IMouck mMpsiMoro U 06PaTHOro0 KoJAa — BKIIOUCHNE/OTKIIOUEHUE TTOMCKA TIPSIMOTO U OOPAaTHOTO
KOJIa;

° BKIIOYUTH NMOAAEP:KKY YTEHHUsI KJIYAa B Pa3HOil pPa3psIHOCTH — BKIIOYCHHE/ OTKIIIOUCHUE

YTEHHUS KIIIOYEH B Pa3HOM pa3psiIHOCTH.

Hacrpoiika 1aéT BO3MOKHOCTh OTKPBIBaTh ABEPH KAK C BHEIIHEr0, TAK U C BHYTPEHHEIO CUUTHIBATEIS,
Jla’ke eCJIM y HUX pa3Hasi OUTHOCTb.

[Tpu akTuBanmu JaHHOW (YHKIIMH JBEPHh OTKPBIBAETCS, €CIH MOCIIEI0BATEIILHOCTh OAUTOB 3alMMCaHHOTO
KOJla COBIIaJIaeT C JIIO0OM TMOCIEeNOBAaTEeILHOCTBIO, HAWJICHHOW B TMPOYUTAHHOM Koje. Takke BO3MOXKECH
oOpaTHBIH MpoIIece: eCIH MOCIeI0BATEIFHOCTh MPOYNTAHHOTO KOJa KIIF0Ua BCTpeYaeTcs B TI0OOM MecTe KoJ1a
npu BbI3oBe. [Ipu 3TOM cpaBHEHHE MPOU3BOIUTCS MO HE MEHEe YeM TpEM OalTam.

[Ipu BxmroueHuu ¢GyHKIMM «BKIIOYUTH TOJNEPKKY YTEHUS KI0Ya B pa3HOW Ppa3psAHOCTI
UTHOPUPYIOTCA:

° OOpaTHBIIi TOPSIOK CUUTHIBAEMBIX JTAHHBIX.

° [Touck npsiMoro u 0OpaTHOTO KOJA.

[Ipu BKIIOYEHHM ONMUMM NOABISETCA penynpexaeHue. Haxate Ok i noareBepkaeHus nevcteus. s
otMeHbl — OTMeHA.

Bel A€ACTBUTENBHO XOTUTE BKMOYUTL 3TY ONUKUIO?

BrnioyeHue AaHHOM ONLMK MOKET NPUBECTH K HEKOPPEKTHOMY NOMCKY KMoYel B Da3e, ecnn HeKoTopkle
KIMioYn BYAyT MMETs OAMHAKOBYO NOCNEA0BATENLHOCTL TPeX DalT 3TO MOXET Bbi3BaTs KOH(NUKTEI MPU
OTKDBITMM ABEPE PasNWYHLIMY CUNTLIBATENAMM.

OK OTMeHa

BAZKHO! Ilo ymonuanuro ¢pyHKyus omrirouena.
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Okpan Bkiaaaku «CunteiBatesab NFC» npencraBieH HUXKE.

CuyntbiBaTenbs NFC

MNepuog cuMToiBannA NFC, mc
5000

500-65000
v OTKIMHOYKTL YpoBeEHb Ge3onacHoCcTH SL3

v OTKIMHYKTE YpoBEHE De3onacHocTH SL1

[[] Vicnonssosars anuHy uid knoya

[[] OGpaTHbiit NOPAAOK CYUTHIBAEMBIX AAHHBIX
[C] Mouck npamoro u obpatHoro koaa

[C] BrntounTs nogaepxky YTEHWS KIKOYA B PA3HOI PA3PAOHOCTH

CoxpaHiTb

RUBETEK

[IpeaycMoTpeHa BO3MOXKHOCTh aKTHUBalMu ypoBHe# Oe3zonmacHocTd SL1 m SL3 mo ormensHOCTH 1100 B
COBOKYMHOCTU. [IpM Hanmuyuyu akTHUBHOTO MMIU(POBaHMUA ayTEeHTH(UKALUs BBIIOJIHIETCA MO KiIoyam. B

otrcyTcTBHe muppoBanus — mo uaeHtudukaropy UID.

Jannbie Mifare - coneput HacTpoiiku KapT-Kiaroueit Mifare ¢ 3amuroit SL1 u SL3.
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[aHHble Mifare
YpoeeHb wudpoBaHus SL3

® [laHHble SL3 coxpaHenbl Ha yCTpoiCTEe

CekTop
0-39

BnoK

Knioy, hex cTpoka

COXpaHUTE

YpoeeHe wndpoBaHua SL1

® [laHHble SL1 coxpaHenbl Ha yCTPOACTES

CeKTop
0-39

Bnok

Knioy, hex cTpoka

COXpaHUTE

RUBETEK

Jliig ynaneHus: COXpaHEeHHBIX HACTPOEK YPOBHsI MG POBaHUS HEOOXOIUMO yKa3aTh MOJIEb MPOAYKTA.

Bxianka «Syslogy»
Bxmanka coepKuT HaCTPOMKHU YJAIIGHHOTO CepBEpPa, Ha KOTOPBIH OYIyT AyOIUPOBATHCS JIOT- COOOIICHHUS
C MaHeNld — ero ajpec, MPOTOKOJ 0OMEHa U ypOBEHb JOTMPOBaHUS. DKpaH BKIAaIku «Syslog» mpeacraBieH

HIMKC.

SIP: [2] 3aperucTpupoBaH

3ByKOBbIE YBEIOMNEHUA Sys|og

loT Cloud Hactpoiku Syslog

$0oT0 No cobbiTUIO
192.168.55.240:514

O6HapyxeHne nuy —_—
udp -
LeTekuns aBUKeHUA

OBHoBNEHWE U Debug e
pe3epBrpoOBaHne

Cyuteiarens Wiegand

CuutbiBatens NFC

Syslog
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RUBETEK

JlocTymHBI CIIeAYIONUE YPOBHU JIOTUPOBAHUS:

- (Emergency) cuctema He paboTocmocoOHa

- (Alert) cuctema TpeOyeT HEMEIJIEHHOTO BMEIIATEILCTBA

- (Critical) cocTrosiHuE CUCTEMBI KPUTHYECKOE

- (Error) coobmienust 00 ommokax

- (Warning) npeaynpexaeHusi 0 BO3SMOXKHBIX MpodieMax

- (Notice) coobmieHus: 0 HOPMATBHBIX, HO BaKHBIX COOBITHSIX
- (Informational) nadopmarmoHHbIE COOOIICHUS

- (Debug) otnagoyHbie COOOUICHUS

NN kW~ O

Kaxxapiii crieqyromuil ypoBeHb BKIIFOUAET BCe Mpeapayue. Huke npencrasiena pacumppoBKa BUI0B
COOOIICHUH.

[C] - (Critical) cocTosiHEE CHCTEMBI KPUTHUECKOE

[H] - (Informational) nadopmannonHbie COOOIICHNUS

[N] - (Notice) cooOImieHus: 0 HOPMAIBHBIX, HO BaYKHBIX COOBITHIX

[D] - (Debug) otnamounbie cCOOOMIEHNUS

[1] - (Informational) mHpOpMAITIOHHEIE COOOIICHHSI

[W] - (Warning) npenymnpexxaeHusi 0 BO3SMOXKHBIX Ipo0iemMax

[E] - (Error) cooGmienust 06 ommoOKax

Bxnangka «Webhook»
Bebxyk (webhook) — »3TO MeToJ aBTOMAaTHYECKOTO OIOBEIICHUS MEXIY BEO-NPHIIOKEHUSIMH,
ucnions3ytomuid HTTP POST-3anpocs! a1 mepenavn TaHHBIX O COOBITUAX B PEATbHOM BPEMEHH.

I[Tonst HacTpoek ISt 3aIpPOCOB:

Cepsep - yka3bIBaeTCs ceTeBOM ajpec cepepa webhook u Homep nopTa.

Koneunas Touka - myTh Ha cepBepe.

ITpotokomn - Be16op npotokosnia HTTP unu HTTPS nist paboTsl ¢ cepepom.

Tun aBropu3anuu - bazosas wnn TokeH. bazoBas TpeOyeT BBo1a JJoTMHA U TIapoJis, TOKeH BBOJIa TOKEHA.

[Teproa cucTeMHBIX COOBITHII - 3amaéTcsi BpeMsl MEPUOAMYHOCTU OTIPABKUA WH(POPMAIMUA O COCTOSHHUU
CHCTEMBI.

$©0oT0 N0 CODLITUID

Webhook

OBHapyxeHnve nuuy
HacTtpoikn Webhook
[eTexumns ABWXEHWA
Cepeep
O6HoBnexne u
peaepBu1poBaHme OO OO X XK X port

KoHeuHan Touka

Cumrbiatens Wiegand ook
webnhook

CuutkiBaTens NFC HTTP v

Ti aBToOpHUaaLKn
syslog basosan -
Webhook

Norux
LCD awvcnnen

Mapons

BezonacHocTb

AHanorosas N1HKUA

5-3600c

B paznene Crincok coObITHIT MOKHO BBIOpaTh, KaKue COOBITUS OYIyT OTIPaBIsAThCS Ha cepBep. CoObIThS
T00aBISAIOTCS B CIIMCOK C IOMOIIBIO KHOTIKHU «+», TIOSBIIAIONIEICS TPH HABEJICHUH KypCcOpa MBIIIH Ha pa3jied.
Jlnst ynaneHust COOBITHS U3 CIIMCKA HEOOXOIMMO HaXKaTh 3HAUOK «X)).
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RUBETEK

Cnucok coDeITHIA

CoBbITHA AeTeKTOopa ABUHEHWA

CoBbITWA OTKPLITUA OBEPK

CoBBITHA CBA3AHHBLIE C INEKTPOHHBIMK KIHOYAMK
CoBbITUA CBA3AHHbIE C KOOaMKM A0CTyna
CobbITHA KHONEW S05

CoBbITUA KHOMKN KOHCbepK

CUCTEMHbIE CODBLITHA

CoObITHA BbI30BA

-

Jst pabotsl ¢ cepBepoM 1o HTTPS Hyx)HO 106aBUTH cepTU(HUKAT B COOTBETCTBYIOLIEM paszzene (pa3zien
«Hactpoiikuy, Bkinaaka «be3onacHoCTh).

BAKHO! Cepmughuxam webhook ne xpanumcs 6 xoughueypayuu. Ilocne copoca naunenu 00 3a800CKUX
Hacmpoek u nociedyrouwel 3azpysku Kongueypayuu oy webhook 6yoem omcymcmeosams u HeobOX00UMO
bydem 3azpy3umo e20 3aH080.

Brimagka «LCD aucniei»

Bxnaaka comepXUT HACTPOWKH OTOOpakeHHsI COOOIIEHWs Ha AWCIUIee MaHend. J[Jisg aKkTUBalMM STOU
(GYHKIIMU HEOOXOJMMO YCTAaHOBUTH COOTBETCTBYIONIYIO METKY. B momne «3acTaBkay JOCTYIHBI CIEIYOIINE
BapUaHTHI:

o CrangaptHoe coobmenue («JJo0po moxkanoBaTey).

o Coob1ieHne B € CTPOKU (MAaKCUMAIIbHBINA pa3Mep Kax10i cTpoku 20 CUMBOJIOB).

o berymas ctpoka (He 6o1ee 100 cumBonoB). TaiimayT cMeHbl ciMBOJIOB OT 1 10 100 Mmc.

o [uknuaeckoe coobmieHne (MaKCUMaIbHBINA pa3Mep Kaxaou cTpoku 15 cumBosoB). TaiimayT
CMeHBbI cTpok oT 1 10 60 c.

o CranmapTHOE U300paKEHHE.

o [Tonp30oBaTensckoe n3o0pakeHue (pacmupenue — bmp, 284x76 nukcenei, 256 mseton). Jis

3arpy3ku ¢aitna Haxatb «Breioepute daitm» [lanee otkpoercst okHo «IIpoBomHuKa» aiis BeIOOpa daiina. B okHe
MTPOBOHHKA TIEPEUTH 10 HEOOXOAMMOMY TYTH, BBIOPATh (haiiil v MOATBEPAUTH BHIOOP HAKATUEM KHOTIKU
«OTKpPBITHY WIN ABONHBIM KIIMKOM MBIIIIH.

[Tonp3oBarenbckoe N300paKeHNe, YCTAaHOBICHHOE Ha MaHeNd, 0TOOpakaeTcsi B HACTPOMKaX JAUCIUIES.

o Tekyiiee Bpems.

OkpaH Bkiaaku «LCD nueniiein» npeacTaBieH HIKE.

LCD Oucnnen

HacTtpoikn ancnnen

Pycckui A3bIK -

CTaHgapTHoe coobLlweHHe -

COXpaHuTb
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RUBETEK

Jlig coXpaHEeHHsI BHECEHHBIX M3MEHEHUHN Ha)kaTh KHONKY « COXpaHUTh.

Bxnanka «be3onacHOCTbY

Bxnagka comepXUT DOMOJHUTENBHBIE HACTPOWKH TIOJUTHKHA TApOJied YYETHBIX 3amucei, OJOK IS
3arpy3ku ceprudukaroB https Ha mnanens, ympaBneHue kimouamMu SSH u mapons s BXona B
aIMUHUCTPATUBHBIA PEKUM MaHEIH.

Jlnst akTrBauuy (QYHKIMH MOJTUTUKY MApoJie HE0OXOAUMO YCTaHOBUTH COOTBETCTBYIOIIYIO METKY.

MunuManeHas AJiiHa naposs 4 CMMBOJIa, MaKCUMallbHas — 64.

BAKHO! Ilpu svicmasnenuu graza «naposib 00adceH cOOmMEemcmeaosams mpedosaHUusM CIOHCHOCMUY
napob 00IHCEH COOePHCamy cledyiouue CUMBObL.

o Hugpor: 0...9;

o IIponucnuobie 6ykevl anenutickoeo angasuma: A-Z;
o Cmpounble OYK8bl TAMUHCKO20 alghasuma: a-z;
o Cneyuanvnvie cumeonvi: | $ %0 & * - 7.

Bpemsi aBTOMaTH4ecKOro BbIXOJa M3 CHCTeMbl — BpeMs, [0 HCTEYCHHMIO KOTOPOTrO IMPOU30MAET
MEePEToKIIOUYEeHIEe U HeoOX0anMo OyJeT MPOWTH MOBTOPHYIO aBTOpH3anuio. BricraBnenue «0» oTkiodaeT
¢byHKIHIO.

Ilepen 3arpy3koil cepTU(HUKATOB HEOOXOJUMO IOOYEpPENHO BHIOpPAaTh: KOPHeBOH cepTUdUKAT,
cepTuduKaT cepBepa, KJII0Y cepBepa. YKa3arh MyTh K (paityiam 1 3aTeM HaXKaTh KHONKY 3arpy3uTh.

BAKHO! Daiinvt cepmughuxamos 00194CHbL 6b1Mb C2eHEPUPOBAHbL U COXPAHEHbL HA KOMNbIOMepe, ¢
KOMOpo20 npoucxooum nookaoueHue Kk web-unmepgheticy nanenu.

[Ipu naxatuu Ha KHONKY /l00aBHUTBL/3aMeHMTH NMYOJUYHBINA KJKY OTKPHIBAETCS MOJAJIbHOE OKHO
nobasneHus kiao4a. B Hem HeoOxonuMo mporucarh Kirod. [[inHa Kiroda He MoKeT ObITh MeHee 50 u Oonee
1024 cumBomnos. [TognepxuBaembie TUIIBI Kirodeit ssh-rsa, ecdsa-sha2-nistp256, ecdsa-sha2-nistp384, ecdsa-
sha2-nistp521, ssh-ed25519.

BAJKHO! I1ycmoti ko4 006a8ums HE8O3MONCHO.

[Jo6aBUTb/3aMeHUTE NyBnNUYHLIA KoY

ecdsa-sha2-nistp521

AAAAFE2V]ZHNhL XNoYTItbmlzdHA IMJEAAAATbmlzdHAIMJEAAACFBAFIX
YwskC3uRUYStvG7IG9iWuNEhuSabEL re+u055sus0Zg/ton214Q2j0796Rw6cogxr
VcHMATKwLk62WBiDowBi+zqdUvpDUx3z] YNhSKLOD+NI0yIns 1+ TFXAf1 Qne
4FvwIEbwNWEvWY 1dvingV5xLd/Hz+QZ3fHaARGxGHEJ433g=—
privet@example.com

271/1024

Ok OTmena

[Tpu Ha)KaTUH HA KHOTIKY Y AaJIMTh MyOJHYHbIA K104, 100aBJICHHBIN K04 Oy/eT yaleH U3 MaMsTH.

[Tpu HaxaTuu Ha kKHOTIKY [locMOTpeTh MYyOJUYHBIH KJII0Y, OTKPOESTCS MOJAILHOE OKHO C JI00aBJICHHBIM
KJIFOUOM.

DKpaH BKJIAJIKU «be30MmacHOCTh) MPEICTABIICH HIDKE.
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MonuTyka naponet

[] Napone gomken oTeeuaTs TpeboBAHNAM CNOXHOCTA

CoxpaHute

Ceptudmkarsl Https

KopHesoi ceptudmkar
Cepruduear cepeepa
Kntou cepeepa
Kopresoi ceptuchukat (Webhook)
KopHeeoi cepTudmkar (CamoguarHocTura)
YanuTL Bce cepeepHLIe CEpTUGMKATEI
Ynanuts 'Kopresoit ceptuchukar (Webhook)'

YnanuTe ‘KopHeeod ceptudukat (CamoguarHocTrea)

3arpy3nTs

RUBETEK

SSH

[NoBaeuTe/2aMeHNTE NyBRMUHEIR KMoy
YaanuTs nybnuuHbIR Koy

MocmoTpeTs NyBnMYHbIA Koy

HacTponkn agmuHucTparopa

CoxpaHuTe

Bxnanka «AHaJ0roBast THHUNT

Bxnaaka comepXuT HaCTpOMKH aHAJIOTOBOTO BBIX01a ToMOGoHA. /{151 HACTPOEK AOCTYITHBI CIICTYIOIINE

OMoKu:
° Pesxxum paGoThl - yCTaHOBKA peyKMMa pabOThl aHAJIOTOBOTO BbIX0/1a: BBIKIIIOUeHO, AHATIOTOBBIH,
[Mudposoii.
AHanoroBaga NTMHUA
Pestaam paboTel
AHanorossIA -
° PUHITOHBI - BEIOOp PUHITOHA, MO3BOJSET M3MEHUTh MENOJIMI0 3BOHKA Ha TpyOKe aOOHEHTa U
YCTaHOBUTB €0 TPOMKOCTb.
PWHITOHBI

MPOMKOCTb PUHITOHA

[T FA————

o ymon4aHuio

K Snuse

TuwmnHa

Ha npekpacHom ronybom [yHae
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RUBETEK

° KomMmyTaTop kKoOpaMHATHO MAaTpHuHBIi (TaiiMumHru) - BeiOOop Tunma KKM, Hactpoiika
BPEMEHHBIX MHTEPBAJIOB IpHU Habope HOMepa (CTapT- U CTON-UMITYJIbCa B MC, a TaK)XX€ BBICOKOTO U HU3KOTO
YPOBHSI CUETYMKA MMIIYJIbCOB C MKC) M yKa3aHHE HOMEpPa KBapTHUpPBl, ¢ KOTOPOrO HAYMHAETCS HyMepalus B
HOJIbE3IE.

KoMmMmyTaTOp KOOpAUMHAaTHO MaTPUYHbIA (TAMMWUHIK)

KKM-108 A

Bribop konnuectea KKM *
3 s 4
KeapTupbl B NoO4bE3Ae HAYWHAKTCA C HoMEepa 3anonuuTe

OunctuTe Bee Tabnuuebl KKM 1 Tabnuyy undpoBoi TpyDKK

1 1 EQMNA
1 /50000

[45]

° Hacrpoiika agpecamum KKM - BusyanpHas MaTpulla pacrpezesieHus HOMEpPOB Ha
KOMMYTAaTope, AJis ONpeeNieHus ajpeca KBapTUPBL.

[TocnenoBarenbHOE aBTO3AMOJHEHUE SYEEK MPOUCXOIUT MOCIE YKa3aHUs HOMepa KBapTHPHI, ¢ KOTOPOM
HAa4YMHAETCS HyMepalus B IOABE3/E U HaXaTHsI KHOIIKH «3amoJHUTh». MakcumanbHoe 3HaueHne — 50000.

B none «Be16op konmmuectBa KKM» MOKHO 3a7aTh KOJTUYECTBO KOMMYTaTOpoB (padoTaeT s tex KKM,
B KOTOpbIE MOXHO BKJIFOUaTh HECKOJIbKO HITYK). B COOTBETCTBUU C 3aJaHHBIM KOJIMYECTBOM HHUXe Oyjaer
OTOOPaXKEHO TO KE KOJIUIECTBO TAOIHI] aI[peCalllu.

Ommus ounctku Tabmmi KKM mensier Bce Homepa B Tabnuiax aapecaruu Ha Hyu. Ha suaeiiku KKM ¢
HYJISIMHA BBI30B HE OyZIEeT OCYIIECTBIATHCA. Hylmn MOKHO BPYUYHYIO TIPOU3BOJIBHO PEIAKTHPOBATH 3HAYCHHSI,
YCTaHABIIMBAs B JIOObIE STUCHKU.

Taénuua agpeccaumn KKM gna 1 coTHM Ta6nuua agpeccaunn KKM ana 2 coTHH

ao al oz os 04 as as ar ns as oo a1 oz as o4 as ae ar as as

m

o [wo |10 J[20 [ |[40 ][50 ][e0 |70 ][so ][s0o | Eo [200 |[110 |[120 |[130 | (140 |[1s0 | [1e0 |[170 | [180 |[130 |

Bl (1 | [ 20 |3 (a3 s ][m st [ ] E1 [1o1 [ |21 |3 | [ 151 | [1e1 | [1m | (181 | [191 |

E2 (2 |[12 J[22 |[32 |[42 |[s2 |[s2 |[r2 |[s2 |[s2 | Ez [102 | [m2 | [122 |[132 |[142 |[152 |[162 |[172 | [182 |[192 |

Es (3 |[13 J[2 |[3 [ [ |3 |2 |3 [ | E3 [103 | [m3 |[123 |[133 |[143 [[153 |[1e3 |[173 | [183 |[193 |

E4 4 | 14 |24 34 |[aa [sa |[s4 |[ra |[s4 |[4 | E4 [104 | [114 | [124 | [134 |[144 |[154 | [164 |[174 | [184 |[194 |

Es (5 |15 [[zs J[35 |[s5 |[55 |[e5 |[5 |[s5 |[s5 | Es [105 |[115 |[125 |[135 |[145 |[185 | [165 |[175 | [185 |[195 |

Ee 8 |[16 J[26 [ |[46 |[s |[58 |[re |[es [ | B¢ [106 | [16 | [126 | [136 |[146 | [156 | [1e6 | [176 | 186 | [196 |

E7 7 |7 _J[2 |[37 |[4r _J[s57 _|[s7 [ J[er o7 | E7 [107 | (17 | [12r | [137 | [147 | [1s7 | [1e7 | [177 | [187 | [197 |

Es (8 |[1& |[2 [ [[4 |[s8 |[e8 |[r8 |[ee [ | Es [108 |[m8 |[128 |[138 |[148 |[158 |[tes |[178 | [1B8 |[1%8 |

Es (9 |[19 J[2 [ [[49 J[sa |[s9 |[re |[ea |[es | Es [109 | [119 | [129 |[139 |[14s |[159 | [169 | [179 | [189 | [199 |

[Ipy HEOOXOAMMOCTH MOXKHO MPOBEPUTH COOTBETCTBUE BBI3BIBAEMOrO0 HOMepa (U3HUYECKOMY
MOJIKJIFOUEHUIO, U, €CTIM HY>KHO, BHECTH U3MEHEHUS. 3HAUCHUS siYeeK B TA0JIMIIaX MOKHO MEHSTh POU3BOIIBLHO,
He JIonycKasi 1yOJIMpoBaHue.

° Hacrpoiika aapecaumu umdpoBbIXx TpPYyOOK - BH3yalbHas MaTpula COOTBETCTBUSA
¢duznveckoro Homepa nu(PpPoBoil TPYOKH ¢ HACTPOESHHBIM (TTOMEHHBIM) HOMEPOM.

[TocnenoBarenbHOE aBTO3AMOIHEHUE SYEEK MPOUCXOIUT TMOCIIE YKa3aHUs HOMEpa KBapTUPBI, C KOTOPOH
HAYMHAETCS HyMEpalys B MOIbE3AEC U HAXKATUSI KHONIKU «3anmoJHUTh». MakcumaibHoe 3HaueHne — 50000.
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1]
2]
i

16 [16_ |
17 7|
18 [la_|
1919 ]
200 ]
2
2z ]
23[®B
u 4]
%[5
%[ ]
727 ]
%[ ]
2928
30 o]

IR 46w ]
RE@_] e ]
BRE ] wEs ]
M4 ] 94 ]
B [E_| s0[ |
%] 5151 ]
e 2]
BE_] sE
9B ] 5454 ]
40 [0 ] 555 ]
4[4 | s6[66 |
2@ ] sTE_]
43[4 | s8[E |
44 (4 ] 5958 |
45 (45| 60 [0 |

3anonHuTe

61
62 62|
63 63|
64 64|
65 65 |
66 [66_ |
67 [67_ |
68 [68_ |
69 59|
70 [
T
72|
NI
]
75 [

*Hucno Bozne AueiiEy - 370 duavueckil HoMep Uudhposoit TpyOKY (HACTPAMBAETCR NEPEMEIMKaNM ), 3 3HAUEHWNE B RYEIKE - NOAMEHHEIA HoMEp

76 [76 | 91 [a1 | 106 [106 | 121 [121 | 136 [136 | 151 [151 | 166 [166 | 161 [121 | 196 [196 | 211 211 | 226 [226 | 241
77 (77 ] 92 (92 | 107 [107 | 122 [122 | 137 [137 | 152 [152 | 167 [167 |62 [182 | 197 [197 | 212 [212 | 227 [227 | 242 [242 |
78 72 | 9393|108 [108 | 123 [123 | 138 [138 | 153 [153 | 168 [168 | 163 [123 | 196 [198 | 213 213 | 228 [228 | 243
7979 ] 94 (94 |09 [109 | 124 [124 | 139 [139 | 154 [154 | 169 [169 | 184 [134 | 199 [199 | 214 [214 | 229 [229 | 244 [244 |
80 [0 | 95[95 | 110 [0 ] 125 125|140 [140 | 155 [155 ] 170 [170_| 185 [135 | 200 [200 | 215 215 | 230 [230 ] 245
81 96 [96 | 111 [111_ | 126 [126 | 141 [141 ] 156 [156 | 171 [171_ | 186 [186 | 201 [201 | 216 [216 | 231 [231 | 246
82 [s2_ | 97 [e7__| M2 [M2_ 127 [127_] 142 [42_| 157 [157 | 172 [i72_| 167 [187 | 202 [202_| 217 217|232 [232_] 247
83 (83 | 98 (98 | 113 [113 ] 128 [128 | 143 [143_ | 158 [158 | 173 [173_ | 188 [138 | 203 [203 | 218 [218 | 233 [233 | 248 [248 |
84 [a4 | 99 [99 | 114 [114_] 129 [120 | 144 [144 | 159 [159 | 174 [174_| 189 [129 | 204 [204 | 219 (219|234 [234 | 249 [249 |
85 (85 | 100 [100 | 115 [115 ] 130 [130 | 145 [145 | 160 [160 | 175 [175 | 190 [190 | 205 [205 | 220 [220 | 235 [235 | 250 [250 |
86 [86_ | 101 [101_] 116 [116_ | 131 [131_] 146 [146 | 161 [161 ] 176 [176_ | 191 [181 | 206 [206 | 221 [221 | 236 [236_| 251
87 87 | 102 [102_ | 117 [117 ] 132 [132_ | 147 [147 | 162 [162 | 177 [177_|192 [192 | 207 [207 | 222 [222 | 237 [237 | 252 [252 |
88 103 13 133 [133_| 148 163 178 [178_ | 193 [193_ | 208 [208 | 223 223 | 238 [238_ ] 253
89 (89 | 104 [104 | 119 [119 | 134 [134 | 149 [149 | 164 [164 | 179 [179 | 194 [194 | 209 [209 | 224 [224 | 239 [239 | 254 [254 |
0 105 [105_ | 120 135 150 165 180 [180 | 195 210 [210_] 225 240 [240] 255

IIpy HeoOXOAMMOCTH MOXHO IPOBEPUTH COOTBETCTBHE BBI3BIBAEMOIO HOMEpa (pU3HUECKOMY
MOJIKJTIOYEHUIO, ¥, €CIH Hy’)KHO, BHECTH M3MECHEHHS. 3HAYCHUS S4eeK B TaOINIIaX MOKHO MEHSTH IIPOU3BOJIEHO
He Joryckas n1y0nupoBanue. Yncino Bosine siueiiku - ¢pusndeckuil Homep HudpoBoi TpyOKu (HacTpauBaeTcs
MepeMbIUKaMu ), a 3HAYCHHUE B STYCHKE - TTOJIMEHHBIA HOMED.

AHAJIOTOBBI pexuM (HANPSAKEHUS) - YCTAHOBKA 3HAUYCHUS HAIPSHKEHUS MPU OMPEACICHHOM
COCTOSTHUM a0OHEHTCKOTO YCTPONCTBA. 3HAUCHWE HANPSIKCHHS] YCTAHABIMBAIOTCS BpPyuHYI. X MOXXHO
M3MEpUTh Ha coOoTBeTCTBYMOIUX kiemMax (Ex, Dx) kommyTaropa mpu pa3HBIX COCTOSHUSIX aOOHEHTCKOTO
YCTPOMCTBA.

AHanoroBbIW peXuM (HanpsaXeHWA)
3.81

8.6

10,75

HudporBoii pe:kuM HaNpsizKeHUs - YCTAHOBKA 3HAYEHUS HAIPSKEHUS IS IU(POBOTO peKUMA.

[Tapamerp «Hampspkenue oOHapyskeHHs TpyOku, MB» wucmonbp3yercs npu HOIKIIOUEHUH IH(PPOBOI
TpyOku uepe3 amantep KAD2501. Ilpu moakmrodyennu TpyOKM HampsMyr0 K J0MO(OHY HEOO0XO0auMO
yctaHoBUTh 3HaueHue 150 mB. Ilo ymomuanuro — 200 mB.
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° Hudporoii pe:kuMm (TaiitMUHIH) - 3HAUCHUE BPEMEHHBIX HHTEPBAJIOB IPU HAOOpe HOMEpPa JTst

U(pPOBOTO PeKUMA.

220

220

100

==}

LUuncdposon pexum (TaMMUHIK)

[Mpumeuanue: V3MeHeHHE TaWMUHTOB IOJKHO BBIMIONHATHCS KBATHU(DHUIIMPOBAHHBIM MEPCOHAIOM BO
n30exaHune HapylIeHUs: pab0TOCTIOCOOHOCTH aHAJIOTOBOM JIMHUU.

IIpuMeHNTH KO BceM KBapTHPaM — [TOJIMEHIO, B KOTOPOM HaXOIATCs YeKOOKCHI JJIsl IPUMEHEHUS KaXKI0H
oTAenbHON HacTporku. Ilpu akTuBanmu dekbokca v HaxaTtuu KHONKH IIpuMeHMTH BHIOpaHHBIE HACTPOUKU

MPUMEHSITCS. KO BCEM KBApTHPaM.

MpumeHUTE KO BCEM KBapTUpam

[] PunrroH

[J TpOMKOCTE pUHITOHA

HanpaxeHMe B COCTOAHKMMW NOKOA
[[] HanpaxeHue npu NOAHATAW TPYDKK
[[] HanpaxeHne NpW HamaTUi KHONKWN
[[] YyBCTEMTENBHOCTE MIUKpOThOHA

[] MpomKkocTe AuHaMuKa

[J MpokcupoBaHWe, rPOMKOCTE AMHAMMES TpYBKK

HN3mepeHue aHaI0roBOM JMHHMH — IIO3BOJSIET ONPENEIUTH HANPSIKEHWE HA OTHACNbHOW JIMHUHM H
YCTaHOBHTb HAJIMYUE HEUCIpaBHOCTEH. [ n3MepeHns HalpsbKeHHsI aHaJI0rOBOM IMHUM HEOOXOIMMO yKa3aTh
HOMEp JIMHUU U HaxkaTh KHOMKY Crapt. J{ns mpekpailleHuss u3MepeHusl HanpsKeHUs: HE0OXOIUMO HaXatb

kHonky Cror.
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MamepeHne aHanoroson nuHMu

Hanpsxenune: 10.67 V (HenpaBunsHaa NonApHOCTL 3axara
KHOMKA OTKPLITUA ABepu/Pa3pele NHMW OTcyTcTEME AT)

° N3mepenne aHAT0T0BOI JTHHUH AJIsI CIMCKA KBAPTHP — IIO3BOJISIET ONPEAEIUTh HAIIPSHKEHUE
AHAJIOTOBOM JIMHUU AJIs1 KaXKIOW KBapTHPbl U3 3a/laHHOTO /MANa3oHa, YCTaHOBUTh HAJIMYUE HEMCIPaBHOCTEH U
aHAJIOTOBOT'O HAIIPSKEHUS BO BCEX COCTOSHHUSAX.

MsmepeHme aHanNoroBow NMHUK ANA cnmncka KBapTnp

[Onana3oH KkBapTUp

Crapr  Cron

partment: 1,
artment: 2,
partment:
partment:
partment:

e not normal, s
ot normal,

7.88, butten pre
d: 7.88, button pre

Woow oo

Jlnst u3MepeHust HapsHKeHUs aHAIOTOBOW JIMHMU JUIS CIIMCKA KBAPTHP HEOOXOAMMO YKa3aTh JUAra3oH
KBApTHUP AJI U3MEPEHNUs U HaxkaTh KHONKY CrapT. CMCOK ¢ U3MepsieMbIMU NOKa3aTeasiMu Oy1eT 0ToOpaxeH
HKe. [t mpekparieHuss u3MepeHust HanpsHKeHU He00X0IMMO HaXkaTh KHOTKY CTor.

Bxnagka « Bxoasinmiue BLI30BbD)

Ha BkI1ajike BO3MOKHO BKJTFOUHUTH/OTKIIOYHUTH MPOKCUPOBAHUE BXOISIINX BEI30BOB HA AHAJIOTOBBIH TSI
nepeaapecanuu ¢ SIP Ha aHamoOTrOBHIE TPYOKH.

Jlis mpueMa BXOMSIIMX BBI30BOB HEOOXOIUMO yKa3zaTh HOMep B moje «CoOCTBEHHBIM HOMEp IS
BXOJIALINX BbI30BOB». B cinyuae coBnagenus 3HaueHus: B «COOCTBEHHBIN HOMED AJIsi BXOASIIUX BBI30BOBY, C
KakuUM-1100 HoMepoM B [Inane Bb130BOB, «CoOCTBEHHBIH HOMED ...» uMeeT npuoputer. To ects ecnu B [1nane
BBI30BOB, 3TOT HOMEP HACTPOEH Ha AHAJIOTOBBINA U Pa3pelIeHO «IIPOKCUPOBAHUE BXOISIINX HA AHAIOTOBBIN,
TO BXOJSIINN BBI30B HE OYJET MPOKCUPOBATHCS.

4. Texnuveckoe 00CTy;KUBaHHE

4.1. Mepsl 6e30maCHOCTH

4.1.1. Mepsl 0e30macHOCTH TIPM YCTAaHOBKE M OKCIUTyaTalldd IIaHENIW JOJDKHBI COOTBETCTBOBATH
TpeboBanusM «lIpaBuil TEXHUYECKON IKCIUTyaTalluy 3JIEKTPOYCTAaHOBOK moTpeduTeneit» n «IlpaBun TexHuku
0€30MacHOCTH MPH IKCILTyaTalllU JIEKTPOYCTaHOBOK MOTPEOUTENEH.

4.1.2. Tlpu mpoBeACHUH PEMOHTHBIX PaOdOT B TOMEIICHHH, TJE€ YCTAHOBJICHA MaHENb, TOJDKHA OBITH
obecriedeHa 3amuTa OT MEXaHWYECKUX TOBPEXKJACHHUN W TIONMaJaHUs Ha HEe CTPOUTEIBHBIX MaTepHalioB
(moGenka, Kpacka, MbLIb U TIP.).

4.2.  TlpoBepka pabOTOCTIOCOOHOCTH

4.2.1. TlpoBepka pabOTOCIIOCOOHOCTH TAaHENH OJDKHA TPOBOJUTHCA TPHU TUIAHOBBIX WU APYTHX
IIPOBEPKAX TEXHUYECKOIO COCTOSHUS YCTPONUCTBA, HO HE PEXKE OJHOTO pa3a B 6 MeCsLEB.

4.2.2. TIpoBepka pabOTOCTIOCOOHOCTH BKJIIOUAET B CEOSI:

° BHEIIHUM OCMOTp MaHENW Ha OTCYTCTBHUE CJIEJIOB BJIATM M MEXAHUYECKOT'O MOBPEXKICHUS;

° MIPOBEPKY HAJECKHOCTH KOHTAKTA NMPUCOECTWHEHHBIX K MAaHEIW IPOBOJAOB, MPU HEOOXOAMMOCTH
3aMEHUThH HEUCITpaBHbIE MPOBO/IA;
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TECTOBBIN BBI30B HA A00OHEHTCKHI MyJIBT C TAHENH, TIPU STOM IPOBEPSICTCS:
MIPOXO0KICHHUE BhI30Ba HA A0OHEHTCKUH MyJIbT

KaueCTBO 3BYKa MPU OTBETE

cOpoc BBI30Ba

OTKPBITUE JBEPU

OTKpBITHE ABEpH ¢ momoIbio NFC-kitoua;

BBI30B JUcIieTdepa (B Cllydae HACTPOMKU JaHHOM OIIINN);

nposepka Bepcuu [10.

® € ® O O O O @

o

Xpanenue

5.1.  VYcnoBus xpaHeHHUs MaHETHU AOJKHBI COOTBETCTBOBaTh yciaoBuaM 2 1o 'OCT 15150-69.

5.2. XpaHuUTh YCTPOMCTBO CJIEAYET Ha CTEJJIA)KaxX B YIAKOBAHHOM BUJIE.

5.3.  PaccrosiHME OT CTE€H W TOJa XpaHUJIUIIA A0 YIIaKOBOK C YCTPOWCTBOM JIOJDKHO OBITH HE MEHEe
0,1 m.

5.4. PaccrosHMe MeXIy OTONUTEIbHBIMH YCTPOMCTBAMH W YMAKOBKOW C TMaHENSIMH JIOJDKHO OBITH
He menee 0,5 M.

5.5. B nomemnieHnH JOKHBI OTCYTCTBOBATh MAphl arPECCUBHBIX BEIIECTB U TOKOIIPOBOASIIAS MTbUIb.

6. TpancnopTupoBanue

6.1. IlaHenp B yHakoBKE MOXKET TPAHCIOPTHUPOBATHCS BCEMH BHJIAMU TPAHCIOPTA B KPBITHIX
TPAHCIIOPTHBIX CPEICTBAX U B FTEPMETU3UPOBAHHBIX OTCEKaX CaMOJIETa.

6.2.  YcnoBus TpaHCIOPTHUPOBAHUS JAOJKHBI cOOTBETCTBOBATH yciaoBusaM 5 (OXK4) mo 'OCT 15150-69:

° TeMmmepaTypa oKpy»karoniero pozayxa ot Munyc 50 °C go mmoc 50 °C;

° OTHOCUTENbHAS BIAXKHOCTH BO3yXa A0 95 % npu temmnepatype mitoc 40 °C.

6.3. Cpok TpaHCIIOPTUPOBAHUS W MPOMEKYTOUHOTO XpAHEHUS HE JOJDKEH MpeBbIaTh 3 MecC.
JlomyckaeTcsi yBEJIMYMBATH CPOK TPAHCHOPTUPOBAHUS M TMPOMEKYTOYHOTO XpaHEHUs YCTPOMCTBA MpHU
MEePEeBO3Kax 3a CYET CPOKOB COXPAHSAEMOCTH B CTAIMOHAPHBIX YCIOBUSX.

7. Yrunuzauus
7.1, YTunuzauus YCTpPOWCTBA MPOU3BOJUTCA C YYETOM OTCYTCTBHS B HEM TOKCHYHBIX
KOMITOHEHTOB.

7.2.  ConepkaHue IparolieHHBIX MaTepUajoB HE TpeOyeT ydera MpU XpaHEHWU, CIUCAHUU,
YTUJIM3alnu.

8. I'apanTus H3roroBUTEIA

8.1.  IlpeanpusThe-U3roTOBUTEIL FApPaHTUPYET COOTBETCTBUE MMAHEIN TEXHUUYECKUM XapaKTEPUCTUKAM
IIPU YCIIOBUU COOJIIOAEHUS TOTPEOUTENIEM NTPaBHII TPAHCIIOPTUPOBAHM S, XPAHEHUS], MOHTa)Ka M HKCILTyaTallUH.

8.2.  T'apaHTHIHBII CpOK dKCIUTyaTanuu 24 Mecsma co JHS BBOJA B dKCIUTyaTaluio, HO He Ooiee 36
MECSLEB CO JHS BBIITYCKA.

8.3. B TeueHue rapaHTUHHOTO CpOKa PEMOHT BBIIIEAIINX W3 CTPOs IAHENIEH OCYIIECTBISAETCS
NPEINpUATHEM-U3TOTOBUTENEM 0€3BO3ME3HO NMpHU COOIIONEHUN MOTPEOUTENEM yKa3aHUM MO MOHTaxy U
IKCIUTyaTalH.

8.4. Ilpuw HampaBJICeHWH YCTPOWCTBA B PEMOHT K HEMY O0S3aTEIbHO JODKEH OBITh MPUIIOKEH aKT C
ONMCaHUEM HEUCIIPABHOCTEN YCTPOMCTBA.

8.5. T'apaHTus HE BCTYNAET B CHJIY B CJICAYIOIMUX CAyYasX:

° HECOOJII0/ICHNE TAaHHOTO PYKOBOJICTBA TI0 3KCILTyaTalllH;
° MEXAHUYECKOE MTOBPEKACHUE YCTPONCTBA;
° PEMOHT YCTPOMCTBA IPYTUM JIMLIOM, KpoMe M3roroBurers.

8.6. T'apanTus pacmpocTpaHseTcs TOJIBKO Ha maHenb. Ha Bce 000pymoBanue APyrux MpOU3BOAUTEIIEH,
MCIIOJIE3YIOIIEECS COBMECTHO C YCTPOMCTBOM, PACIIPOCTPAHSIFOTCS MX COOCTBEHHBIC TAPAHTHUH.
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9.

9.1.
9.2.
nomer. 1
9.3.
94.

10.

10.1.
10.2.

RUBETEK

Caenenust 0 npousBoaAnTEsIC

Haumenosanue opranusanuu npoussogurens: OO0 «3ABO/[ ITPUEOPOB»
KOpunnaeckwii agpec: 302026, OpnoBckas obnacts, r. Open, yin. Komcomonbckast, 1. 102A,

Tenedon: +7 (4862) 51-10-91
OnektpoHHas noura: info@zavodpriborov.com

CeBeeHus 0 MOCTABIIUKE

Haumenosanue opranusanuu nocrasmuka: OOO «PYBETEK PYC»
KOpuanueckuii agpec: 121205, r. MockBa, TeppUTOpHUs HHHOBALIMOHHOIO LIEHTPA

«CxonkoBoy, bomnbiioit OynbBap, 1. 42, ctp. 1, 1 atax, yacte nomemenus Ne 334, pabouee mecto Ne 31

10.3.
10.4.
10.5.
11.

11.1.

Tenedon: 8-800-777-53-73
DnekTpoHHas moura: support@rubetek.com
Caiit: https://rubetek.com/

Caenenust 0 pek1aManusx

PCKHaMaHI/IOHHHe MPETCH3NU MPEABABIAIOTCA NPCANPUATHIO-IIOCTABIIUKY B CJIydac BBISABJICHUSA

ne(eKTOB M HEUCIPABHOCTEH, BEAYIIMX K BBIXO/Y U3 CTPOS YCTPOICTBA paHee rapaHTHUHHOTO CpOKa.

11.2.

Anpec npennpusitus-usroroputens: 121205, r. MockBa, TeppUTOpUs UHHOBAIMOHHOTO IIEHTpa

«CxonkoBoy, bonbioit OyneBap, 1. 42, ctp. 1, 1 atax, yacts nomernenust Ne334, pabodee MecTo

Ne31
11.3.

B pexiiamaninoHHOM aKkTe yKa3aTh: TUI YCTPOWCTBA, Ne(EKTHl M HEUCTIPABHOCTH, YCIOBUS, TIPU

KOTOPBIX OHU BBISIBJICHBI, BpEMs C Hauaja dKCILTyaTallul yCTPOMUCTRA.

11.4.

K akTy He00X0AMMO MPHUIIOKUTH KOMHIO IJIATEKHOTO JIOKYMEHTa Ha YCTPOIMCTBO, MacopT U

3aMOJTHEHHBIN FapaHTUMHBIA TAJIOH.
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